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Essay 9

Rule-Set Modeling
of a Trusted Computer System

Leonard J. LaPadula

7KLV� HVVD\� GHVFULEHV� D� QHZ� DSSURDFK� WR� IRUPDO� PRGHOLQJ� RI� D
WUXVWHG� FRPSXWHU� V\VWHP�� $� ILQLWH�VWDWH�PDFKLQH�PRGHOV� WKH� DFFHVV
RSHUDWLRQV�RI� WKH�WUXVWHG�FRPSXWHU�V\VWHP�ZKLOH�D�VHSDUDWH� UXOH�VHW
H[SUHVVHV� WKH� V\VWHP·V� WUXVW� SROLFLHV�� $� SRZHUIXO� IHDWXUH� RI� WKLV� DS�
SURDFK�LV�LWV�DELOLW\�WR�ILW�VHYHUDO�ZLGHO\�GLIIHULQJ�WUXVW�SROLFLHV�HDVLO\
ZLWKLQ�WKH�VDPH�PRGHO��:H�ZLOO�VKRZ�KRZ�WKLV�DSSURDFK�WR�PRGHOLQJ
UHODWHV�WR�JHQHUDO�LGHDV�RI�DFFHVV�FRQWURO��DV�\RX�PLJKW�H[SHFW��:H�ZLOO
DOVR� UHODWH� WKLV� DSSURDFK� WR� WKH� LPSOHPHQWDWLRQ� RI� UHDO� V\VWHPV� E\
FRQQHFWLQJ� WKH� UXOH� VHW� RI� WKH�PRGHO� WR� WKH� V\VWHP� RSHUDWLRQV� RI� D
8QL[�6\VWHP�9�V\VWHP��7KH�WUXVW�SROLFLHV�ZH�GHPRQVWUDWH�LQ�WKH�UXOH
VHW�RI�WKH�PRGHO�LQFOXGH�WKH�PDQGDWRU\�DFFHVV�FRQWURO�SROLF\�RI�81,;
6\VWHP� 9�0/6�� D� YHUVLRQ� RI� WKH� &ODUN�:LOVRQ� LQWHJULW\� SROLF\�� DQG
WZR�VXSSRUWLQJ�SROLFLHV�WKDW�LPSOHPHQW�UROHV�

7KH�PRGHOLQJ�DSSURDFK�ZH�ZLOO�GLVFXVV�JUHZ�RXW�RI�VHYHUDO� LGHDV
GHYHORSHG� LQ� WKH�*HQHUDOL]HG� )UDPHZRUN� IRU� $FFHVV� &RQWURO� �*)$&�
SURMHFW�GLUHFWHG�E\�$EUDPV�>$%5$��@���7KH�YLVLRQ�RI�WKDW�SURMHFW�ZDV
WR� JDLQ� JUHDWHU� XWLOLW\� LQ� RXU� trusted computer systems� E\� FUHDWLQJ� D
WHFKQRORJ\�IRU�SXWWLQJ�D�ULFK�VHW�RI�YDULRXV�access control policies�LQWR�D
VLQJOH�WUXVWHG�FRPSXWHU�V\VWHP��2XU�PRGHOLQJ�DSSURDFK�UHVSRQGV�WR
WKH�FKDOOHQJH�RI�WKDW�YLVLRQ��DV�H[SUHVVHG�LQ�WKHVH�REMHFWLYHV�

� 0DNH�LW�HDV\�WR�VWDWH��IRUPDOL]H��DQG�DQDO\]H�DFFHVV�FRQWURO�SROLFLHV
EHVLGHV� WUDGLWLRQDO�mandatory access control �0$&��DQG�discretionary
access control �'$&���WR�LQFUHDVH�WKH�DYDLODELOLW\�RI�GLYHUVH��DVVXUHG
VHFXULW\�SROLFLHV�

� 0DNH�LW�IHDVLEOH�WR�FRQILJXUH�D�V\VWHP�ZLWK�VHFXULW\�SROLFLHV�FKRVHQ
IURP�D�YHQGRU�SURYLGHG�VHW�RI�RSWLRQV�ZLWK�FRQILGHQFH�WKDW�WKH�UH�



��� ,QIRUPDWLRQ�6HFXULW\

VXOWLQJ� V\VWHP·V� security policy� PDNHV� VHQVH� DQG� ZLOO� EH� SURSHUO\
HQIRUFHG�

� &RQVWUXFW� WKH�model� LQ�D�PDQQHU� WKDW�DOORZV�RQH� WR� VKRZ� WKDW� LW
VDWLVILHV�DQ�DFFHSWHG�GHILQLWLRQ�RI�HDFK�VHFXULW\�SROLF\�LW�UHSUHVHQWV�

7KH�UHPDLQGHU�RI�WKLV�HVVD\�KDV�WKUHH�SDUWV�

� )LUVW� ZH� GLVFXVV� WKH� *HQHUDOL]HG� )UDPHZRUN� IRU� $FFHVV� &RQWURO
YLHZ� RI� D� trusted system�� *)$&� PRWLYDWHV� WKH� DSSURDFK� ZH� KDYH
WDNHQ�WR�PRGHOLQJ�

� 1H[W�ZH�GHVFULEH�WKH�PRGHOLQJ�DSSURDFK�
� )LQDOO\� ZH� LOOXVWUDWH� HOHPHQWV�RI� WKH� state-machine model� DQG� WKH

rule-set model�³�WKH�WZR�FRPSRQHQWV�RI�WKH�FRPSOHWH�PRGHO�

2YHUYLHZ�RI�WKH�*HQHUDOL]HG�)UDPHZRUN�IRU�$FFHVV�&RQ�
WURO

7KH�*HQHUDOL]HG�)UDPHZRUN� IRU�$FFHVV�&RQWURO� WKHVLV� DVVHUWV� WKDW� DOO
access control�LV�EDVHG�RQ�D�VPDOO�VHW�RI�IXQGDPHQWDO�FRQFHSWV�>$%5$��@�
%RUURZLQJ�VRPH�RI� LWV� WHUPLQRORJ\�DQG�FRQFHSWV� IURP�WKH� ,62�´:RUNLQJ
'UDIW� RQ� $FFHVV� &RQWURO� )UDPHZRUNµ� >,62��@�� *)$&� VWDUWV� ZLWK� WKH
SUHPLVH�WKDW�DOO�DFFHVV�FRQWURO�SROLFLHV�FDQ�EH�YLHZHG�DV� rules�H[SUHVVHG
LQ� WHUPV� RI� attributes� E\� authorities�� 7KH� WKUHH� PDLQ� HOHPHQWV� RI� DFFHVV
FRQWURO�LQ�D�WUXVWHG�FRPSXWHU�V\VWHP�DUH�

$XWKRULW\��$Q�DXWKRUL]HG�DJHQW�PXVW�GHILQH�VHFXULW\�SROLF\��LGHQ�
WLI\� UHOHYDQW� VHFXULW\� LQIRUPDWLRQ�� DQG�DVVLJQ�YDOXHV� WR� FHUWDLQ
DWWULEXWHV�RI�controlled resources�

$WWULEXWHV�� $WWULEXWHV� GHVFULEH� FKDUDFWHULVWLFV� RU� SURSHUWLHV� RI
subjects�DQG�objects��7KH�FRPSXWHU�V\VWHP�ZLOO�EDVH�LWV�GHFLVLRQV
DERXW�DFFHVV� FRQWURO� RQ� WKH�DWWULEXWHV�RI� WKH� VXEMHFWV� DQG� RE�
MHFWV�LW�FRQWUROV��([DPSOHV�RI�DWWULEXWHV�DUH�

VHFXULW\�FODVVLILFDWLRQ
W\SH�RI�REMHFW
GRPDLQ�RI�SURFHVV
GDWH�DQG�WLPH�RI�ODVW�PRGLILFDWLRQ
RZQHU�LGHQWLILFDWLRQ

���������������������������������������������
�7KH�UHDGHU�ZLOO�ILQG�DGGLWLRQDO�DQDO\VLV�DQG�D�FRPSOHWH�SROLF\�PRGHO�LQ�P\�UH�

SRUW�>/$3$��@�
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5XOHV�� $� VHW� RI� IRUPDOL]HG� H[SUHVVLRQV� GHILQHV� WKH� UHODWLRQVKLSV
DPRQJ� DWWULEXWHV� DQG� RWKHU� VHFXULW\� LQIRUPDWLRQ� IRU� DFFHVV
FRQWURO�GHFLVLRQV�LQ�WKH�FRPSXWHU�V\VWHP��UHIOHFWLQJ�WKH�VHFXULW\
SROLFLHV�GHILQHG�E\�DXWKRULW\�

7KH� JHQHUDOL]HG� IUDPHZRUN� H[SOLFLWO\� UHFRJQL]HV� WZR� SDUWV� RI� DFFHVV
FRQWURO�³�DGMXGLFDWLRQ�DQG�HQIRUFHPHQW��:H�XVH�WKH�WHUP�access control
decision facility� �$')��WR�GHQRWH� WKH�DJHQW� WKDW�DGMXGLFDWHV�DFFHVV�FRQWURO
UHTXHVWV�� DQG� WKH� WHUP� access control enforcement facility� �$()�� IRU� WKH
DJHQW� WKDW�HQIRUFHV� WKH�$')·V�GHFLVLRQV�� ,Q�D� WUXVWHG� FRPSXWHU� V\VWHP�
WKH�$()�FRUUHVSRQGV�WR�WKH�V\VWHP�IXQFWLRQV�RI�WKH�trusted computing base
�7&%�� DQG� WKH� $')� FRUUHVSRQGV� WR� WKH� access control rules� WKDW� HPERG\
WKH� V\VWHP·V� VHFXULW\� SROLF\�� DOVR� SDUW� RI� WKH� 7&%��)LJXUH� �� GHSLFWV� WKH
JHQHUDOL]HG�IUDPHZRUN�LQ�WKH�WHUPV�MXVW�GHVFULEHG�

Figure 1. Overview of the Generalized Framework for Access Control.
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)RUPDO�PRGHOLQJ�DSSURDFK

%DFNJURXQG�� 7KH� *)$&� JRDOV� WUDQVODWH� LQWR� WKHVH� REMHFWLYHV� IRU� RXU
formal model�

� 'HYHORS�D�PRGHOLQJ�WHFKQRORJ\�LQ�ZKLFK�LW�LV�HDV\�WR�H[SUHVV�YDUL�
RXV�SROLFLHV�EHVLGHV�WUDGLWLRQDO�0$&�DQG�'$&�

� )DVKLRQ� WKH�PRGHOLQJ� WHFKQRORJ\� WR� HQDEOH� WKH� VHOHFWLRQ� RI� D� GH�
VLUHG� VHW� RI� VHFXULW\� SROLFLHV� IURP� VRPH� SUHHYDOXDWHG� VHW� ZLWKRXW
KDYLQJ�WR�UHHYDOXDWH�WKH�UHVXOWLQJ�FROOHFWLRQ�RI�SROLFLHV�

� 3URYLGH�IRU�VKRZLQJ�WKDW�D�PRGHO�VDWLVILHV�DQ�DFFHSWHG�GHILQLWLRQ�RI
HDFK�VHFXULW\�SROLF\�HQIRUFHG�E\�WKH�PRGHO�

2XU�UXOH�VHW�PRGHOLQJ�KDV�PXFK�LQ�FRPPRQ�ZLWK�WUDGLWLRQDO�VWDWH�PD�
FKLQH�PRGHOLQJ��,W�GLIIHUV�VLJQLILFDQWO\��WKRXJK��LQ�WKH�ZD\�LW�VHWV�XS�ac-
cess rules��0RGHOV�OLNH�WKH�%HOO�/D3DGXOD�PRGHO�>%(//��@�DQG�WKH�UHFHQW
&RPSDUWPHQWHG�0RGH�:RUNVWDWLRQ�PRGHO�>0,//��@�LQFOXGH�DFFHVV�FRQWURO
UXOHV� LQ� WKHLU rules of operation�� ,Q� WKHVH�PRGHOV�� DQ�2SHQ� )LOH� UXOH� GH�
VFULEHV� ERWK� DFFHVV� SROLF\� DQG� V\VWHP� EHKDYLRU�� 7KH� UXOH� XVHV� EXLOW�LQ
FULWHULD�WR�GHFLGH�ZKHWKHU�WR�SHUPLW�WKH�2SHQ�)LOH�UHTXHVW��DQG�WKH�UXOH
GHVFULEHV�WKH�EHKDYLRU�RI�WKH�PRGHOHG�V\VWHP�DV�D�state transition��$�W\SL�
FDO�nondisclosure�FULWHULRQ�LV�ZKHWKHU�WKH�security level�RI�WKH�VXEMHFW�PDN�
LQJ� WKH� 2SHQ� )LOH� UHTXHVW� dominates� WKH� VHFXULW\� OHYHO� RI� WKH� REMHFW� LW
ZDQWV� WR�RSHQ�� ,QIRUPDWLRQ�DIIHFWHG�E\� WKH� WUDQVLWLRQ�PLJKW� LQFOXGH� WKH
VHW�RI�REMHFWV�FXUUHQWO\�KHOG�RSHQ�E\�WKH�VXEMHFW�WKDW�PDGH�WKH�UHTXHVW�
2XU�DSSURDFK�VHSDUDWHV� WKH�GHFLVLRQ�FULWHULD� IURP�WKH�VWDWH� WUDQVLWLRQ

GHVFULSWLRQV�� $� UXOH� VHW� HPERGLHV� WKH� VHFXULW\� SROLFLHV� RI� WKH� PRGHOHG
V\VWHP�ZKLOH�D�ILQLWH�VWDWH�PDFKLQH�PRGHO�GHVFULEHV�WKH�EHKDYLRU�RI� WKH
V\VWHP�� 7KXV�ZH� KDYH� SDUWLWLRQHG� WKH� V\VWHP� IXQFWLRQ� �2SHQ� )LOH�� LQWR
WZR�RSHUDWLRQV�

�� 'HFLGH�LI�WKH�UHTXHVW�VKRXOG�EH�JUDQWHG���,V�WKH�VXEMHFW�DOORZHG�WR
RSHQ�WKH�UHIHUHQFHG�REMHFW"�

�� *UDQW�WKH�UHTXHVW��RSHQ�WKH�ILOH��RU�QRW��UHWXUQ�DQ�HUURU�LQGLFDWLRQ��

)LJXUH���GHSLFWV�WKLV�UXOH�VHW�DSSURDFK�

6WUXFWXUH�RI�WKH�0RGHO��$�WUXVWHG�FRPSXWHU�V\VWHP�EXLOW�DFFRUGLQJ�WR
RXU�PRGHOLQJ�SODQ�KDV�WZR�PDMRU�SDUWV�LQVLGH�LWV�Trusted Computing Base
�7&%���,Q�WKH�,62�WHUPLQRORJ\�ZH�PHQWLRQHG�HDUOLHU��RXU�7&%�KDV�DQ�ac-
cess enforcement facility� �$()��DQG�DQ�access decision facility �$')��� ,Q� WKLV
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VFKHPH�� WKH� $()� RZQV� DQG� RSHUDWHV� WKH� V\VWHP� RSHUDWLRQV� WKDW� DUH
DYDLODEOH�WR�FRPSXWHU�SURJUDPV�WKDW�LW�UXQV��7KH�$')�NHHSV�WKH�UXOH�VHW
WKDW�H[SUHVVHV�WKH�DFFHVV�SROLFLHV�RI�WKH�V\VWHP��:KHQ�D�FRPSXWHU�SUR�
JUDP�DWWHPSWV�WR�H[HFXWH�VRPH�V\VWHP�RSHUDWLRQ��WKH�$()�DSSHDOV�WR�WKH
$')�IRU�DQ�DFFHVV�GHFLVLRQ��$V�ZH�SRLQWHG�RXW�HDUOLHU��WKH�UXOH�VHW�RI�WKH
$')� H[SUHVVHV� WKH� DFFHVV� SROLFLHV� RI� WKH� V\VWHP�� 7KXV�� WKH� $')� ZLOO
HYDOXDWH�WKH�UXOH�VHW�HDFK�WLPH�WKH�$()�DSSHDOV�WR�LW�IRU�DQ�DFFHVV�GHFL�
VLRQ��1DWXUDOO\�� WKH�$()�ZLOO�SURYLGH�VRPH�VHW�RI�DUJXPHQWV�WR� WKH�$')
ZKHQ� LW� LQYRNHV� WKH� $')�� 7KHVH� DUJXPHQWV� SURYLGH� RU� GHILQH� ZKDWHYHU
DFFHVV�FRQWURO�LQIRUPDWLRQ��$&,��WKH�$')�QHHGV�IRU�GHFLVLRQ�PDNLQJ�

Figure 2. Rule-Set Modeling
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$SSO\LQJ�DQ�$()�$')�SDUWLWLRQLQJ�WR�RXU�PRGHOLQJ�JLYHV�XV�

� $�PRGHO� RI� WKH� V\VWHP� RSHUDWLRQV�� FRQVWLWXWLQJ� DQ�$()��:H� WUHDW
WKLV�PRGHO�DV�D�VWDWH�PDFKLQH�DQG�FDOO�LW�WKH�6WDWH�0DFKLQH�0RGHO�
7KH�6WDWH�0DFKLQH�0RGHO�DEVWUDFWO\�GHVFULEHV�WKH�LQWHUIDFH�RI�FRP�
SXWHU�352&(66(6� WR�WKH�V\VWHP
V�7&%�DQG�GHILQHV�WKH�UHODWLRQVKLS
RI�WKH�V\VWHP�RSHUDWLRQV�WR�WKH�V\VWHP
V�WUXVW�SROLFLHV�

� $�PRGHO� RI� WKH� VHFXULW\�SROLF\�� YLHZHG�DV� DQ�$')��:H�GHILQH� WKLV
PRGHO�DV�D�UXOH�VHW�DQG�FDOO�LW�WKH�5XOH�6HW�0RGHO��,W�GHILQHV�WKH�VH�
FXULW\�SROLFLHV�RI�WKH�WUXVWHG�FRPSXWHU�V\VWHP�

7KH� 6WDWH� 0DFKLQH� DQG� 5XOH� 6HW� 0RGHOV� QHHG� DQ� LQWHUIDFH� EHWZHHQ
WKHP��7KLV� LQWHUIDFH�DOORZV�WKH�VWDWH�PDFKLQH� WR� LQYRNH� WKH� UXOH�VHW� IRU
DGMXGLFDWLRQ�RI�D�SURFHVV
V�UHTXHVW��7KH�GHVLJQ�RI� WKH� LQWHUIDFH�GHSHQGV
RQ�VHYHUDO�FULWLFDO�IDFWRUV�

� :KDW�V\VWHP�ZLOO�WKH�6WDWH�0DFKLQH�0RGHO�GHVFULEH"
� +RZ�GHWDLOHG�LV�WKH�VWDWH�PDFKLQH
V�UHSUHVHQWDWLRQ�RI�WKH�V\VWHP�WR

EH"
� :LOO�WKH�UXOH�VHW�GHDO�ZLWK�WKH�VDPH�OHYHO�RI�GHWDLO�DV�WKH�VWDWH�PD�

FKLQH��RU�ZLOO�LW�GHDO�ZLWK�DEVWUDFWLRQV�RI�WKH�V\VWHP
V�HOHPHQWV�DQG
EHKDYLRU"

:H�KDYH�GHFLGHG�WKHVH�LVVXHV�IRU�WKLV�HVVD\�DV�IROORZV�

� 7KH�6WDWH�0DFKLQH�0RGHO�WDUJHWV�WKH�FODVV�RI�81,;��6\VWHP�9�V\V�
WHPV�

�� 7KH� VWDWH�PDFKLQH�KDV� D� WUDQVLWLRQ� UXOH� IRU� HDFK�81,;�6\VWHP�9
system call��(DFK�transition rule LV�DQ�DEVWUDFWLRQ�RI�LWV�FRUUHVSRQGLQJ
V\VWHP�FDOO��EXW�WKH�DEVWUDFWLRQ�SUHVHUYHV�WKH�HVVHQWLDO�IXQFWLRQDO�
LW\�RI�WKH�V\VWHP�FDOO�

�� 7KH� UXOH� VHW� DGGUHVVHV� HVVHQWLDOO\� WKH� VDPH� OHYHO� RI� GHWDLO� DV� WKH
VWDWH�PDFKLQH��%XW��WR�WKH�H[WHQW�WKDW�RXU�DUW�RI�PRGHOLQJ�DOORZV�
ZH�JHQHUDOL]H� LW� WR�PDNH� LW�XVHIXO�ZLWK�RWKHU�VWDWH�PDFKLQHV��<RX
ZLOO�VHH�WKH�IRUP�WKLV�JHQHUDOL]DWLRQ�KDV�DV�ZH�GLVFXVV�WKH�LQWHUIDFH
EHWZHHQ�WKH�VWDWH�PDFKLQH�DQG�WKH�UXOH�VHW�LQ�WKH�QH[W�VHFWLRQ�

,QWHUIDFH�%HWZHHQ�WKH�6WDWH�0DFKLQH�DQG�WKH�5XOH�6HW��2XU�PRGHO�
LQJ�PLUURUV�D�WUXVWHG�FRPSXWHU�V\VWHP�LQ�ZKLFK�WKH�7&%�KDV�WZR�SDUWV�
7KH�access control enforcement��$()��SDUW�DIIRUGV�V\VWHP�VHUYLFHV�WR�SURF�
HVVHV�DQG�GHWHUPLQHV�WKH�EHKDYLRU�RI�WKH�V\VWHP��7KH�access control deci-
sion facility �$')�� SDUW� UHPHPEHUV� WKH� V\VWHP
V� VHFXULW\� SROLFLHV� DQG
GHFLGHV�ZKHWKHU�SURFHVVHV
�UHTXHVWV�VDWLVI\�WKRVH�SROLFLHV��7KH�$()�SDUW
FRPPXQLFDWHV� ZLWK� WKH� $')� SDUW� WKURXJK� VRPH� DSSURSULDWH� LQWHUIDFH�
2XU�PRGHOLQJ�DSSURDFK�KDV�WKH�VDPH�VWUXFWXUH�
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�� 7KH�6WDWH�0DFKLQH�0RGHO� �HQIRUFHPHQW� DJHQW�� FRUUHVSRQGV� WR� WKH
$()�SDUW�RI�WKH�WUXVWHG�FRPSXWHU�V\VWHP
V�7&%�

�� 7KH�5XOH�6HW�0RGHO��MXGLFLDO�DJHQW��FRUUHVSRQGV�WR�WKH�$')�SDUW�RI
WKH�7&%�

7KH�6WDWH�0DFKLQH�0RGHO�KDV�UXOHV�RI�RSHUDWLRQ��(DFK�UXOH�RI�RSHUDWLRQ
DEVWUDFWO\�GHVFULEHV�VRPH�EHKDYLRU�RI�WKH�PRGHOHG�V\VWHP��7KH�5XOH�6HW
0RGHO� KDV rules of access�� (DFK� UXOH� RI� DFFHVV� GHVFULEHV� VRPH� VHFXULW\
SROLF\�RI�WKH�PRGHOHG�V\VWHP�
:H� UHODWH� WKH� PRGHOV� WR� HDFK� RWKHU� ZLWK� DQ� LQWHUIDFH�� 7KH� LQWHUIDFH

SHUPLWV� FRPPXQLFDWLRQ� EHWZHHQ� WKH� VWDWH� PDFKLQH� DQG� WKH� UXOH� VHW�
%ULHIO\�� WKH� FRPPXQLFDWLRQ� RFFXUV� WKURXJK� PHVVDJHV�� :H� ZLOO� VHH� WKH
IRUPDO�VWUXFWXUH�RI�WKHVH�PHVVDJHV�ODWHU�
/HW
V�FRQVLGHU�DQ�H[DPSOH��XVLQJ�D� UHDO�V\VWHP�DV�DQ�DQDORJXH�RI�RXU

PRGHO
V� VWUXFWXUH�� 7KH� UHDO� V\VWHP� IRU� WKLV� H[DPSOH� LV�81,;�6\VWHP�9�
:H�LPDJLQH�WKDW�LWV kernel�KDV�WZR�SDUWV� �DQ�$()�SDUW��ZKLFK�ZH�FDOO�WKH
$()�NHUQHO�� DQG� DQ� $')� SDUW�� ZKLFK� ZH� FDOO� WKH� $')�NHUQHO�� ,PDJLQH
WKDW� D� SURFHVV� LQYRNHV� WKH�2SHQ� V\VWHP� FDOO� WR� RSHQ� D� ILOH� IRU� UHDGLQJ�
7KH�$()�NHUQHO�VHQGV�D�PHVVDJH�WR�WKH�$')�NHUQHO�WR�ILQG�RXW�LI�WKH�SUR�
FHVV
V�UHTXHVW�LV�YDOLG��7KH�PHVVDJH�PXVW�FRQWDLQ�RU�UHIHUHQFH�WKH�DFFHVV
FRQWURO�LQIRUPDWLRQ��$&,��QHHGHG�E\�WKH�$')�NHUQHO�WR�PDNH�LWV�GHFLVLRQ�
7KH�$&,� FRXOG� LQFOXGH�PDQ\� SRVVLEOH� LWHPV� RI� LQIRUPDWLRQ�� 6RPH� EDVLF
LQIRUPDWLRQ�LWHPV�OLNHO\�WR�EH�QHHGHG�DUH�LGHQWLILFDWLRQ�RI�WKH�UHTXHVWLQJ
SURFHVV��LGHQWLILFDWLRQ�RI�WKH�ILOH�WR�EH�RSHQHG��DQG�DWWULEXWHV�RI�WKH�SURF�
HVV� DQG� WKH� ILOH�� 7KH� $')�NHUQHO�PD\� XVH� RWKHU� DFFHVV� FRQWURO� FRQWH[W
�$&&�� LQIRUPDWLRQ�� VXFK� DV� WKH� WLPH� RI� GD\�� WR� PDNH� LWV� GHFLVLRQ�� 7KH
$')�NHUQHO�UHWXUQV�WKH�GHFLVLRQ�WR�WKH�$()�NHUQHO��7KH�$()�NHUQHO�WKHQ
FRPSOHWHV�WKH�2SHQ�V\VWHP�FDOO��HQDEOLQJ�WKH�UHTXHVWHG�DFFHVV�LI�WKH�GH�
FLVLRQ�ZDV�IDYRUDEOH��RU�UHWXUQLQJ�DQ�HUURU�PHVVDJH�LI�QRW�
2XU� PRGHO� RSHUDWHV� LQ� PXFK� WKH� VDPH� PDQQHU�� 7KH� 6WDWH� 0DFKLQH

0RGHO�FRUUHVSRQGV�WR�WKH�$()�NHUQHO��&RUUHVSRQGLQJ�WR�HDFK�V\VWHP�FDOO
VXSSRUWHG�E\�WKH�$()�NHUQHO�ZH�KDYH�D�UXOH�RI�RSHUDWLRQ�LQ�WKH�6WDWH�0D�
FKLQH� 0RGHO�� 7KH� 5XOH� 6HW� 0RGHO� FRUUHVSRQGV� WR� WKH� $')�NHUQHO�� 7KH
5XOH�6HW�0RGHO�H[SUHVVHV�WKH�VHFXULW\�SROLFLHV�RI�WKH�PRGHOHG�V\VWHP�LQ
LWV� UXOHV� RI� DFFHVV�� (DFK� UXOH� RI� RSHUDWLRQ� LQ� WKH� 6WDWH�0DFKLQH�0RGHO
�LQYRNHV��WKH�5XOH�6HW�0RGHO�ZLWK�D�IXQFWLRQ�ZH�FDOO��$FFHVV�5XOHV���7KH
DUJXPHQWV�RI�WKH�IXQFWLRQ�$FFHVV�5XOHV�FRUUHVSRQG�WR�WKH�PHVVDJHV�H[�
FKDQJHG�EHWZHHQ�WKH�$()�NHUQHO�DQG�$')�NHUQHO�
$JDLQ��OHW
V�FRQVLGHU�D�VLPSOH�H[DPSOH�EDVHG�RQ�WKH�QRWLRQ�RI�DQ�2SHQ

V\VWHP�FDOO��$�UXOH�RI�RSHUDWLRQ�IRU�DEVWUDFWO\�GHVFULELQJ�WKH�2SHQ�RSHUD�
WLRQ�PLJKW�EH�WKH�IROORZLQJ�
2SHQ��ILOHBQDPH��PRGH��
&21',7,21
$FFHVV�5XOHV��RSHQ��PRGH��FXUUHQWBSURFHVVBDFL��ILOHBDFL�
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())(&7
2SHQB6HW��FXUUHQWBSURFHVV�� �2SHQB6HW��FXUUHQWBSURFHVV��81,21��ILOHBQDPH�
PRGH�

7KH�&21',7,21�PHDQV�WKDW�LI�WKH�IXQFWLRQ�$FFHVV�5XOHV�LV�WUXH��WKHQ�GR
WKH� DFWLRQV� JLYHQ� LQ� ())(&7�� ,Q� WKLV� FDVH�� WKH� ())(&7� LV� WR� DGG� WKH
QDPHG�ILOH�WR�WKH�VHW�RI�ILOHV�DFFHVVLEOH�E\�WKH�UHTXHVWLQJ�SURFHVV�DQG�WR
VHW�LWV�DFFHVV�PRGH�
:H�GHILQH�WKH�LQWHUIDFH�EHWZHHQ�WKH�VWDWH�PDFKLQH�DQG�WKH�UXOH�VHW�E\

VSHFLI\LQJ�WKH�YDOLG�DUJXPHQWV�IRU�$FFHVV�5XOHV��$W�HDFK�LQYRFDWLRQ�RI�WKH
5XOH�6HW�0RGHO��WKH�6WDWH�0DFKLQH�0RGHO�LGHQWLILHV�WKH�GHVLUHG�DFWLRQ�RI
WKH�SURFHVV�DQG�D�VHW�RI�UHOHYDQW�DWWULEXWHV��DFFHVV�FRQWURO�LQIRUPDWLRQ��
6R��ZH�FDQ�GHILQH�WKH�QHHGHG�LQWHUIDFH�E\�D�VHW�RI�UHTXHVWV�ZLWK�DSSURSUL�
DWH�DFFHVV�FRQWURO�LQIRUPDWLRQ��:H�ZLOO�XVH�VHYHUDO�WHUPV�IRU�WKH�QHHGHG
LQIRUPDWLRQ��:H�H[SODLQ�WKRVH�WHUPV�QRZ�WR�VKRZ�WKHLU�VSHFLILF�PHDQLQJV
IRU�WKH�LQWHUIDFH�GHILQLWLRQ�

ILOH D� VHW� RI� DWWULEXWHV� DVVRFLDWHG� ZLWK� D� 81,;
ILOH

GLUHFWRU\ D� VHW� RI� DWWULEXWHV� DVVRFLDWHG� ZLWK� D� 81,;
GLUHFWRU\

LSF D� VHW� RI� DWWULEXWHV� DVVRFLDWHG� ZLWK� D� 81,;
VWRUDJH� REMHFW� XVHG� IRU� LQWHU�SURFHVV� FRP�
PXQLFDWLRQ�� WKHVH� REMHFWV�PD\� EH�PHVVDJH
TXHXHV�RU�VHPDSKRUHV�

VFG D� VHW� RI� DWWULEXWHV� DVVRFLDWHG� ZLWK� D� 81,;
V\VWHP� REMHFW� WKDW� VWRUHV� V\VWHP� FRQWURO
GDWD� �WKHUHIRUH� WKH� DFURQ\P� �VFG���� WKH
LQRGH�LV�DQ�H[DPSOH��:KHQ�ZH�XVH��VFG�� LQ
WKH�VXEVHTXHQW�LQWHUIDFH�GHILQLWLRQ��ZH�DOVR
VKRZ�ZKDW�WKH�VFG�LV�UHIHUULQJ�WR����HLWKHU�D
ILOH�RU�D�GLUHFWRU\�

$� ILQDO�ZRUG� LV�QHHGHG�KHUH�EHIRUH�SUHVHQWLQJ� WKH� LQWHUIDFH�PHVVDJHV�
7KH� UHDGHU� ZLOO� VHH� WKH� UHTXHVWV� &+$1*(�52/(� DQG� 02',)<�
$775,%87(�LQ�WKH�LQWHUIDFH��7KHVH�UHTXHVWV�KDYH�QR�FRXQWHUSDUW� LQ� WKH
VHW�RI�81,;�6\VWHP�9�V\VWHP�FDOOV��:H�LQFOXGH�WKHP�WR�KHOS�H[SRVLWLRQ�RI
YDULRXV�VHFXULW\�SROLFLHV�ODWHU�LQ�WKLV�HVVD\��7KHQ�WKHLU�PHDQLQJ�DQG�XVH
VKRXOG�EHFRPH�FOHDU�
(DFK� HOHPHQW� RI� WKH� LQWHUIDFH� GHILQLWLRQ� KDV� WKH� IRUP� �UHTXHVW� �DUJX�

PHQW�OLVW����7KH�UHTXHVW�XVXDOO\�LGHQWLILHV�WKH�DFWLRQ�WKDW�D�SURFHVV�ZDQWV
WR�GR��EXW�DOVR�PD\�EH�XVHG�IRU�FRPPXQLFDWLRQ�RI� LQIRUPDWLRQ� IURP�WKH
6WDWH�0DFKLQH�0RGHO�WR�WKH�5XOH�6HW�0RGHO��7KH�DUJXPHQW�OLVW�LGHQWLILHV�D
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VHW�RI�DFFHVV�FRQWURO�LQIRUPDWLRQ��$&,���,Q�WKH�OLVW�WKDW�IROORZV��WHUPV�OLNH
�SURFHVV��RU��REMHFW��DUH�VKRUWKDQG�IRU��DWWULEXWHV�DVVRFLDWHG�ZLWK�D�SURF�
HVV�� RU� �DWWULEXWHV� DVVRFLDWHG� ZLWK� DQ� REMHFW��� 0RGHOHUV� VKRXOG� FKRRVH
ZKDWHYHU�UHTXHVWV�PDNH�VHQVH�IRU�WKH�V\VWHP�WKH\�ZLVK�WR�PRGHO��:H�GH�
VFULEH�UHTXHVWV�KHUH�WKDW�VHHP�DSSURSULDWH�IRU�GHWDLOHG�PRGHOLQJ�RI�V\V�
WHPV�OLNH�81,;�6\VWHP�9��<RX�VKRXOG�QRWLFH�WKHVH�IHDWXUHV�

�� )RU� HDFK� V\VWHP� FDOO� RI� 81,;� 6\VWHP� 9�� DV� GHILQHG� E\� %DFK
>%$&+��@��WKHUH�LV�DW�OHDVW�RQH�UHTXHVW�WKDW�UHODWHV�WR�LWV�IXQFWLRQ�
DOLW\��2Q�WKH�RWKHU�KDQG��D�VLQJOH�UXOH�RI�RSHUDWLRQ�WKDW�PRGHOV�D
V\VWHP�FDOO�PLJKW�XVH�VHYHUDO�UHTXHVWV��$�&UHDWH�)LOH�UXOH�RI�RSHUD�
WLRQ�� IRU�H[DPSOH��PLJKW� LQYRNH�$FFHVV�5XOHV� WZLFH��)LUVW� LW�PLJKW
QHHG� WR� NQRZ� LI� WKH� UHTXHVWLQJ� SURFHVV� KDV� SHUPLVVLRQ� WR� VHDUFK
WKH�GLUHFWRU\�LQ�ZKLFK�WKH�ILOH�ZLOO�EH�ORFDWHG��7KHQ��LI�WKH�VHDUFK�LV
YDOLG�� LW�DJDLQ�ZRXOG�DSSHDO� WR� WKH�$FFHVV�5XOHV� IRU�D�SROLF\�GHFL�
VLRQ�RQ�FUHDWLQJ�WKH�ILOH�

�� 7KH�VHW�RI�UHTXHVWV�ZH�KDYH�GHILQHG�KHUH�LV�QRW�PLQLPDO��)RU�H[DP�
SOH��ZH�KDYH�VHYHUDO�UHTXHVWV�WKDW�UHSUHVHQW�YDULDWLRQV�RI�ZULWLQJ�WR
DQ�REMHFW��IRU�WKHVH�VHSDUDWH�UHTXHVWV�ZH�FRXOG�KDYH�VXEVWLWXWHG�D
VLQJOH� UHTXHVW�ZLWK� DUJXPHQWV�� ,� EHOLHYH�P\� FKRLFH� HQKDQFHV� WKH
LQWXLWLYH�XQGHUVWDQGLQJ�RI�WKH�PRGHOHU�DQG�DIIRUGV�JUHDWHU�IOH[LELO�
LW\�LQ�PRGHOLQJ�WKH�FODVV�RI�V\VWHPV�ZH�KDYH�WDUJHWHG�

+HUH�LV�WKH�OLVW�RI�UHTXHVWV�

� $/,$6� �SURFHVV�� ILOH��� 7KH�SURFHVV� LV� DWWHPSWLQJ� WR� FUHDWH� DQ� DOLDV
IRU�WKH�ILOH��$�VWDWH�PDFKLQH�PRGHO�RI�81,;�ZRXOG�XVH�WKLV�UHTXHVW
LQ�LWV�UXOH�RI�RSHUDWLRQ�IRU�OLQNLQJ�WR�D�ILOH�

� $/7(5� �SURFHVV�� LSF����� 7KH�SURFHVV�ZLVKHV� WR� DFFHVV� WKH� FRQWURO
LQIRUPDWLRQ� IRU�DQ� LSF�W\SH�REMHFW��7KLV� UHTXHVW� UHODWHV� WR� UHDGLQJ
RU�PRGLI\LQJ�GDWD�DERXW� WKH� LSF�W\SH�REMHFW��7KLV� LV�VLPLODU� WR� WKH
PRGLI\�SHUPLVVLRQV�GDWD� DQG� JHW�SHUPLVVLRQV�GDWD� UHTXHVWV� GH�
ILQHG�EHORZ�IRU�WKH�DFFHVV�FRQWURO�LQIRUPDWLRQ�DVVRFLDWHG�ZLWK�ILOHV
DQG� GLUHFWRULHV���� ,Q� D� 81,;� HQYLURQPHQW� WKLV� UHTXHVW� ZRXOG� EH
XVHG� E\� WKH� V\VWHP� FDOOV� WKDW� FRQWURO� PHVVDJH� TXHXHV�� VHPD�
SKRUHV��DQG�VKDUHG�PHPRU\�

� &+$1*(�2:1(5� �SURFHVV�� VFG�ILOH�GLUHFWRU\���� 7KH�SURFHVV�ZDQWV
WR�FKDQJH� WKH�RZQHU�RI� WKH� LQGLFDWHG�REMHFW��$Q�VFG�REMHFW� LV� RQH
WKDW� FRQWDLQV� V\VWHP� DFFHVV� FRQWURO� LQIRUPDWLRQ�� ,Q� 81,;� WKLV� LV
WKH�LQRGH��7KH�SDUHQWKHWLFDO�UHPDUN��ILOH�GLUHFWRU\��PHDQV�WKDW�WKH
VFG�SHUWDLQV�WR�D� ILOH�RU�GLUHFWRU\��7KH�DWWULEXWH�VHW�SDVVHG� WR� WKH
5XOH�6HW�0RGHO�ZLOO�FRQVLVW�RI�DWWULEXWHV�RI�WKH�ILOH�RU�GLUHFWRU\�DQG
DQ�DWWULEXWH�WKDW�LGHQWLILHV�WKH�REMHFW�WR�EH�PRGLILHG�

� &+$1*(�52/(� �SURFHVV�� UROH� DWWULEXWH�� UROH� YDOXH��� 7KH� SURFHVV
ZDQWV� WR� FKDQJH� WKH�52/(� RI� WKH�RZQHU�RI� WKH�SURFHVV��7KH�DUJX�
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PHQW��UROH�DWWULEXWH��QDPHV�WKH�DWWULEXWH� WR�PRGLI\�DQG�WKH�DUJX�
PHQW��UROH�YDOXH��JLYHV�WKH�GHVLUHG�UROH�

� &/21(��SURFHVV���SURFHVV����3URFHVV��ZDQWV�WR�FUHDWH�D�FORQH�RI�LW�
VHOI�� SURFHVV��� ,Q� D�81,;� HQYLURQPHQW� WKLV� FRUUHVSRQGV� WR� D� IRUN
V\VWHP�FDOO�

� &5($7(� �SURFHVV�� ILOH�GLUHFWRU\�VFG�LSF��� 7KH� SURFHVV� ZDQWV� WR
FUHDWH�D�QHZ�ILOH��GLUHFWRU\��VFG�W\SH�REMHFW��RU�LSF�W\SH�REMHFW�

� '(/(7(� �SURFHVV�� ILOH�GLUHFWRU\�LSF��� 7KH�SURFHVV�ZDQWV� WR� GHOHWH
WKH�LQGLFDWHG�REMHFW�

� '(/(7(�'$7$� �SURFHVV�� ILOH��� 7KH� SURFHVV� ZDQWV� WR� WUXQFDWH� �UH�
PRYH�DOO�GDWD�IURP��WKH�ILOH�

� (;(&87(��SURFHVV��ILOH���7KH�SURFHVV�ZDQWV�WR�H[HFXWH�WKH�ILOH��7KLV
UHTXHVW�FRPSDUHV�WR�WKH�81,;�H[HF�V\VWHP�FDOO�

� *(7�3(50,66,216�'$7$� �SURFHVV�� VFG�ILOH�GLUHFWRU\���� 7KH� SURF�
HVV� ZDQWV� WR� UHDG� GLVFUHWLRQDU\� DFFHVV� SHUPLVVLRQV� IRU� WKH� LQGL�
FDWHG�ILOH�RU�GLUHFWRU\�

� *(7�67$786�'$7$� �SURFHVV�� VFG�ILOH�GLUHFWRU\���� 7KH� SURFHVV
ZDQWV� WR� UHDG� VWDWXV� GDWD� DERXW� WKH� ILOH� RU� GLUHFWRU\�� 7KLV� FRUUH�
VSRQGV� WR�D�81,;�VWDW� V\VWHP�FDOO��ZKLFK�FDQ� UHWXUQ� LQIRUPDWLRQ
VXFK�DV�ILOH�W\SH��ILOH�RZQHU��DFFHVV�SHUPLVVLRQV��DQG�ILOH�VL]H�

� 02',)<�$&&(66�'$7$� �SURFHVV�� VFG�ILOH�GLUHFWRU\���� 7KH� SURFHVV
ZDQWV� WR�PRGLI\�DFFHVV� LQIRUPDWLRQ�DERXW� WKH�REMHFW��VXFK�DV� WKH
WLPH�RI�ODVW�PRGLILFDWLRQ��7KLV�FRPSDUHV�WR�WKH�81,;�XWLPH�V\VWHP
FDOO�

� 02',)<�$775,%87(� �SURFHVV�� XVHU�SURFHVV�REMHFW�� DWWULEXWH�
YDOXH��� 7KH�SURFHVV�ZDQWV� WR�PRGLI\� DQ� DWWULEXWH� RI� WKH�XVHU�� WKH
SURFHVV��RU�DQ�REMHFW��7KH�DUJXPHQW��DWWULEXWH��QDPHV�WKH�DWWULEXWH
WR�FKDQJH�DQG�WKH�DUJXPHQW��YDOXH��JLYHV�WKH�QHZ�YDOXH�

� 02',)<�3(50,66,216�'$7$� �SURFHVV�� VFG�ILOH�GLUHFWRU\���� 7KH
SURFHVV� ZDQWV� WR� PRGLI\� GLVFUHWLRQDU\� DFFHVV� SHUPLVVLRQV� RI� WKH
REMHFW��7KLV�UHTXHVW�SDUDOOHOV�WKH�81,;�FKPRG�V\VWHP�FDOO�

� 5($'��SURFHVV��GLUHFWRU\���7KH�SURFHVV�ZDQWV�WR�UHDG�GDWD�IURP�WKH
LQGLFDWHG�GLUHFWRU\�

� 5($'�$775,%87(� �SURFHVV�� XVHU�SURFHVV�REMHFW�� DWWULEXWH��� 7KH
SURFHVV�ZDQWV�WR�UHDG�DQ�DWWULEXWH�RI�WKH�XVHU��WKH�SURFHVV��RU�DQ
REMHFW��7KH�DUJXPHQW��DWWULEXWH��QDPHV�WKH�DWWULEXWH�WR�UHDG�

� 5($'	:5,7(�23(1��SURFHVV��ILOH�LSF���7KH�SURFHVV�ZDQWV�WR�RSHQ
WKH�REMHFW�IRU�UHDGLQJ�DQG�ZULWLQJ��,Q�81,;�WKH�REMHFW�LV�HLWKHU�D�ILOH
RU�D�PHVVDJH�TXHXH�

� 5($'�23(1��SURFHVV�� ILOH���7KH�SURFHVV�ZDQWV� WR�RSHQ� WKH� ILOH� IRU
UHDGLQJ�

� 6($5&+� �SURFHVV�� GLUHFWRU\��� 7KH� $()�SDUW� RI� WKH� 7&%� QHHGV� WR
UHDG�WKH�GLUHFWRU\�DV�SDUW�RI�VRPH�RWKHU�RSHUDWLRQ�UHTXHVWHG�E\�WKH
SURFHVV��7KLV�FRUUHVSRQGV�WR�VHDUFKLQJ�D�GLUHFWRU\�LQ�81,;��VR��DOO
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UXOHV� RI� RSHUDWLRQ� WKDW�PRGHO� V\VWHP�FDOOV�XVLQJ� WKH�81,;�QDPHL
VXEURXWLQH�ZLOO�LQYRNH�$FFHVV�5XOHV�ZLWK�WKLV�UHTXHVW�

� 6(1'�6,*1$/��SURFHVV���SURFHVV����SURFHVV��ZDQWV�WR�VHQG�D�VLJ�
QDO���WR�SURFHVV���7KLV�SDUDOOHOV�WKH�81,;�NLOO�V\VWHP�FDOO�

� 7(50,1$7(��SURFHVV���7KH�V\VWHP�KDV�WHUPLQDWHG�WKH�SURFHVV��7KH
6WDWH�0DFKLQH�0RGHO�JLYHV� WKLV� UHTXHVW� WR� WKH�5XOH�6HW�0RGHO� IRU
LQIRUPDWLRQ�RQO\��7KLV� UHTXHVW� HQDEOHV� WKH�5XOH�6HW�0RGHO� WR�XS�
GDWH�LWV�LQIRUPDWLRQ�EDVH��LI�QHFHVVDU\�

� 75$&(��SURFHVV���SURFHVV����SURFHVV��ZDQWV�WR�WUDFH�SURFHVV���7KH
UXOH�VHW�ZLOO�LQWHUSUHW�WKLV�WR�PHDQ��UHDG�ZULWH�WKH�PHPRU\�RI�SURF�
HVV����7KLV�HTXDWHV�WR�WKH�81,;�SWUDFH�V\VWHP�FDOO�

� :5,7(��SURFHVV��GLUHFWRU\���7KH�SURFHVV�ZDQWV�WR�ZULWH�GDWD�WR�WKH
GLUHFWRU\��7KH�81,;�FUHDW�V\VWHP�FDOO�PD\�KDYH�WR�VHDUFK�D�GLUHF�
WRU\�EHIRUH�FUHDWLQJ�D�ILOH��7KXV��LQ�D�81,;�V\VWHP�EXLOW�DFFRUGLQJ
WR�RXU�PRGHOLQJ�SDUDGLJP��WKH�FUHDW�V\VWHP�FDOO�ZRXOG�XVH�WKLV�UH�
TXHVW�WR�FKHFN�WKH�SURFHVV
V�SHUPLVVLRQ�WR�VHDUFK�WKH�GLUHFWRU\�LQ�
YROYHG�

� :5,7(�23(1��SURFHVV��ILOH���7KH�SURFHVV�ZDQWV�WR�RSHQ�WKH�ILOH�

([DPSOHV�RI�WKH�0RGHO�&RPSRQHQWV

6WDWH� 0DFKLQH� 0RGHO�� 7KH� 81,;�6\VWHP� 9� V\VWHP� DV� GHVFULEHG� E\
%DFK� >%$&+��@�VKDSHV�WKH�QDWXUH�RI�RXU�6WDWH�0DFKLQH�0RGHO��:H�ZLOO
QRW�GHYHORS�D�FRPSOHWH�6WDWH�0DFKLQH�0RGHO�LQ�WKLV�HVVD\�VLQFH�ZH�ZDQW
WR�H[SODLQ�WKH�PRGHOLQJ�DSSURDFK��QRW�EXLOG�D�WUXVWHG�FRPSXWHU�V\VWHP�
2Q� WKH� RWKHU�KDQG��ZH� KDYH� WULHG� WR� DFKLHYH� WKH� EUHDGWK� DQG� GHSWK� RI
FRYHUDJH�QHHGHG�WR�PDNH�REYLRXV�ZKDW�D�PRGHOHU�VKRXOG�GR��7R�WKLV�HQG�
WKLV�VHFWLRQ�FRQWDLQV�UXOHV�RI�RSHUDWLRQ�WKDW�DEVWUDFWO\�GHVFULEH�PDQ\�RI
WKH� NH\� V\VWHP� FDOOV� RI� 81,;� 6\VWHP� 9�� 7KH� VHOHFWHG� UXOHV� DGHTXDWHO\
GHPRQVWUDWH�WKH�PRGHOLQJ�DSSURDFK�ZH�KDYH�GHVFULEHG�

,QWURGXFWLRQ�7KH�6WDWH�0DFKLQH�0RGHO�LV�D�VWDWH�WUDQVLWLRQ�PDFKLQH��,WV
UXOHV� RI� RSHUDWLRQ� GHILQH� WKH� YDOLG� WUDQVLWLRQV� IRU� WKH� PRGHOHG� V\VWHP�
5HFDOO� ZH� VDLG� HDUOLHU� WKDW� WKH� VWDWH�PDFKLQH� KDV� D� WUDQVLWLRQ� UXOH� IRU
HDFK�81,;�6\VWHP�9�V\VWHP�FDOO��:H�YDOLGO\�FRXOG�KDYH�FKRVHQ�LQVWHDG�WR
PDNH� WKH�PRGHO� UXOHV�PRUH�SULPLWLYH� WKDQ�V\VWHP�FDOOV��'RLQJ� VR� JLYHV
WKH�EHQHILW�RI�VLPSOHU�UXOHV�RI�RSHUDWLRQ�EXW�KDV�WKH�XQGHVLUDEOH�HIIHFW�RI
PRYLQJ� WKH� PRGHO� DQRWKHU� OHYHO� DZD\� IURP� WKH� UHDO� V\VWHP�� 7KH� DGGL�
WLRQDO� OHYHO� GHPDQGV� D� RQH�WR�PDQ\�PDSSLQJ� RI� V\VWHP� FDOO� WR� UXOHV� RI
RSHUDWLRQ�E\�WKH�GHVLJQHU�RU�HYDOXDWRU�RI�WKH�V\VWHP�

$Q�H[DPSOH�ZLOO�VKRZ�WKH�GLIIHUHQFH�EHWZHHQ�WKH�WZR�DSSURDFKHV��7DN�
LQJ�WKH�PRUH�DEVWUDFW�DSSURDFK��ZH�PLJKW�GHILQH�WKH�2SHQ�UXOH�RI�RSHUD�
WLRQ�LQ�WKH�IROORZLQJ�IRUP��DV�ZH�VDZ�HDUOLHU�
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2SHQ��ILOHBQDPH��PRGH��
&21',7,21
67$786�ILOHBQDPH�� ��DFWLYH�
$1'
$FFHVV�5XOHV��RSHQ��PRGH��FXUUHQWBSURFHVVBDFL��ILOHBDFL�
())(&7
2SHQB6HW��FXUUHQWBSURFHVV�� �2SHQB6HW��FXUUHQWBSURFHVV��81,21��ILOHBQDPH�
PRGH�

7KH�81,;�RSHQ�V\VWHP�FDOO�KDV�DQ�RSWLRQ�WR�FUHDWH�WKH�QDPHG�ILOH�XQ�
GHU�FHUWDLQ�FLUFXPVWDQFHV�� ,W�DOVR�SURYLGHV�DQ�RSWLRQ� IRU� WKH�SURFHVV� WR
FDXVH�WKH� ILOH� WR�EH� WUXQFDWHG� �KDYH�DOO� LWV�GDWD�HUDVHG��GXULQJ�RSHQLQJ�
7KH�DERYH�IRUP�RI�WKH�RSHQ�UXOH�GRHV�QRW�UHIOHFW�WKHVH�RSWLRQV��,Q�WKH�IRO�
ORZLQJ�IRUP��ZH�VKRZ�QRW�RQO\�WKHVH�RSWLRQV�EXW�DGGLWLRQDO�GHWDLOV�RI�WKH
V\VWHP�FDOO�VXFK�DV�GLUHFWRU\�VHDUFKLQJ�

5XOHV�RI�2SHUDWLRQ��7KLV�VHFWLRQ�JLYHV�WKH�6WDWH�0DFKLQH�PRGHO�VSHFLIL�
FDWLRQ�IRU�WKH�IROORZLQJ�UXOHV�RI�RSHUDWLRQ�

2SHQ
5HDG
)RUN
&UHDWH
([HFXWH
.LOO
8QOLQN

� 2SHQ� �ILOHBQDPH�� PRGH�� WUXQFDWHBRSWLRQ�� FUHDWHBRSWLRQ���� 7KH
RSHQ�V\VWHP�FDOO�LV�WKH�ILUVW�RSHUDWLRQ�D�SURFHVV�SHUIRUPV�WR�DFFHVV�GDWD
LQ� ILOH�� :KHQ� VXFFHVVIXO�� WKH� FDOO� UHWXUQV� D� ILOH� GHVFULSWRU� WKDW� ZLOO� EH
XVHG� E\� RWKHU� ILOH� RSHUDWLRQV�� VXFK� DV� UHDGLQJ�� ZULWLQJ�� GHWHUPLQLQJ
VWDWXV��DQG�FORVLQJ�WKH�ILOH��,I�WKH�ILOH�GRHV�QRW�H[LVW�DQG�WKH�FUHDWHBRSWLRQ
DUJXPHQW�LQGLFDWHV�WKDW�WKH�SURFHVV�ZLVKHV�WR�FUHDWH�WKH�ILOH�LQ�WKLV�FDVH�
WKHQ� WKH� FDOO�ZLOO� FUHDWH� WKH� ILOH� DQG�RSHQ� LW� LQ� WKH�PRGH� VSHFLILHG�� 7KH
PRGH� DUJXPHQW� LQGLFDWHV� WKH� W\SH� RI� RSHQ�� VXFK� DV� UHDGLQJ� RU� ZULWLQJ

���������������������������������������������
2The reader with computer systems experience should have no trouble understanding the
language that expresses the rules.  The reader who may not be familiar with computer
programming languages or who may want to verify the meaning of a language form
should see appendix 1, which gives a description of the language as well as the modeling
constructs employed.
3The arguments used in this essay are similar to those defined by Bach (Bach, 1986) but I
have changed the names, invented some new ones, and sometimes rearranged them for
clarity of the rules.
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DQG�WKH�WUXQFDWHBRSWLRQ�VKRZV�ZKHWKHU�WKH�SURFHVV�ZDQWV�DOO�WKH�FXUUHQW
GDWD�LQ�WKH�ILOH�FOHDUHG�
,)
$FFHVV�5XOHV�VHDUFK�� GLUHFWRU\BQDPH>FXUUHQW� GLUHFWRU\� RU� GLUHFWRU\

IURP�VSHFLILHG�SDWKQDPH�@
7+(1
6(/(&7�&$6(�67$786�ILOHBQDPH�
&$6(�67$786�ILOHBQDPH��  ��DFWLYH����WKH�GLUHFWRU\�VHDUFK�ZDV�YDOLG

DQG�WKH�ILOH�H[LVWV��
6(/(&7�&$6(�WUXQFDWHBRSWLRQ

&$6(�21
,)
127��$FFHVV�5XOHV�GHOHWH�GDWD��FXUUHQWBSURFHVV��ILOHBQDPH����
7+(1
HUURU�H[LW�

(/6(
>�WUXQFDWH�WKH�ILOH�@�
>�RSHQ�WKH�ILOH�@�

23(1�FXUUHQWBSURFHVV�� ILOHBQDPH��  � 23(1�FXUUHQWBSURFHVV�
ILOHBQDPH��6(7�81,21�^PRGH`�

VHW�DWWULEXWHV�
QRUPDO�H[LW�

&$6(�2))
,)
�PRGH�  ��UHDG��$1'
$FFHVV�5XOHV�UHDG�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH��
25
�PRGH�  ��ZULWH��$1'
$FFHVV�5XOHV�ZULWH�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH��
25
�PRGH�  ��UHDG	ZULWH��$1'

$FFHVV�5XOHV�UHDG	ZULWH�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH��
7+(1
>�RSHQ�WKH�ILOH�@�
VHW�DWWULEXWHV�

23(1�FXUUHQWBSURFHVV�� ILOHBQDPH��  � 23(1�FXUUHQWBSURFHVV�
ILOHBQDPH��6(7�81,21�^PRGH`�

QRUPDO�H[LW�
(/6(
HUURU�H[LW�

���������������������������������������������
4I show the first argument to the open call (and others) as file_name.  This may actually
be a pathname involving one or more directories.  When file_name is used as a parameter
to the Access-Rules, the reader should understand that the name of the file itself, not the
full pathname, is intended.
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&$6(� 67$786�ILOHBQDPH��   � �XQXVHG�� �� WKH� GLUHFWRU\� VHDUFK� ZDV
YDOLG�DQG�WKH�ILOH�GRHV�QRW�H[LVW��

6(/(&7�&$6(�FUHDWHBRSWLRQ
&$6(�FUHDWHBRSWLRQ�  �21
��FUHDWH�WKH�ILOH�DQG�RSHQ�LW�IRU�WKH�W\SH�RI�DFFHVV�VSHFLILHG�E\

WKH�PRGH�DUJXPHQW��
>�FUHDWH�WKH�DWWULEXWH�VHW�IRU�WKH�ILOH�DQG�VHW�WKH�EDVLF�YDOXHV�

VXFK�DV�REMHFW�LGHQWLILHU�@
,)
$FFHVV�5XOHV�FUHDWH��FXUUHQWBSURFHVV��ILOHBQDPH��

7+(1
VHW�DWWULEXWHV�
>�FUHDWH�WKH�ILOH�@
��FKHFN�ZKHWKHU�FXUUHQWBSURFHVV�PD\�RSHQ�WKH�ILOH��
,)
�PRGH�  ��UHDG��$1'
$FFHVV�5XOHV�UHDG�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH��
25
�PRGH�  ��ZULWH��$1'
$FFHVV�5XOHV�ZULWH�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH��
25
�PRGH�  ��UHDG	ZULWH��$1'

$FFHVV�5XOHV�UHDG	ZULWH�RSHQ�� FXUUHQWBSURFHVV�
ILOHBQDPH���

7+(1
VHW�DWWULEXWHV�
>�RSHQ�WKH�ILOH�@

23(1�FXUUHQWBSURFHVV�� ILOHBQDPH��  
23(1�FXUUHQWBSURFHVV�� ILOHBQDPH�� 6(7�81,21
^PRGH`�

QRUPDO�H[LW�
(/6(
HUURU�H[LW�

(/6(
HUURU�H[LW�

&$6(�FUHDWHBRSWLRQ�  �2))
HUURU�H[LW�

&$6(� 67$786�ILOHBQDPH��   � �LQDFFHVVLEOH�� �� WKH� GLUHFWRU\� VHDUFK
IDLOHG����H�J���SHUPLVVLRQ�GHQLHG��GLUHFWRU\�QRQ�H[LVWHQW��HWF�
�

HUURU�H[LW�
(1'�6(/(&7
(/6(
HUURU�H[LW�

� 5HDG� �ILOHBGHVFULSWRU�� EXIIHU�� VL]H��� 7KH� UHDG� V\VWHP� FDOO
FDXVHV� D� VSHFLILHG� QXPEHU� RI� E\WHV� �VL]H�� WR� EH� PRYHG� IURP� DQ
RSHQ� ILOH� �ILOHBGHVFULSWRU�� WR� D� GDWD� VWUXFWXUH� �EXIIHU�� LQ� WKH� UH�
TXHVWLQJ�SURFHVV��7KH� UHDG� VWDUWV�DW� WKH�QH[W� E\WH� DIWHU� WKH� ODVW
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E\WH� WUDQVIHUUHG�E\�D� UHDG� FDOO� VR� WKDW� VXFFHVVLYH� UHDGV�RI� D� ILOH
GHOLYHU�WKH�ILOH�GDWD�LQ�VHTXHQFH�

,)
�UHDG�� LV� LQ� 23(1�FXUUHQWBSURFHVV�� REMHFW>LGHQWLILHG� E\

ILOHBGHVFULSWRU@�
$1'
$FFHVV�5XOHV�UHDG��FXUUHQWBSURFHVV��REMHFW�

7+(1
VHW�DWWULEXWHV�
>�UHDG�WKH�ILOH�@�
QRUPDO�H[LW�

(/6(
HUURU�H[LW�

� )RUN������7KH�IRUN�V\VWHP�FDOO�HQDEOHV�D�SURFHVV�WR�FUHDWH�D
QHZ� SURFHVV�� 7KH� FUHDWHG� SURFHVV�� FDOOHG� WKH� FKLOG� SURFHVV�� LV
LGHQWLFDO�WR�WKH�SURFHVV�WKDW�FUHDWHV�LW��WKH�SDUHQW�SURFHVV��H[FHSW
IRU� WKHLU� SURFHVV� LGHQWLILHUV�� $OVR�� VRPH� SURFHVV�LQWHUQDO� YDUL�
DEOH�V��RI�WKH�FKLOG�DUH�VHW�E\�WKH�NHUQHO�VR�WKDW�WKH�FKLOG�SURFHVV
FDQ�UHFRJQL]H�LWVHOI�DV�WKH�FKLOG�ZKHQ�LW�UXQV��SUHVXPDEO\�VR�WKDW
LW�FDQ�GR�VRPHWKLQJ�GLIIHUHQW�IURP�LWV�SDUHQW�

>�FUHDWH�WKH�QHZ�SURFHVV�LI�UHVRXUFHV�DUH�DYDLODEOH�@�
,)
$FFHVV�5XOHV�FORQH��FXUUHQWBSURFHVV��QHZBSURFHVV��

7+(1
VHW�DWWULEXWHV�

2SHQ�QHZBSURFHVV�� REMHFW��  �2SHQ�FXUUHQWBSURFHVV�� REMHFW�� IRU� DOO� RE�
MHFWV�LQ�WKH�V\VWHP�

��WKH�QHZ�SURFHVV�LQKHULWV�DFFHVV�WR�DOO�WKH�REMHFWV�WKH�FXUUHQW�SURFHVV
FDQ�DFFHVV��

>�FRPSOHWH�WKH�IRUN�RSHUDWLRQ�@
QRUPDO�H[LW�

(/6(
HUURU�H[LW�

� FUHDW��ILOHBQDPH��PRGH���7KH�FUHDW��FUHDWH��V\VWHP�FDOO�FUH�
DWHV� D� QHZ� ILOH� LQ� WKH� V\VWHP�� %XW� LI� WKH� ILOH� DOUHDG\� H[LVWV�� WKH
NHUQHO�RSHQV�LW�DQG�WUXQFDWHV�LW�LI�SHUPLVVLEOH�

,)
$FFHVV�5XOHV�VHDUFK�� GLUHFWRU\BQDPH>FXUUHQW� GLUHFWRU\� RU� GLUHFWRU\

IURP�VSHFLILHG�SDWKQDPH@
7+(1
6(/(&7�&$6(�67$786�ILOHBQDPH�
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&$6(�67$786�ILOHBQDPH��  ��DFWLYH����WKH�GLUHFWRU\�VHDUFK�ZDV�YDOLG
DQG�WKH�ILOH�H[LVWV��

��FKHFN�LI�LW�LV�SHUPLVVLEOH�WR�GHOHWH�WKH�GDWD�LQ�WKH�ILOH�DQG�ZULWH�
RSHQ�LW��

VDYH���DWWULEXWH�YDOXHV�RI�FXUUHQWBSURFHVV�DQG�ILOHBQDPH���
,)
$FFHVV�5XOHV��GHOHWH�GDWD��FXUUHQWBSURFHVV��ILOHBQDPH�
7+(1
VHW�DWWULEXWHV�
,)
$FFHVV�5XOHV��ZULWH�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH�

7+(1
VHW�DWWULEXWHV�
��FOHDU�WKH�ILOH�DQG�ZULWH�RSHQ�LW���

23(1�FXUUHQWBSURFHVV�� ILOHBQDPH��  � 23(1�FXUUHQWBSURFHVV�
ILOHBQDPH��6(7�81,21�^PRGH`�

QRUPDO�H[LW�
(/6(
UHVWRUH� �� UHVWRUH� WKH� DWWULEXWH� YDOXHV� RI� FXUUHQWBSURFHVV� DQG

ILOHBQDPH���
HUURU�H[LW�

(/6(
HUURU�H[LW�

&$6(� 67$786�ILOHBQDPH��   � �XQXVHG�� �� WKH� GLUHFWRU\� VHDUFK� ZDV
YDOLG�DQG�WKH�ILOH�GRHV�QRW�H[LVW��

��FKHFN�LI�LW�LV�SHUPLVVLEOH�WR�FUHDWH�WKH�ILOH��ZULWH�WKH�UHOHYDQW�GL�
UHFWRU\��DQG�ZULWH�RSHQ�WKH�ILOH��

VDYH���VDYH�WKH�DWWULEXWH�YDOXHV�RI�FXUUHQWBSURFHVV��ILOHBQDPH��DQG
GLUHFWRU\���

,)
$FFHVV�5XOHV��FUHDWH��FXUUHQWBSURFHVV��ILOHBQDPH�

7+(1
VHW�DWWULEXWHV�
,)
$FFHVV�5XOHV� �ZULWH�� FXUUHQWBSURFHVV�� GLUHFWRU\� �� GLUHFWRU\� LV

IRXQG�E\�WKH�QDPHL�NHUQHO�VXEURXWLQH�LQ�81,;���
7+(1
VHW�DWWULEXWHV�
,)
$FFHVV�5XOHV��ZULWH�RSHQ��FXUUHQWBSURFHVV��ILOHBQDPH�
7+(1
VHW�DWWULEXWHV�

��FUHDWH�WKH�ILOH��ZLWK�DSSURSULDWH�GLUHFWRU\�HQWU\��DQG�ZULWH�
RSHQ�LW���

(/6(
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UHVWRUH� �� UHVWRUH� WKH� DWWULEXWH� YDOXHV� RI� FXUUHQWBSURFHVV�
ILOHBQDPH��DQG�GLUHFWRU\���

HUURU�H[LW�
(/6(
UHVWRUH� �� DWWULEXWH� YDOXHV� RI� FXUUHQWBSURFHVV�� ILOHBQDPH�� DQG

GLUHFWRU\���
HUURU�H[LW�

(/6(
HUURU�H[LW�

(/6(
HUURU�H[LW�

� H[HF��ILOHBQDPH���7KH�H[HF�V\VWHP�FDOO�FDXVHV�SURFHVV�H[HFXWLRQ�WR
FRQWLQXH�ZLWK�WKH�FRGH�FRQWDLQHG� LQ�WKH�QDPHG� ILOH��7KLV�VKRXOG�QRW�EH
FRQIXVHG�ZLWK� FUHDWLQJ� D� QHZ� SURFHVV�� ZKLFK� LV� WKH� QRUPDO� UHVXOW� RI� D
IRUN�V\VWHP�FDOO��7KH�H[HFXWLRQ�RI�WKH�FRGH�VSHFLILHG�E\�WKH�H[HF�V\VWHP
FDOO� LV�SDUW� RI� WKH�SURFHVV� WKDW� LQYRNHG� WKH� H[HF� V\VWHP� FDOO�� 7KXV�� WKH
RSHQ�ILOHV�RI�WKH�SURFHVV�DUH�VWLOO�RSHQ�DIWHU�D�VXFFHVVIXO�H[HF�

,)
$FFHVV�5XOHV�VHDUFK�� GLUHFWRU\BQDPH>FXUUHQW� GLUHFWRU\� RU� GLUHFWRU\

IURP�VSHFLILHG�SDWKQDPH@
7+(1
6(/(&7�&$6(�67$786�ILOHBQDPH�
&$6(�67$786�ILOHBQDPH��  ��DFWLYH����WKH�GLUHFWRU\�VHDUFK�ZDV�YDOLG

DQG�WKH�ILOH�H[LVWV��
,)
$FFHVV�5XOHV��H[HFXWH��FXUUHQWBSURFHVV��ILOHBQDPH�

7+(1
VHW�DWWULEXWHV�
��FDUU\�RXW�WKH��H[HF�LQJ�RI�WKH�ILOHQDPH���
QRUPDO�H[LW�

(/6(
HUURU�H[LW�

&$6(� 67$786�ILOHBQDPH��   � �XQXVHG�� �� WKH� GLUHFWRU\� VHDUFK� ZDV
YDOLG�DQG�WKH�ILOH�GRHV�QRW�H[LVW��

HUURU�H[LW�
(/6(
HUURU�H[LW�

� NLOO��SURFHVV�LGHQWLILHU��VLJQDO���7KH�NLOO�V\VWHP�FDOO�HQDEOHV�D�SUR�
FHVV�WR�VHQG�RQH�RI�D�QXPEHU�RI�VLJQDOV�WR�DQRWKHU�SURFHVV��7KH�6,*.,//
VLJQDO� FDXVHV� WKH� NHUQHO� WR� WHUPLQDWH� WKH� WDUJHW� SURFHVV� LI� DSSURSULDWH
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DXWKRUL]DWLRQV� DUH� VDWLVILHG��� ,I� WKH� VLJQDO� LV� DQ\� RI� WKH� RWKHU� YDOLG� VLJ�
QDOV�� WKHQ� WKH�SURFHVV�HV�� UHFHLYLQJ� WKH�VLJQDO�ZLOO�SURFHVV� WKH�VLJQDO� LQ
DFFRUGDQFH�ZLWK�WKH�VSHFLILFDWLRQ�HVWDEOLVKHG�E\�LWV��WKHLU��VLJQDO�V\VWHP
FDOO�V��RU�ZLWK�WKH�GHIDXOW�VSHFLILFDWLRQ�IRU�WKH�VLJQDO�

,)
��WKH�SURFHVV�LGHQWLILHU�DQG�VLJQDO�DUJXPHQWV�DUH�YDOLG��
7+(1
6(/(&7�&$6(�VLJQDO
&$6(�VLJQDO�LV�6,*.,//���WKH�VHQGLQJ�SURFHVV�LV�DWWHPSWLQJ�WR�NLOO�D

SURFHVV�RU�JURXS�RI�SURFHVVHV��
)25�($&+�SURFHVV���VSHFLILHG�E\�WKH�SURFHVV�LGHQWLILHU�DUJXPHQW

��
��WHUPLQDWH�WKH�SURFHVV��

23(1�SURFHVV��ILOHBQDPH�� �^`��IRU�HYHU\�ILOHBQDPH�
$FFHVV�5XOHV�WHUPLQDWH���SURFHVV��

(1'�)25�($&+�
QRUPDO�H[LW�

&$6(�(/6(
)25�($&+�SURFHVV���VSHFLILHG�E\�WKH�SURFHVV�LGHQWLILHU�DUJXPHQW

��
,)
$FFHVV�5XOHV�VHQG�VLJQDO��FXUUHQWBSURFHVV��SURFHVV��  �<(6

7+(1
VHW�DWWULEXWHV�

��VHQG�WKH�VSHFLILHG�VLJQDO�WR�WKH�SURFHVV��
(/6(
HUURU�H[LW�

(1'�)25�($&+�
QRUPDO�H[LW�

(/6(
HUURU�H[LW�

� XQOLQN� �ILOHBQDPH��� 7KH� XQOLQN� V\VWHP� FDOO� UHPRYHV� D� GLUHFWRU\
HQWU\�IRU�D�ILOH��,Q�JHQHUDO��D�QXPEHU�RI�GLUHFWRU\�HQWULHV�PD\�H[LVW�IRU�D

���������������������������������������������
5The real or effective user ID of the sending process must match the effective or saved
effective user ID of the receiving process, unless the effective user ID of the sending pro-
cess is super-user.  Recall that we do not model  super-user access controls or controls
based on user IDs.
6{} denotes the empty set.
7Recall from the Interface Definition that the terminate message means that the system
has terminated the process.  The State Machine Model gives this request to the Policy
Model for information only.  It enables the Policy Model to update its information base, if
necessary.
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JLYHQ�ILOH��FUHDWHG�YLD�WKH�OLQN�V\VWHP�FDOO��$�ILOH�LV�QRW�GHOHWHG�XQWLO�DOO�LWV
QDPHV��OLQNV��KDYH�EHHQ�UHPRYHG�
,)
$FFHVV�5XOHV�VHDUFK�� GLUHFWRU\BQDPH>FXUUHQW� GLUHFWRU\� RU� GLUHFWRU\

IURP�VSHFLILHG�SDWKQDPH@
7+(1
6(/(&7�&$6(�67$786�ILOHBQDPH�
&$6(�67$786�ILOHBQDPH��  ��DFWLYH����WKH�GLUHFWRU\�VHDUFK�ZDV�YDOLG

DQG�WKH�ILOH�H[LVWV��
,)
��XQOLQNLQJ�WKH�ILOH�ZLOO�GHOHWH�WKH�ILOH�LWVHOI��

7+(1
,)
$FFHVV�5XOHV��GHOHWH��FXUUHQWBSURFHVV��ILOHBQDPH�

7+(1
��GHOHWH�WKH�ILOH����UHPRYH�GLUHFWRU\�HQWU\�DQG�UHWXUQ�ILOH�VSDFH

WR�V\VWHP�SRRO���
67$786�ILOHBQDPH�� ��XQXVHG��
QRUPDO�H[LW�

(/6(
HUURU�H[LW�

(/6(
��XQOLQN�WKH�ILOH����UHPRYH�GLUHFWRU\�HQWU\���
QRUPDO�H[LW�

&$6(� 67$786�ILOHBQDPH��   � �XQXVHG�� �� WKH� GLUHFWRU\� VHDUFK� ZDV
YDOLG�DQG�WKH�ILOH�GRHV�QRW�H[LVW��

HUURU�H[LW�
(/6(
HUURU�H[LW�

$GGLWLRQDO� UHPDUNV��7KH�PRGHOHU�KDV� FKRLFHV� WR�PDNH��$� IXQGDPHQWDO
GHFLVLRQ�LV�ZKHWKHU�WKH�UXOHV�RI�RSHUDWLRQ�RI�WKH�VWDWH�PDFKLQH�PRGHO�ZLOO
PDS�RQH�WR�RQH�WR�V\VWHP�FDOOV�RU�QRW��6XFFHVVIXO�PRGHOLQJ�FDQ�EH�GRQH
HLWKHU�ZD\��7KH�GLIIHUHQFHV�EHWZHHQ� WKH� WZR�DSSURDFKHV�FDQ�EH�FKDUDF�
WHUL]HG� DV� WUDGHRIIV�� DV� \RX�PLJKW� H[SHFW�� ,I� WKH� UXOHV� RI� RSHUDWLRQ� DUH
RQH�WR�RQH� ZLWK� WKH� V\VWHP� FDOOV�� WKH\� LQFOXGH� D� ZHDOWK� RI� GHWDLO� DQG
PDNH�VXEVHTXHQW�DVVXUDQFH�HIIRUWV�HDVLHU��,I�WKH�UXOHV�RI�RSHUDWLRQ�PDS
PDQ\�WR�RQH�WR�WKH�V\VWHP�FDOOV��WKH�UXOHV�FDQ�EH�VLPSOHU�DQG�WKH�PRGHO
ZLOO�WKHQ�EH�HDVLHU�WR�XQGHUVWDQG�DQG�DQDO\]H��7KH�PRGHOHU�PXVW�GHFLGH
KRZ�WR�DSSURDFK�WKLV� LVVXH��EDVHG�RQ�DQ�XQGHUVWDQGLQJ�RI� WKH�PRGHOHG
FODVV�RI�V\VWHPV�DQG�WKH�SXUSRVHV�RI�WKH�PRGHOLQJ�
+DYLQJ�GHFLGHG�WKH�EDVLF�DSSURDFK�� WKH�PRGHOHU�VKRXOG�H[DPLQH�HDFK

RSHUDWLRQ�WKH�V\VWHP�SURYLGHV�IRU�SURFHVVHV��,Q�81,;�6\VWHP�9�WKHVH�RS�
HUDWLRQV�DUH�V\VWHP�FDOOV��7KH�PRGHOHU�VKRXOG�ILJXUH�RXW�ZKDW�HDFK�V\V�
WHP� FDOO� GRHV� WR� WKH� VWDWH� RI� WKH� V\VWHP� DQG� ZKHWKHU� LW� UHODWHV� WR� WKH
V\VWHP
V�VHFXULW\�SROLFLHV��(YHU\�V\VWHP�FDOO�SRWHQWLDOO\�KDV�UHOHYDQFH�WR
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VRPH�SROLF\��:KDW�ZH�PHDQ�KHUH�DUH�WKH�SROLFLHV�GHILQHG�E\�WKH�5XOH�6HW
0RGHO��6RPH�V\VWHP�FDOOV�KDYH�QR�UHOHYDQFH�WR�WUDGLWLRQDO�PDQGDWRU\�DF�
FHVV�FRQWURO�SROLF\�EXW�VLJQLILFDQW�UHOHYDQFH�WR�WKH�&ODUN�:LOVRQ�,QWHJULW\
3ROLF\�� /RRNLQJ� DW� WKH� V\VWHP� FDOOV� LQ� WKLV� ZD\� DWWUDFWV� DWWHQWLRQ� WR
QHHGHG�FRQVWUDLQWV�LQ�RQH�RU�PRUH�SROLFLHV�WKDW�WKH�PRGHOHU�PLJKW�RWKHU�
ZLVH�RYHUORRN�
7KH�PRGHOHU�VKRXOG�GHFLGH�LI�WKH�UXOHV�RI�RSHUDWLRQ�QHHGHG�WR�PRGHO�WKH

V\VWHP� FDOOV� H[LVW� LQ� WKH� VWDWH� PDFKLQH� PRGHO�� ,I� QRW�� WKH\� VKRXOG�� RI
FRXUVH��EH�DGGHG�WR�WKH�PRGHO��7KH�PRGHOHU�DOVR�VKRXOG�GHILQH�KRZ�HDFK
UXOH�XVHV�WKH�LQWHUIDFH�GHILQLWLRQ�WR�LQYRNH�WKH�5XOH�6HW�0RGHO�
7KLV� DSSURDFK� JLYHV� KLJK� FRQILGHQFH� WKDW� D� V\VWHP
V� LPSOHPHQWDWLRQ

FRXOG�FOHDUO\�GHULYH�IURP�WKH�HOHPHQWV�RI�WKH�IRUPDO�PRGHO�LQVWHDG�RI�DG�
GLWLRQDOO\�GHSHQGLQJ�RQ�PDQ\�GHVLJQ�DQG�SROLF\�GHFLVLRQV�QRW�DGGUHVVHG
LQ�WKH�PRGHO�

5XOH�6HW�0RGHO��7KLV�VHFWLRQ�GHVFULEHV�D�5XOH�6HW�0RGHO�IRU�D�WUXVWHG
FRPSXWHU�V\VWHP�WKDW�LPSOHPHQWV�WKH�IROORZLQJ�IRXU�SROLFLHV�

� D�PDQGDWRU\�DFFHVV�FRQWURO��0$&��SROLF\
� D�&ODUN�:LOVRQ�LQWHJULW\��&:,��SROLF\
� D�IXQFWLRQDO�FRQWURO��)&��SROLF\
� D�VHFXULW\�LQIRUPDWLRQ�PRGLILFDWLRQ��6,0��SROLF\�

7KH�0$&�SROLF\�UHSUHVHQWV�WKH�0$&�SROLF\�RI�$PHULFDQ�7HOHSKRQH�DQG
7HOHJUDSK
V��$7	7��6\VWHP�9�0/6��5HOHDVH��������7KLV�V\VWHP��UHFHLYHG
D� %�� UDWLQJ� IURP� WKH� 1DWLRQDO� &RPSXWHU� 6HFXULW\� &HQWHU� LQ� ������ 7KH
0$&�SROLF\�VKRZV�WKH�WUDGLWLRQDO�VHFXULW\�SROLF\� IRU�D� WUXVWHG�FRPSXWHU
V\VWHP��,WV�LQFOXVLRQ�VKRZV�WKDW�RWKHU�SROLFLHV�FDQ�EH�LQWHJUDWHG�ZLWK�WKH
WUDGLWLRQDO�QRQGLVFORVXUH�VHFXULW\�UHTXLUHPHQWV��7KLV�SROLF\�XVHV�D�ODWWLFH
RI� VHFXULW\� OHYHOV� DV� WKH� EDVLV� IRU� LWV� DFFHVV� GHFLVLRQV�� 7KH� &:,� SROLF\
SURYLGHV�FRQWURO�RYHU�PRGLILFDWLRQ�RI�LQIRUPDWLRQ�E\�UHJXODWLQJ�WKH�WUDQV�
DFWLRQV�WKDW�XVHUV�FDQ�DSSO\�WR� ILOHV�RI� LQIRUPDWLRQ��7KLV�SROLF\�HPSOR\V
UROHV� DQG� W\SHV� DQG� H[HFXWH�FRQWURO� OLVWV� �WKH� &ODUN�:LOVRQ� WULSOHV��� ,WV
LQFOXVLRQ� VKRZV� KRZ� WKH� FRPPHUFLDO� GDWD� SURFHVVLQJ� UHTXLUHPHQWV� GH�
VFULEHG� E\� &ODUN� DQG�:LOVRQ� �&/$5���� FDQ� EH� PRGHOHG� DQG� LQWHJUDWHG
ZLWK�WKH�0$&�SROLF\�IRU�D�81,;�V\VWHP��7KH�IXQFWLRQDO�FRQWURO��)&��SROLF\
LPSOHPHQWV�D�JHQHUDO�UROH�DQG�W\SH�SROLF\�LQ�WHUPV�RI�V\VWHP�UROHV�RI�XV�
HUV�DQG�FDWHJRULHV�RI�REMHFWV��7KLV�SROLF\�DOORZV�WKH�UROHV�V\VWHP�DGPLQ�

���������������������������������������������
8The evaluated product was System V/MLS, Version 1.1.2, running with UNIX System V
Release 3.1.1 on the AT&T 3B2/500 or AT&T 3B2/600 minicomputers.  Through the
rating maintenance program (RAMP) of the NCSC, the rating was extended in Septem-
ber, 1990 to System V/MLS Release 1.2.0 and 630/MLS Release 1.2.0 running with
UNIX System V Release 3.1.1 on the AT&T 3b2/500 and AT&T3B2/600 minicomputers
and the AT&T 630 MTG terminal.
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LVWUDWRU��VHFXULW\�RIILFHU��DQG�XVHU�DQG�KDV�WKH�FDWHJRULHV�JHQHUDO��VHFX�
ULW\�� DQG� V\VWHP�� 7KH� VHFXULW\� LQIRUPDWLRQ� PRGLILFDWLRQ� �6,0�� SROLF\� LV
EDVHG�RQ�W\SHV�RI�V\VWHP�GDWD�DQG�V\VWHP�UROHV�RI�XVHUV��7KLV�SROLF\�DO�
ORZV�RQO\�WKH�VHFXULW\�RIILFHU�WR�FKDQJH�WKH�V\VWHP
V�VHFXULW\�LQIRUPDWLRQ�
7KLV�HVVD\� IRFXVHV�PDLQO\�RQ� WKH�0$&�DQG�&:,�SROLFLHV�EXW� LQFOXGHV

WKH� )&� DQG� 6,0� SROLFLHV� IRU� FRPSOHWHQHVV�� $� XVHIXO� WUXVWHG� FRPSXWHU
V\VWHP�PXVW�SURYLGH�WKH�NLQGV�RI�DFFHVV�FRQWURO�GHILQHG�E\�)&�DQG�6,0
EXW�IRUPDO�PRGHOV�W\SLFDOO\�KDYH�QRW�LQFOXGHG�VXFK�SROLFLHV�
,�ZLOO�SUHVHQW�WKH�IRXU�SROLFLHV�RI�WKLV�PRGHO�LQ�GHWDLO�LQ�WKLV�VHFWLRQ��%XW

,�ZLOO� QRW� JLYH� FRPSOHWH� SROLFLHV� EHFDXVH� WKH� SXUSRVH� LV� WR� GHVFULEH� WKH
DSSURDFK�QRW�WR�SURYLGH�D�FRPSOHWH� IRUPDO�PRGHO��%HIRUH�GHVFULELQJ�WKH
SROLFLHV�PRGHOHG�LQ�WKLV�HVVD\��ZH�QHHG�WR�DGGUHVV�WKH� LVVXH�RI�ZK\�WKH
5XOH�6HW�0RGHO�GRHV�QRW� LQFOXGH� WKH�GLVFUHWLRQDU\�DFFHVV� FRQWURO� �'$&�
DQG�LGHQWLW\�EDVHG�DFFHVV�FRQWURO��,%$&��RI�81,;�6\VWHP�9�

6\VWHP�9�'$&�DQG�,%$&��81,;�6\VWHP�9�FRQWUROV�DFFHVV�WR�UHVRXUFHV
WKURXJK� LWV� 'LVFUHWLRQDU\� $FFHVV� &RQWURO� �'$&�� DQG� ,GHQWLW\�%DVHG� $F�
FHVV�&RQWURO� �,%$&���7KH�'$&�FDSDELOLW\�VXSSRUWV� WKH�DELOLW\�RI� WKH�V\V�
WHP�DQG� LWV�XVHUV� WR� GHFLGH�ZKR�PD\� DFFHVV� WKH� ILOHV� WKH\� RZQ� DQG� LQ
ZKDW� PDQQHU�� ,W� XVHV� WKH� IDPLOLDU� UHDG�� ZULWH�� DQG� H[HFXWH� SULYLOHJHV�
:KDW�WKH�NHUQHO�HQVXUHV�LV�WKDW�WKH�SHUPLVVLRQV�GHILQHG�E\�WKH�XVHUV�DQG
WKH�V\VWHP�ZLOO�EH� HQIRUFHG��%XW�� LQ�DGGLWLRQ�� WKH�NHUQHO� LQFRUSRUDWHV�D
QRQ�GLVFUHWLRQDU\� SROLF\� EDVHG� RQ� VXSHUXVHU� SULYLOHJHV� DQG� WKH� VHYHUDO
W\SHV�RI�XVHU�LGHQWLILHUV��UHDO��HIIHFWLYH��VDYHG��WKDW�LW�XVHV��7KLV�LGHQWLW\�
EDVHG�DFFHVV�FRQWURO� �,%$&��SROLF\�DQG� WKH�XVHU�GHILQHG�'$&�SROLF\�DUH
WKH�DFFHVV�FRQWURO�RI�81,;�6\VWHP�9��

2XU�PRGHO�LQFOXGHV�QHLWKHU�RI�WKHVH�SROLFLHV��7KH�,%$&�SROLF\�RI�81,;
LV�W\SLFDOO\�QRW�PRGHOHG�DOWKRXJK�LW�LV�WKH�NLQG�RI�SROLF\�WKDW�VKRXOG�EH�RI
LQWHUHVW� WR� WKH� PRGHOHU�� $� PRUH� HODERUDWH� ,%$&� SROLF\� FDQ� UHSODFH� WKH
81,;�VXSHUXVHU�DSSURDFK�LQ�WUXVWHG�FRPSXWHU�V\VWHPV�WR�SURYLGH�EHWWHU
VHSDUDWLRQ� RI� GXW\�� ,QVWHDG� RI� PRGHOLQJ� WKH� VXSHUXVHU�EDVHG� ,%$&� RI
81,;��WKLV�5XOH�6HW�0RGHO�KDV�D�IXQFWLRQDO�FRQWURO�SROLF\�ZKLFK�KDV�EHW�
WHU�VHSDUDWLRQ�RI�GXW\�DQG�LV�DOVR�IDU� OHVV�FRPSOLFDWHG�WKDQ�WKH�,%$&�RI
81,;�
)RUPDO�PRGHOV�RIWHQ�GR�LQFOXGH�WKH�'$&�SROLF\��7KLV�IRUPDO�PRGHO�GRHV

QRW�EHFDXVH��LQ�VKRUW��LW�LV�QRW�DQ�LQWHUHVWLQJ�SROLF\��,W�VKRXOG�FHUWDLQO\�EH
LQFOXGHG�LQ�WKH�VWDWH�PDFKLQH�UHSUHVHQWDWLRQ�RI�D�81,;�V\VWHP��DVVXP�
LQJ�LWV�OHYHO�RI�GHWDLO�LV�DSSURSULDWH�WR�WKH�PRGHO��%XW�LW�UHDOO\�GRHVQ
W�EH�
ORQJ�LQ�WKH�5XOH�6HW�0RGHO�EHFDXVH�'$&�LV�QRW�D�SROLF\� WKH�V\VWHP�FDQ
HQIRUFH� �'$&� LV�D�PHFKDQLVP�E\�ZKLFK�XVHUV�DWWHPSW�WR� LPSRVH�WKHLU
RZQ�VKDULQJ�SROLF\�RQ�WKH�UHVRXUFHV�WKH\�RZQ��%XW��WKHUH
V�QR�DVVXUDQFH
WKDW� WKH\�ZLOO� VXFFHHG�� )RU� H[DPSOH�� D�Trojan Horse FDQ� HDVLO\� GHIHDW� D
XVHU
V� QRQGLVFORVXUH� REMHFWLYHV� VLQFH� WKH� '$&� PHFKDQLVP� SURYLGHV� QR
���������������������������������������������
9Note that the system in this context is System V, not System V/MLS.  AT&T’s System
V/MLS additionally incorporates the mandatory access control (MAC) policy.
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ZD\� IRU�D�XVHU� WR�SURKLELW�FRS\LQJ�D� ILOH�KH�KDV�DOORZHG�WR�EH� UHDG��1RU
GRHV�WKH�'$&�PHFKDQLVP�DGHTXDWHO\�VXSSRUW�LQWHJULW\�REMHFWLYHV�EHFDXVH
LW�SURYLGHV�QR�ZD\�IRU�D�XVHU�WR�VSHFLI\�KRZ�RWKHUV�PLJKW�PRGLI\�REMHFWV
WKDW�KH�RZQV��,Q�VXPPDU\��WKH�'$&�PHFKDQLVP�GRHV�QRW�VWURQJO\�VXS�
SRUW� DQ\�NQRZQ��ZHOO� FRQFHLYHG�SROLF\� REMHFWLYH� WKDW�XVHUV� DUH� OLNHO\� WR
KDYH�DQ�LQWHUHVW�LQ�
,Q�WKLV�IRUPDO�PRGHO��ZH�DVVXPH�WKDW�D�IDYRUDEOH�'$&�FKHFN��ZKHQ�DS�

SURSULDWH�� SUHFHGHV� HDFK� LQYRFDWLRQ� RI� WKH�5XOH� 6HW�0RGHO� E\� WKH� 6WDWH
0DFKLQH�0RGHO��$Q\�RI�WKH�IRXU�SROLFLHV�ZH�KDYH�LQFOXGHG�LQ�WKH�5XOH�6HW
0RGHO�FDQ�RYHUULGH�D�IDYRUDEOH�'$&�GHFLVLRQ�

$FFHVV�&RQWURO�,QIRUPDWLRQ��7R�VXSSRUW�WKH�SROLFLHV�GHVFULEHG�KHUHLQ��WKH
IROORZLQJ�DWWULEXWHV� LQ� WKUHH� JURXSV� RI� DFFHVV� FRQWURO� LQIRUPDWLRQ� �$&,��
DUH�QHHGHG��(DFK�DWWULEXWH�VKRZQ�KHUH� LV�H[SODLQHG� LQ�RQH�RI� WKH�SROLF\
GHVFULSWLRQV�WKDW�IROORZ�

86(5�$&, 9$/8(6
XVHU�LGHQWLILHU��&:,� D�XVHU�LGHQWLILHU
DFFHVV�DSSURYDOV��0$&� D�VHFXULW\�OHYHO
V\VWHP�UROH��)&�	�6,0� XVHU��VHFXULW\�RIILFHU��RU�DGPLQLVWUDWRU
LQWHJULW\�UROH��&:,� 1,/��73�XVHU��73�PDQDJHU��,93�XVHU��RU�,93�

PDQDJHU

352&(66�$&, 9$/8(6
RZQHU� �SRLQWHU� WR� 86(5�
$&,�

³

VHFXULW\�OHYHO D�VHFXULW\�OHYHO
SURFHVV�LGHQWLILHU D�SURFHVV�LGHQWLILHU
SURFHVV�W\SH 1,/��73��,93��RU�73,&'

2%-(&7�$&, 9$/8(6
VHFXULW\�OHYHO��0$&� D�VHFXULW\�OHYHO
REMHFW�LGHQWLILHU��&:,� DQ�REMHFW�LGHQWLILHU
REMHFW�FDWHJRU\��)&� JHQHUDO��VHFXULW\��RU�V\VWHP
REMHFW�W\SH��0$&� ILOH��GLUHFWRU\��LSF��RU�VFG
SURJUDP�W\SH��&:,� 1,/��73��,93��RU�73,&'
GDWD�W\SH��6,0�	�&:,� 1,/��&',��&',,&��RU�VL
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0DQGDWRU\�DFFHVV�FRQWURO�SROLF\��0DQGDWRU\�DFFHVV�FRQWURO� LV�EDVHG�RQ
VHFXULW\�OHYHOV�RI�WKH�SURFHVVHV��XVHUV��DQG�REMHFWV�RI�WKH�V\VWHP�DQG�WKH
UHTXHVW�RI�WKH�SURFHVV��7KLV�SROLF\�DIIHFWV�

� DFFHVV�RI�SURFHVVHV�WR�REMHFWV� �IRU�H[DPSOH��UHDGLQJ��ZULWLQJ��DQG
GHOHWLQJ�ILOHV��GLUHFWRULHV��DQG�PHVVDJH�TXHXHV�

� RWKHU�DVSHFWV�RI�SURFHVVLQJ� �IRU�H[DPSOH��VSDZQLQJ�D�FKLOG�SURF�
HVV�DQG�VHQGLQJ�D�VLJQDO�WR�DQRWKHU�SURFHVV�

7KH�SROLF\� GHVFULEHG�KHUH� UHSUHVHQWV� WKH�0$&�SROLF\� RI�81,;�6\VWHP
9�0/6��5HOHDVH��������)/,1����DQG�XVHV�WKH�W\SHV�RI�REMHFWV�GHILQHG�IRU
WKDW�LPSOHPHQWDWLRQ��6\VWHP�9�0/6�LV�D�PXOWL�XVHU��PXOWL�WDVNLQJ�RSHU�
DWLQJ�V\VWHP�WKDW�PDLQWDLQV�81,;�6\VWHP�9�DSSOLFDWLRQ�FRPSDWLELOLW\��,Q
DGGLWLRQ�WR�XVLQJ�WKH�WUDGLWLRQDO�SURWHFWLRQ�PHFKDQLVPV�RI�WKH�81,;�RS�
HUDWLQJ�V\VWHP�WR�SURYLGH�'$&��6\VWHP�9�0/6�SURYLGHV�0$&�WR�OLPLW�WKH
GLVWULEXWLRQ�RI� LQIRUPDWLRQ� WR�DXWKRUL]HG�XVHUV��7KH�0$&�SROLF\� LV� FRQ�
VLVWHQW�ZLWK�WKH�%HOO�/D3DGXOD�PRGHO��1&6&����DQG�VDWLVILHV�'2'�SROLF\�
%DVLFDOO\�� WKH� 0$&� SROLF\� GHSHQGV� RQ� WKH� VHFXULW\�OHYHO� DWWULEXWH� RI

SURFHVVHV�DQG�REMHFWV�DQG�RQ�WKH�REMHFW�W\SH�DWWULEXWH�RI�REMHFWV�
7KH�REMHFW�W\SH�YDOXHV�GHILQHG�IRU�WKLV�SROLF\���DUH�ILOH��GLUHFWRU\��LSF�

DQG� VFG�� ILOH� DQG� GLUHFWRU\� KDYH� WKHLU� REYLRXV� 81,;� PHDQLQJV�� LSF
PHDQV� �LQWHU�SURFHVV� FRPPXQLFDWLRQ��� WKH� PHVVDJH� TXHXH� DQG� VKDUHG
PHPRU\�LQ�81,;�PDS�WR�WKLV�W\SH��VFG�PHDQV��V\VWHP�FRQWURO�GDWD���WKH
LQRGH�LQ�81,;�PDSV�WR�WKLV�W\SH��*HQHUDOO\��V\VWHP�FRQWURO�GDWD�UHIHUV�WR
GDWD�WKH�V\VWHP�XVHV�WR�FRQWURO�LWV�RSHUDWLRQV�
,Q�WKH�QH[W�VHYHUDO�WDEOHV�WKH� OHWWHU��3��VWDQGV�IRU�WKH�VHFXULW\� OHYHO�RI

WKH�SURFHVV�PDNLQJ�WKH�UHTXHVW� IRU�DFFHVV�� WKH� OHWWHU� �2��VWDQGV� IRU� WKH
VHFXULW\�OHYHO�RI�WKH�UHIHUHQFHG�REMHFW���! ��LQGLFDWHV�WKH�XVXDO�GRPLQDWHV
UHODWLRQ�EHWZHHQ�OHYHOV��DQG�� ��LQGLFDWHV�HTXDOLW\�EHWZHHQ�OHYHOV�
7DEOH��� WKURXJK���GHILQH��UHVSHFWLYHO\�� � WKH�SROLFLHV� IRU�FRQWUROOLQJ�DF�

FHVV�RI�D�SURFHVV�WR�DQ�REMHFW�RI�W\SHV�ILOH��GLUHFWRU\��WSF��DQG�VFG�

���������������������������������������������
10We could model additional types as well.  We might, for example, wish to include a
type "communications-device", realized as a socket in some UNIX systems, if we wanted
to have intercomputer communiations reflected in our model.
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7DEOH����0$&�SROLF\�IRU�REMHFWV�RI�W\SH�ILOH�

,I�WKH�UHTXHVW�LV WKHQ�DFFHVV�LV�DOORZHG�LI
FUHDWH 2�LV�VHW�HTXDO�WR�3
GHOHWH 3� �2
GHOHWH�GDWD 3� �2
H[HFXWH 3�! �2
UHDG QR�FRQGLWLRQ��

UHDG�RSHQ 3�! �2
UHDG	ZULWH�RSHQ 3� �2
ZULWH QR�FRQGLWLRQ��VHH�IRRWQRWH�IRU�UHDG�DERYH�
ZULWH�RSHQ 3� �2

7DEOH����0$&�SROLF\�IRU�REMHFWV�RI�W\SH�GLUHFWRU\�

,I�WKH�UHTXHVW�LV WKHQ�DFFHVV�LV�DOORZHG�LI
FUHDWH 2�LV�VHW�HTXDO�WR�3
GHOHWH 3� �2
UHDG 3�! �2
VHDUFK 3�! �2
ZULWH�� 3� �2

���������������������������������������������
11A distinction is made between read and read-open and between write and write-open in
this model.  Read-open (write-open) enables the process to read (write) the object, read
(write) actually transfers data from (to) the open object into (from) the memory space of
the process.  The MAC policy for controlling read (write) access applies at the read-open
(write-open) and no MAC policy applies to the transfer of the data.  Other models can be
conceived in which a floating label policy for the security level of the object might be
applied when a read or write (an actual transfer of data) occurs, similar to the floating
information label policy of the CMW model (MILL90).
12"Write" to a directory includes addition, modification, and deletion of entries in the di-
rectory.
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7DEOH����0$&�SROLF\�IRU�REMHFWV�RI�W\SH�LSF�

,I�WKH�UHTXHVW�LV WKHQ�DFFHVV�LV�DOORZHG�LI
DOWHU 3� �2
FUHDWH 2�LV�VHW�HTXDO�WR�3
GHOHWH 3� �2
UHDG QR�FRQGLWLRQ��

UHDG	ZULWH�RSHQ 3� �2
ZULWH QR�FRQGLWLRQ

7DEOH����0$&�SROLF\�IRU�REMHFWV�RI�W\SH�VFG�

,I�WKH�UHTXHVW�LV WKHQ�DFFHVV�LV�DOORZHG�LI
FKDQJH�RZQHU 3� �2
FUHDWH 2�LV�VHW�HTXDO�WR�3
GHOHWH 3� �2
JHW�SHUPLVVLRQV�GDWD 3�! �2
JHW�VWDWXV�GDWD 3�! �2
PRGLI\�DFFHVV�GDWD 3� �2
PRGLI\�SHUPLVVLRQV�GDWD 3� �2

7KH� UHTXHVWV� JHW�SHUPLVVLRQV�GDWD� DQG� JHW�VWDWXV�GDWD� FRXOG� EH�PRG�
HOHG�DV�XQGLVWLQJXLVKHG�UHDGV�RI� WKH�V\VWHP�FRQWURO�GDWD��6LPLODUO\�� WKH
FKDQJH�RZQHU�� PRGLI\�DFFHVV�GDWD�� DQG� PRGLI\�SHUPLVVLRQV�GDWD� FRXOG
EH�PRGHOHG� DV� XQGLVWLQJXLVKHG� ZULWHV�� ,Q� WKLV� PRGHO�� WKH� VHSDUDWH� UH�
TXHVWV�KDYH�EHHQ�XVHG�WR�LOOXVWUDWH�WKH�SRVVLELOLW\�RI�PDNLQJ�DFFHVV�FRQ�
WURO� GHFLVLRQV� RQ� WKH� EDVLV� RI� WKH� GLVWLQFWLRQV� UHSUHVHQWHG� E\� WKHVH
UHTXHVWV�

7DEOH���GHILQHV�WKH�0$&�SROLF\�JRYHUQLQJ�SURFHVV�PDQDJHPHQW�

7DEOH����0$&�SROLF\�IRU�SURFHVV�PDQDJHPHQW�

,I�WKH�UHTXHVW�LV WKHQ�DFFHVV�LV�DOORZHG�LI
FORQH 3��LV�VHW�HTXDO�WR�3�
VHQG�VLJQDO 3�� �3�

���������������������������������������������
13The distinction between read and read-open and between write and write-open for files
applies also to ipc objects in this model.
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&ODUN�:LOVRQ�LQWHJULW\�SROLF\�7KH�LQWHJULW\�SROLF\�FRPHV�GLUHFWO\�IURP�WKH
&ODUN�:LOVRQ�,QWHJULW\��&:,��SROLF\��&/$5�����,�KDYH�DWWHPSWHG�WR�PRGHO
WKHLU�SROLF\�LQ�DV�VWUDLJKWIRUZDUG�D�PDQQHU�DV�SRVVLEOH��XVLQJ�WKHLU�FRQ�
FHSWV��WHUPLQRORJ\��DQG�SRLQW�RI�YLHZ�DV�OLWHUDOO\�DV�SRVVLEOH��,Q�DGGLWLRQ��,
KDYH�LQFOXGHG�WKH�DQFLOODU\�SROLF\�WKDW�DSSHDUV�WR�PH�QHFHVVDU\�WR�VXS�
SRUW� WKHLU� LQWHQWLRQV�� )RU� WKH� FRQYHQLHQFH� RI� WKH� UHDGHU�� D� VXPPDU\� RI
WKH�&ODUN�:LOVRQ�PRGHO
V�FHUWLILFDWLRQ�DQG�HQIRUFHPHQW�UXOHV� LV�JLYHQ� LQ
$SSHQGL[�%��%XW�WKH�UHDGHU� LV�HQFRXUDJHG�WR�UHDG�WKHLU�SDSHU� �&/$5���
IRU� DQ� XQGHUVWDQGLQJ� RI� WKHLU�PRWLYDWLRQ� DQG� D� JUHDWHU� DSSUHFLDWLRQ� RI
WKHLU�PRGHO�
7KH�&:,�SROLF\�SURYLGHV� IRU�ERWK� H[WHUQDO� DQG� LQWHUQDO� FRQVLVWHQF\�RI

GDWD��0HDVXUHV�IRU�H[WHUQDO�FRQVLVWHQF\��VXFK�DV�WKHLU�,QWHJULW\�9HULILFD�
WLRQ�3URFHGXUHV��,93V���HQVXUH�WKDW�WKH�GDWD�VWRUHG�LQ�WKH�FRPSXWHU�V\V�
WHP� FRUUHFWO\� PRGHOV� WKH� VWDWH� RI� WKH� UHDO�ZRUOG� V\VWHPV� LW� UHODWHV� WR�
0HDVXUHV� IRU� LQWHUQDO� FRQVLVWHQF\� HQVXUH� WKDW� PRGLILFDWLRQ� RI� GDWD� UH�
VXOWV� LQ� D� YDOLG� VWDWH�� $QG�� VRPH� &:,� UXOHV� GHDO� ZLWK� WKH� UHODWLRQVKLS
EHWZHHQ�WKH�LQWHUQDO�DQG�H[WHUQDO�FRQVLVWHQF\�RI�GDWD��7KH�LQWHJULW\�FRQ�
WURO�SROLF\�LQ�WKLV�PRGHO�IRFXVHV�RQ�WKH�UXOHV�IRU�LQWHUQDO�FRQVLVWHQF\�DQG
DOVR�VXSSRUWV�WKH�FDSDELOLW\�WR�HQVXUH�H[WHUQDO�FRQVLVWHQF\��6RPH�RI�WKH
&:,�UXOHV�WKDW�GHDO�ZLWK�H[WHUQDO�FRQVLVWHQF\�DUH��QDWXUDOO\��QRW�UHIOHFWHG
LQ�WKLV��LQWHUQDO��V\VWHP�PRGHO�

,QWHJULW\�FRQWURO�LQ�WKH�PRGHO�LV�EDVHG�RQ

� LQWHJULW\�FRQWUROOHG� SURJUDPV� FDOOHG� 7UDQVIRUPDWLRQ� 3URFHGXUHV
�73V��DQG�,QWHJULW\�9HULILFDWLRQ�3URFHGXUHV��,93V�

� LQWHJULW\�FRQWUROOHG�REMHFWV�FDOOHG�&RQVWUDLQHG�'DWD�,WHPV��&',V�
� XVHU� SHUPLVVLRQV� WR� DSSO\� FHUWDLQ� 73V� WR� VSHFLILHG�&',V� DQG� SHU�

PLVVLRQ�WR�DSSO\�DQ�,93�WR�D�&',�

8VHUV�DQG�REMHFWV�LQ�WKH�FRPSXWHU�V\VWHP�KDYH�WKH�IROORZLQJ�DWWULEXWHV
WR�VXSSRUW�LQWHJULW\�FRQWURO�

� 7KH�REMHFW�DWWULEXWH��SURJUDP�W\SH��PD\�KDYH�WKH�IROORZLQJ�YDOXHV�

73� PHDQV�WKDW�WKH�REMHFW�LV�D�&:,�73
,93� PHDQV�WKDW�WKH�REMHFW�LV�D�&:,�,93
73,&'� PHDQV� WKDW� WKH� REMHFW� LV� D� VSHFLDO� 73� WKDW

RSHUDWHV�RQ�&:,�LQWHJULW\�FRQWURO�GDWD
1,/��� PHDQV� WKDW� WKH� REMHFW� LV� QRW� DQ� LQWHJULW\�

FRQWUROOHG�REMHFW�

���������������������������������������������
14NIL has its obvious meaning -- nothing -- which, in this context amounts to saying that
the object is not any of the other types defined.  The attribute "program-type" could be
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7KH�XVH�RI�WKHVH�DWWULEXWH�YDOXHV�IRU�FRQWUROOLQJ�H[HFXWLRQ�RI�LQWHJ�
ULW\�UHODWHG�SURJUDPV�LV�GLVFXVVHG�ODWHU�

� 7KH�REMHFW�DWWULEXWH��GDWD�W\SH��PD\�KDYH�WKH�IROORZLQJ�YDOXHV

&',� PHDQV�WKDW�WKH�REMHFW�LV�D�&:,�&',
&',,&� PHDQV�WKDW�WKH�REMHFW�LV�D�&:,�&',�WKDW� LV

XVHG�IRU�LQWHJULW\�FRQWURO��

1,/� PHDQV� WKDW� WKH� GDWD� LV� QRW� LQWHJULW\�
FRQWUROOHG�� WKDW� LV�� LQ� WKH� WHUPLQRORJ\� RI
&ODUN� DQG� :LOVRQ� LW� LV� DQ� 8QFRQVWUDLQHG
'DWD�,WHP��8',��

� 7KH�XVHU�DWWULEXWH��LQWHJULW\�UROH��PD\�KDYH�WKH�IROORZLQJ�YDOXHV�

73�XVHU� PHDQV�WKDW�WKH�XVHU�LV�DXWKRUL]HG�WR
H[HFXWH� 7UDQVIRUPDWLRQ� 3URFHGXUHV
�73V�

73�PDQDJHU� PHDQV�WKDW�WKH�XVHU�LV�DXWKRUL]HG�WR
PDQDJH� �FUHDWH�� GHOHWH�� DQG�PRGLI\�
FHUWDLQ� LQWHJULW\� REMHFWV� VSHFLILHG
EHORZ

,93�XVHU� PHDQV�WKDW�WKH�XVHU�LV�DXWKRUL]HG�WR
H[HFXWH� ,QWHJULW\� 9HULILFDWLRQ� 3URFH�
GXUHV��,93V�

,93�PDQDJHU� PHDQV�WKDW�WKH�XVHU�LV�DXWKRUL]HG�WR
PDQDJH�,93V��DV�VSHFLILHG�EHORZ

1,/� PHDQV�WKDW�WKH�XVHU�KDV�QR�LQWHJULW\
UROH�

� 7KH�DXWKRUL]DWLRQV�RI�D�XVHU�ZLWK�DQ�LQWHJULW\�UROH�DUH�GHVFULEHG�LQ
7DEOH���

�������������������������������������������������������������������������������������������������������������
used for other policies as well, in which case other values might be defined for it.  In this
model, this attribute is used only for enforcing the integrity policy.
15An example is the User-Transformation Procedures Associations (UTPA) table of this
model, described subsequently.
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7DEOH����&:,�3ROLF\�IRU�([HFXWH��&UHDWH��'HOHWH��DQG�0RGLI\

8VHU�LQ
�LQWHJULW\�UROH

PD\
H[HFXWH

PD\�FUHDWH�RU
GHOHWH

PD\
PRGLI\

73�XVHU 73V
73�PDQDJHU 73,&' 73V�

73,&'V�
&',,&V

&',,&

,93�XVHU ,93V
,93�PDQDJHU ,93V��&',V

&ODUN�DQG�:LOVRQ�UHTXLUH�WKDW�WKH�V\VWHP�´PDLQWDLQ�D�OLVW�RI�UHODWLRQV�RI
WKH� IRUP�� �8VHU,'��73L�� �&',D��&',E��&',F�� �������ZKLFK� UHODWHV� D�XVHU�� D
73��DQG�WKH�GDWD�REMHFWV� WKDW�73�PD\�UHIHUHQFH�RQ�EHKDOI�RI� WKDW�XVHU��
)XUWKHU�� WKH� V\VWHP� ����PXVW� HQVXUH� WKDW� RQO\� H[HFXWLRQV� GHVFULEHG� LQ
RQH� RI� WKH� UHODWLRQV� DUH� SHUIRUPHG��� 7KLV� PRGHO� XVHV� D� 8VHU�
7UDQVIRUPDWLRQ� 3URFHGXUHV� $VVRFLDWLRQV� �873$�� WDEOH� WR� FDSWXUH� WKH
&ODUN�:LOVRQ� WULSOHV��(DFK�HQWU\� LQ� WKH� WDEOH� LV� DQ�RUGHUHG� WULSOH� RI� WKH
IRUP

�XVHU�LGHQWLILHU��73��OLVW�RI�&',V�

1R�FRQVWUDLQW�LV�SXW�RQ�PRGHV�RU�RUGHU�RI�DFFHVV�VLQFH�&ODUN�DQG�:LO�
VRQ�GR�QRW�UHTXLUH�LW��DOWKRXJK�RQH�FDQ�FRQFHLYH�D�V\VWHP�LQ�ZKLFK�VXFK
FRQVWUDLQWV�ZRXOG�VHUYH�D�XVHIXO�SXUSRVH��6WLOO��RWKHU�SROLFLHV�LQ�WKH�V\V�
WHP�PD\�FRQVWUDLQ�WKH�73�ZLWK�UHVSHFW�WR�PRGH�RI�DFFHVV��)RU�H[DPSOH�
ZKHQ�D�73�DWWHPSWV�WR�RSHQ�D�&',�IRU�ZULWLQJ��WKH�73�PXVW�EH�DOORZHG�WR
ZULWH�WKH�&',�E\�WKH�0$&�SROLF\�RI�WKH�V\VWHP�
7KH�873$�VDWLVILHV�WKH�&:,�UHTXLUHPHQW�WR�PDLQWDLQ�D�OLVW�RI�UHODWLRQV�

2QH� FDQ� LPDJLQH� PDQ\� GHVLJQV� IRU� HQVXULQJ� WKDW� RQO\� H[HFXWLRQV� GH�
VFULEHG�LQ�WKH�873$�DUH�SHUIRUPHG��)RU�H[DPSOH��ZH�FRXOG�GHILQH�D�QHZ
V\VWHP� FDOO�� VD\� DSSO\�73�OLVWBRIB&',V��� �DSSO\�� ZRXOG� EH� OLNH� WKH� H[HF
V\VWHP�FDOO��EXW�KDYLQJ�WKH�DGGLWLRQDO�VHFRQG�DUJXPHQW��7KLV�DUJXPHQW
VKRZV�ZKLFK�&',V� WKH� UHTXHVWLQJ�SURFHVV�ZLVKHV� WKH�73� WR� RSHUDWH� RQ�
7KH�NHUQHO�ZRXOG�SDVV�WKH�DUJXPHQWV�RI�WKLV�V\VWHP�FDOO�WR�WKH�UXOH�VHW�
7KH�UXOH�VHW�ZRXOG�FKHFN�WKH�873$�WR�VHH�LI�WKH�OLVW�RI�&',V�ZDV�YDOLG�IRU
WKH�RZQHU�RI� WKH� UHTXHVWLQJ�SURFHVV��7KH�GLIILFXOW\� LV� WKDW� WKH� �HQIRUFH�
PHQW�� SURYLGHG� E\� WKLV� DSSURDFK� LV� ZHDN�� /DFNLQJ� DQ\� RWKHU� DFFHVV
FKHFNV��WKH�73�FRXOG�DFFHVV�VRPH�&',�IRU�ZKLFK�WKH�XVHU�LV�QRW�DXWKRU�
L]HG��2QH�PD\�DUJXH�WKDW�WKH�73�KDV�EHHQ�FHUWLILHG�WR�RSHUDWH�FRUUHFWO\�VR
WKDW�LW�VKRXOG�RQO\�FDUU\�RXW�FRUUHFW�SURFHGXUHV��7KLV�ZRXOG��SRVVLEO\��EH
DFFHSWDEOH�LI�DOO�FRUUHFW�DQG�DXWKRUL]HG�H[HFXWLRQV�ZHUH�EXLOW�LQWR�WKH�73
DQG�FHUWLILHG��&ODUN�DQG�:LOVRQ�VXJJHVW���KRZHYHU��WKDW��������DQ�LPSRUWDQW
UHVHDUFK�JRDO�PXVW�EH�WR�VKLIW�DV�PXFK�RI�WKH�VHFXULW\�EXUGHQ�DV�SRVVLEOH
IURP�FHUWLILFDWLRQ�WR�HQIRUFHPHQW��������VLQFH��������WKH�FHUWLILFDWLRQ�SURFHVV
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LV� FRPSOH[�� SURQH� WR� HUURU�� DQG� PXVW� EH� UHSHDWHG� DIWHU� HDFK� SURJUDP
FKDQJH���$OVR��XVLQJ��DSSO\��HIIHFWLYHO\�UXOHV�RXW�LQWHUDFWLRQ�EHWZHHQ�WKH
XVHU�DQG�WKH�73��,GHDOO\��WKH�XVHU�VKRXOG�EH�DEOH�WR�SURYLGH�LQSXW�DUJX�
PHQWV�VSHFLI\LQJ�ZKLFK�&',V�WR�RSHUDWH�RQ�
7KHUHIRUH��LQ�WKLV�PRGHO�RI�&:,��WKH�LQLWLDO�UHTXHVW�RI�WKH�SURFHVV�LV�RQO\

D� UHTXHVW� WR� RSHUDWH� WKH� 73�� ,Q� WKH� 81,;� HQYLURQPHQW� WKLV� LV� DQ� H[HF
V\VWHP�FDOO�LQ�ZKLFK�WKH�SURFHVV�QDPHV�WKH�REMHFW�WR�H[HFXWH��:KHQ�WKH
QDPHG�REMHFW�LV�D�73��LWV�SURJUDP�W\SH�DWWULEXWH�KDV�WKH�YDOXH�73��:KHQ
WKH�73�VXEVHTXHQWO\�PDNHV� UHTXHVWV� IRU�DFFHVV� WR�&',V�� WKRVH� UHTXHVWV
DUH�DGMXGLFDWHG�E\�WKH�UXOH�VHW�LQ�WKH�XVXDO�PDQQHU��,Q�DGGLWLRQ��WKH�UXOH
VHW�NHHSV�D�UHFRUG�RI�WKH�&',V�EHLQJ�DFFHVVHG��HQVXULQJ�DW�HDFK�UHTXHVW
WKDW�WKH�UHTXHVWHG�DFFHVV� LV�DOORZHG�E\�RQH�RI�WKH�WULSOHV�GHILQHG�LQ�WKH
873$�� 7KLV� LGHD� QHHGV� IXUWKHU� HODERUDWLRQ�� SURYLGHG� LQ� WKH� IROORZLQJ
SDUDJUDSKV�
:KHQ�D�SURFHVV�H[HFXWHV�D�73��RQH�RI�WKH�UXOHV�IRU�LQWHJULW\�FRQWURO�ZLOO

DGG�WKH�SURFHVV�LGHQWLILHU�RI�WKH�SURFHVV�WR�DOO�WULSOHV�LQ�WKH�873$�KDYLQJ
WKH�XVHU�LGHQWLILHU�RI�WKH�RZQHU�RI�WKH�SURFHVV�DQG�VSHFLI\LQJ�WKH�QDPHG
73��7KLV�PDUNV�DOO�FDQGLGDWH�H[HFXWLRQV�RI�WKH�QDPHG�73�E\�WKLV�SURFHVV�
1RWH�WKDW�WKH�VDPH�XVHU�PD\�DOUHDG\�KDYH�RWKHU�H[HFXWLRQV�RI�WKLV�73�LQ
SURJUHVV��:KHQ�WKH�73��QRZ�D�SURFHVV�KDYLQJ�WKH�SURFHVV�LGHQWLILHU�RI�WKH
SURFHVV� WKDW� H[HFXWHG� LW�� DWWHPSWV� WR� DFFHVV� DQ� REMHFW� WKDW� LV� D�&',���
RQH�RI�WKH�LQWHJULW\�FRQWURO�UXOHV�ZLOO�UHPRYH�WKH�SURFHVV�LGHQWLILHU�RI�WKH
SURFHVV�IURP�DOO�WULSOHV�LQ�WKH�873$�FXUUHQWO\�PDUNHG�ZLWK�WKLV�SURFHVV�
LGHQWLILHU�EXW�QRW�KDYLQJ� WKH�QDPHG�&',� OLVWHG�� 7KLV� UHGXFHV� WKH� VHW� RI
FDQGLGDWH�H[HFXWLRQV�RI�WKH�QDPHG�73�E\�WKLV�SURFHVV��,I�DIWHU�WDNLQJ�WKLV
DFWLRQ� WKHUH� DUH� QR� HQWULHV� LQ� WKH� 873$� PDUNHG� ZLWK� WKLV� SURFHVV�
LGHQWLILHU�� WKHQ� WKH�DWWHPSWHG�DFFHVV�E\� WKH�73�RQ�EHKDOI�RI� WKH�XVHU� LV
QRW�YDOLG�DQG�WKH�UHTXHVW�ZLOO�EH�GHQLHG��7KH�QH[W�VHTXHQFH�RI�WDEOHV� LO�
OXVWUDWHV�WKLV�PHWKRG�

6XSSRVH�XVHU�$�LV�DOORZHG�WR�DSSO\�73��LQ�DQ\�RI�WKH� IROORZLQJ
ZD\V�

� WR�&',V���DQG��
� WR�&',V���DQG����RU
� WR�&',V���DQG��

7KLV�LV�LOOXVWUDWHG�LQ�7DEOH����WKH�XVHU�WUDQVIRUPDWLRQ�SURFHGXUHV�DVVR�
FLDWLRQV��873$��WDEOH�
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7DEOH����8VHU�7UDQVIRUPDWLRQ�3URFHGXUHV�$VVRFLDWLRQV��873$�

XVHU 73 &',V SURFHVVHV

XVHU�$ 73� &',���&',��
XVHU�$ 73� &',���&',��
XVHU�$ 73� &',���&',��

� � � �
XVHU�= HWF� HWF�

6XSSRVH�D�SURFHVV�KDYLQJ�SURFHVV�LGHQWLILHU�3,'�UHTXHVWV�H[HFXWLRQ�RI
73��RQ�EHKDOI�RI�XVHU�$��$VVXPLQJ�WKH�UHTXHVWHG�DFWLRQ�LV�DXWKRUL]HG��WKH
873$�WDEOH�LV�PDUNHG�DV�IROORZV�

XVHU�$ 73� &',���&',�� 3,'
XVHU�$ 73� &',���&',�� 3,'
XVHU�$ 73� &',���&',�� 3,'

7KH�SURFHVV�LV�QRZ�NQRZQ�DV�D�73�W\SH�SURFHVV��,I�WKH�SURFHVV�UHTXHVWV
DFFHVV�WR�&',����WKH�WDEOH�LV�PRGLILHG��ZLWK�WKH�IROORZLQJ�UHVXOW�

XVHU�$ 73� &',���&',�� 3,'
XVHU�$ 73� &',���&',��
XVHU�$ 73� &',���&',�� 3,'

,I�WKH�SURFHVV�QRZ�UHTXHVWV�DFFHVV�WR�&',����WKH�WDEOH�LV�PRGLILHG��ZLWK
WKH�IROORZLQJ�UHVXOW�

XVHU�$ 73� &',���&',��
XVHU�$ 73� &',���&',��
XVHU�$ 73� &',���&',�� 3,'

,I�WKH�SURFHVV�QRZ�UHTXHVWV�DFFHVV�WR�&',����WKH�UHTXHVW�LV�LQYDOLG�

7KLV�DSSURDFK�WR�HQIRUFLQJ�WKH�&ODUN�:LOVRQ�WULSOHV�KDV�WKH�DGYDQWDJH
WKDW�LW�GRHV�QRW�UHTXLUH�D�QHZ�V\VWHP�FDOO�RU�GDWD�VWUXFWXUH�LQ�WKH�81,;
HQYLURQPHQW�� 7KH� VFKHPH� MXVW� RXWOLQHG� GHVFULEHV� WKH� VLWXDWLRQ� ZKHQ� D
SURFHVV�H[HFXWHV�MXVW�D�VLQJOH�73��7KH�LQWHJULW\�SROLF\�PXVW�DOVR�FRYHU�WKH
FDVHV� ZKHUH� D� 73�W\SH� SURFHVV� DWWHPSWV� WR� H[HFXWH� DQRWKHU� ILOH� �81,;
H[HF��RU�DWWHPSWV�WR�FORQH�LWVHOI��81,;�IRUN��
,I�D�73�W\SH�SURFHVV�ZHUH�WR�IRUN�D�FKLOG��WKH�FKLOG�ZRXOG�EH�LGHQWLFDO�WR

WKH�SDUHQW�ZLWK�UHVSHFW�WR�H[HFXWDEOH�FRGH�DQG�RSHQ�ILOHV��H�J���WKH�&',V
EHLQJ�ZRUNHG�RQ���+RZHYHU��LW�PDNHV�QR�VHQVH�IRU�D�73�W\SH�FKLOG�WR�FRQ�
WLQXH� SURFHVVLQJ� ZLWK� WKH� H[HFXWDEOH� FRGH� RI� LWV� SDUHQW� VLQFH� WR� GR� VR
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ZRXOG� UHTXLUH� XQZDUUDQWHG� FRPSOH[� FRRUGLQDWLRQ� EHWZHHQ� SDUHQW� DQG
FKLOG�WR�SUHVHUYH�LQWHJULW\��,W�UHDOO\�RQO\�PDNHV�VHQVH�WR�FRQVLGHU�WKH�FDVH
WKDW�WKH�FKLOG�H[HFXWHV�QHZ�FRGH����WKDW�LV��D�QHZ�73��$OORZLQJ�D�73�W\SH
SURFHVV�WR�VSDZQ�DQRWKHU�73�W\SH�SURFHVV� LQ�WKLV�ZD\�DGGV�WR�WKH�FRP�
SOH[LW\�RI�WKH�FHUWLILFDWLRQ�RI�WKH�RULJLQDO�73�FRGH�EXW�DGGV�QR�IXQFWLRQDO
FDSDELOLW\�� $FFRUGLQJ� WR�&ODUN� DQG�:LOVRQ�� WKH� FHUWLILFDWLRQ� WDVN� VKRXOG
EH�NHSW�DV�VLPSOH�DV�SRVVLEOH�E\�KDYLQJ�WKH�V\VWHP�HQIRUFH�DV�PXFK�RI
WKH�LQWHJULW\�SROLF\�DV�SRVVLEOH��7KH�QHHGHG�IXQFWLRQDOLW\��HQIRUFHG�E\�WKH
V\VWHP�LQ�WKH�VFKHPH�DERYH��LV�DFKLHYHG�E\�DQ�RUGLQDU\�SURFHVV�FORQLQJ�D
SURFHVV�WKDW�FKDQJHV�LWVHOI�LQWR�D�73�W\SH�SURFHVV�E\�H[HFXWLQJ�D�73�W\SH
REMHFW��,Q�VKRUW��LW�LV�QHLWKHU�GHVLUDEOH�QRU�QHFHVVDU\�IRU�D�73�W\SH�SURF�
HVV�WR�FORQH�LWVHOI�
7KXV�� WR� FDUU\�RXW� WKH� LQWHQW� RI� WKH�&ODUN�:LOVRQ� LQWHJULW\� SROLF\� DV� ,

XQGHUVWDQG�LW��ZLWKRXW�VLJQLILFDQWO\�PRGLI\LQJ�WKH�6\VWHP�9�V\VWHP�FDOOV�
WKH�DELOLW\�RI�D�SURFHVV�WR�H[HFXWH��H[HF�V\VWHP�FDOO��DQG�FORQH��IRUN�V\V�
WHP�FDOO��PXVW�EH�FRQVWUDLQHG�LQ�WKH�IROORZLQJ�ZD\V�

� :KHQ�DQ�RUGLQDU\���SURFHVV�H[HFXWHV�DQ�REMHFW�RI�W\SH�73��,93��RU
73,&'�� WKH� SURFHVV� H[HFXWLQJ� WKH� REMHFW� EHFRPHV� WKH� W\SH� RI� WKH
REMHFW��7KDW�LV��LWV�SURFHVV�W\SH�DWWULEXWH�WDNHV�RQ�WKH�YDOXH�RI�WKH
SURJUDP�W\SH� DWWULEXWH� RI� WKH� REMHFW�� :KHQ� DQ� RUGLQDU\� SURFHVV
H[HFXWHV�D�73�W\SH�REMHFW��WKH�873$�WDEOH�LV�XSGDWHG�DV�GHVFULEHG
DERYH��$�73���,93���RU�73,&'�W\SH�SURFHVV�LV�DOORZHG�WR�H[HFXWH�RQO\
DQ�REMHFW�RI� LWV�RZQ�W\SH��:KHQ�D�73�W\SH�SURFHVV�H[HFXWHV�D�73�
W\SH�REMHFW��QR�FKDQJHV�DUH�PDGH�WR�WKH�873$��$OORZLQJ�WKH�RULJL�
QDO�73�WR�H[HFXWH�D�73�W\SH�REMHFW�LV�D�FRQYHQLHQFH�UHODWHG�WR�KRZ�D
73�LV�RUJDQL]HG�LQWR�XQLWV�RI�H[HFXWDEOH�FRGH�

� $�73��� ,93��� RU� 73,&'�W\SH� SURFHVV� LV� QRW� DOORZHG� WR� FORQH� �81,;
IRUN��

7KH�IROORZLQJ�DGGLWLRQDO�FRQVWUDLQWV���DUH�QHHGHG�WR�VXSSRUW�WKH�LQWHQW
RI�WKH�&:,�SROLF\�LQ�WKH�81,;�6\VWHP�9�0/6�HQYLURQPHQW�

� &KDQJLQJ�RZQHUVKLS�RI�73V��,93V��73,&'V��DQG�&',V�LV�QRW�DOORZHG
E\�&:,�SROLF\�

� $OLDVLQJ� �YLD� WKH� OLQN� V\VWHP� FDOO� LQ� 81,;�� RI� ILOH� QDPHV� LV� QRW� D
JRRG�SUDFWLFH�XQGHU�WKH�&:,�3ROLF\��%\�DOLDVLQJ��DQ�RUGLQDU\�XVHU
FRXOG� GHIHDW� WKH� DWWHPSW� RI� DQ� DXWKRUL]HG� XVHU� �WKDW� LV�� 73�

���������������������������������������������
16In this context, an ordinary process is one whose process-type equals NULL.
17Obviously, a certain amount of interpretation is involved here; the constraints I have
specified seem reasonable to me but I recognize that other interpretations of the intent of
Clark-Wilson integrity are possible.
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PDQDJHU�� WR� UHPRYH� D� 73� IURP� WKH� V\VWHP����2XU� SROLF\�� WKHQ�� LV
WKDW� RQO\� LQGLYLGXDO
V�ZLWK� DQ� DSSURSULDWH� UROH� FDQ� JLYH� DQ� LQWHJ�
ULW\�FRQWUROOHG� REMHFW� DQ� DOLDV�� 6SHFLILFDOO\�� D� XVHU� LQ� WKH� UROH� 73�
PDQDJHU�PD\�DOLDV�73V��73,&'V��DQG�&',V�ZKLOH�D�XVHU�LQ�WKH�UROH
,93�PDQDJHU�PD\�DOLDV�,93V�DQG�&',,&V�

� 7UDFLQJ��YLD�WKH�SWUDFH�V\VWHP�FDOO�LQ�81,;��RI�73V��,93V��RU�73,&'V
VKRXOG� QRW� EH� DOORZHG� XQGHU� WKH� &:,� SROLF\� VLQFH� WUDFLQJ� ZRXOG
HQDEOH�PRGLILFDWLRQ�RI�D�73�RU�,93�GXULQJ�LWV�H[HFXWLRQ�

� 2QO\� DXWKRUL]HG� XVHUV� PD\� DFTXLUH� RU� PRGLI\� VWDWXV� LQIRUPDWLRQ
DERXW� LQWHJULW\�FRQWUROOHG� REMHFWV�� 6SHFLILFDOO\�� D� XVHU� LQ� WKH� UROH
73�PDQDJHU� PD\� UHDG�PRGLI\� VWDWXV� LQIRUPDWLRQ� DERXW� 73V�
73,&'V�� DQG� &',V�� $� XVHU� LQ� WKH� ,93�PDQDJHU� UROH� PD\
UHDG�PRGLI\�VWDWXV�LQIRUPDWLRQ�DERXW�,93V�DQG�&',,&V�

� 2XU�LQWHJULW\�SROLF\�DOORZV�D�73�W\SH�SURFHVV�WR�UHFHLYH�D�VLJQDO��YLD
WKH�NLOO�V\VWHP�FDOO�LQ�81,;�6\VWHP�9��IURP�D�QRQ�73�W\SH�SURFHVV
�SUHVXPDEO\�WKH�SDUHQW�SURFHVV�WKDW�VSDZQHG�WKH�73�W\SH�SURFHVV��
7KH�GDQJHU�KHUH�LV�WKDW�WKH�73�SURFHVV�FRXOG�EH�NLOOHG��WHUPLQDWHG�
DW�VXFK�D�WLPH�WKDW�WKH�&',V�RQ�ZKLFK� LW�ZDV�RSHUDWLQJ�ZRXOG�EH
OHIW�LQ�DQ�XQGHILQHG�VWDWH��$�MXVWLILFDWLRQ�IRU�DOORZLQJ�WKH�VLJQDOLQJ
DQ\ZD\� LV� WKDW� LW� SUHVHUYHV� IXQFWLRQDOLW\� DQG� WKH� 73� FDQ� EH� GH�
VLJQHG�WR� WDNH�DSSURSULDWH�DFWLRQ�RQ�WKH�&',V�EHIRUH�H[LWLQJ��7KLV
SUHVHUYHV�IXQFWLRQDOLW\�EXW�GRHV�SXW�WKH�EXUGHQ�RQ�WKH�FHUWLILFDWLRQ
RI�WKH�73�WR�HQVXUH�WKDW�WKH�73�KDQGOHV�VLJQDOV�DSSURSULDWHO\�

)XQFWLRQDO� FRQWURO� SFOLF\�� )XQFWLRQDO� FRQWURO� �)&�� XVHV� V\VWHP�UROHV� RI
XVHUV�DQG�FDWHJRULHV�RI�REMHFWV��7KH�V\VWHP�UROHV�DUH�XVHU��VHFXULW\�RIIL�
FHU��DQG�DGPLQLVWUDWRU��7KH�FDWHJRULHV�DUH�JHQHUDO��VHFXULW\��DQG�V\V�
WHP��:KHQ�D�SURFHVV�ZKRVH�RZQHU�KDV�V\VWHP�UROH�5��UHTXHVWV�DFFHVV�WR
DQ�REMHFW�KDYLQJ�REMHFW�FDWHJRU\�&��WKH�)&�SROLF\�DOORZV�WKH�DFFHVV�RQO\�LI
5�LV�FRPSDWLEOH�ZLWK�&��:H�GHILQH�LV�FRPSDWLEOH�ZLWK�DV�IROORZV�

� XVHU�LV�FRPSDWLEOH�ZLWK�JHQHUDO
� DGPLQLVWUDWRU�LV�FRPSDWLEOH�ZLWK�JHQHUDO�DQG�V\VWHP
� VHFXULW\�RIILFHU�LV�FRPSDWLEOH�ZLWK�JHQHUDO�DQG�VHFXULW\�

$�IXQFWLRQDO�FRQWURO�SROLF\�FDQ�DQG�SUREDEO\�VKRXOG�EH�PRUH�HODERUDWH
WKDQ�WKH�RQH�MXVW�GHVFULEHG��,W�FDQ��IRU�H[DPSOH��VSHFLI\�ZKR�FDQ�FKDQJH
ZKDW� DWWULEXWHV� RI�ZKDW� HQWLWLHV�� $QG�� LW
V� WKH� ORJLFDO� SODFH� WR� KDYH� WKH
SROLF\�WKDW�JRYHUQV�WUXVWHG�VXEMHFWV��VXFK�DV�GDHPRQV�RI�WKH�81,;�V\V�
WHP��%XW�WKH�VLPSOH�SROLF\� MXVW�JLYHQ�VDWLVILHV�WKH�JRDOV�RI�WKLV�HVVD\�VR
ZH�GHYHORS�LW�QR�IXUWKHU�KHUH�

���������������������������������������������
18The UNIX unlink operation actually deletes a file only when all links to it have been
deleted.
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6HFXULW\�LQIRUPDWLRQ�PRGLILFDWLRQ��6,0��SROLF\��7KH�SROLF\�IRU�PRGLILFDWLRQ
RI�VHFXULW\�LQIRUPDWLRQ�XVHV�W\SHV�RI�GDWD�DQG�V\VWHP�UROHV�RI�XVHUV��7KH
GDWD�W\SH�QHHGHG�IRU�WKLV�SROLF\�LV�VL��7KH�YDOXH�VL�PHDQV�WKH�REMHFW�FRQ�
WDLQV�VHFXULW\� LQIRUPDWLRQ��,Q�81,;�� IRU�H[DPSOH��WKH��HWF�SDVVZRUG�ILOH
ZRXOG�KDYH� WKLV� YDOXH� IRU� LWV� GDWD�W\SH� DWWULEXWH��1,/�PHDQV� WKH� REMHFW
FRQWDLQV� RUGLQDU\� XVHU� RU� V\VWHP� GDWD�� 7KH� GDWD�DWWULEXWH� PD\� KDYH
RWKHU� YDOXHV� DV� ZHOO�� VXFK� DV� WKRVH� WKH� &:,� 3ROLF\� XVHV�� %XW� WKH� 6,0
3ROLF\�WUHDWV�DOO�YDOXHV�RWKHU�WKDQ�VL�WKH�VDPH�DV�1,/�
:KHQ�D�SURFHVV�UHTXHVWV�DFFHVV�WR�GDWD�RI� W\SH�VL� LQ�D�PRGH�WKDW�HQ�

DEOHV�PRGLILFDWLRQ� RI� WKH� LQIRUPDWLRQ�� WKH� 6,0� 3ROLF\� DOORZV� WKH� DFFHVV
RQO\�LI�WKH�V\VWHP�UROH�RI�WKH�RZQHU�RI�WKH�SURFHVV��L�H���WKH�XVHU��LV�VHFX�
ULW\�RIILFHU�
$V�ZLWK�WKH�)&�3ROLF\��WKH�6,0�3ROLF\�FRXOG�HQFRPSDVV�PRUH�HODERUDWH

UXOHV� RI� RSHUDWLRQ� EXW� WKH� VLPSOH� IRUP� JLYHQ� KHUH� VXIILFHV� IRU� WKH� SXU�
SRVHV�RI�WKLV�HVVD\�

5XOHV�RI�WKH�UXOH�VHW�PRGHO��)RXU�JURXSV�RI�UXOHV�GHILQH�WKH�SROLFLHV�GH�
VFULEHG�DERYH�

� PDQGDWRU\�D$FFHVV�FRQWURO��0$&��5XOHV
� &ODUN�:LOVRQ�LQWHJULW\��&:,��UXOHV
� IXQFWLRQDO�FRQWURO��)&��5XOHV
� VHFXULW\�L,QIRUPDWLRQ�PRGLILFDWLRQ��6,0��UXOHV�

(DFK�SROLF\�RI�WKH�5XOH�6HW�0RGHO�LV�LPSOHPHQWHG�DV�RQH�RU�PRUH�UXOHV�
:KHQ� FRPELQHG� DV� GHVFULEHG� EHORZ�� WKH� UXOHV� FRQVWLWXWH� WKH� $FFHVV�
5XOHV�IXQFWLRQ�
(DFK�UXOH�LV�DQ�H[SUHVVLRQ�KDYLQJ�RQH�RI�IRXU�YDOXHV�

� <(6�� 7KLV� YDOXH� PHDQV� WKDW� WKH� UHTXHVW� RI� WKH� 6WDWH� 0DFKLQH
0RGHO�KDV�EHHQ�HYDOXDWHG�E\�WKH�UXOH�DQG�WKH�UHVXOW�LV�WKDW�WKH�UH�
TXHVW�PD\�EH�JUDQWHG�DFFRUGLQJ�WR�WKH�UXOH
V�SROLF\�

� 12��7KLV�YDOXH�PHDQV�WKDW�WKH�UHTXHVW�RI�WKH�6WDWH�0DFKLQH�0RGHO
KDV�EHHQ�HYDOXDWHG�E\�WKH�UXOH�DQG�WKH�UHVXOW� LV� WKDW� WKH� UHTXHVW
PD\�QRW�EH�JUDQWHG�DFFRUGLQJ�WR�WKH�UXOH
V�SROLF\�

� '&��7KLV�YDOXH�PHDQV�WKDW�WKH�UHTXHVW�RI�WKH�6WDWH�0DFKLQH�0RGHO
KDV�EHHQ�UHFRJQL]HG�E\�WKH�UXOH�EXW� WKH�UXOH
V�SROLF\�GRHV�QRW�UH�
TXLUH� DQ\� FKHFNV� RI� DWWULEXWH� YDOXHV� DQG�RU� UHODWLRQV� DPRQJ� DW�
WULEXWH� YDOXHV�� 7KH� UXOH
V� SROLF\� LV� WROHUDQW� RI� WKH� UHTXHVW� LQ� WKH
VHQVH�WKDW�WKH�SROLF\��GRHVQ
W�FDUH���'&���'&�LV�VLPLODU�WR�<(6�EXW
SURYLGHV�DGGLWLRQDO�LQIRUPDWLRQ�XVHIXO�IRU�DQDO\VLV�RI�D�UXOH�VHW�

� 81'(),1('��7KLV�YDOXH�PHDQV�WKDW� WKH� UHTXHVW�RI� WKH�6WDWH�0D�
FKLQH�0RGHO�KDV�QRW�EHHQ� UHFRJQL]HG�E\� WKH� UXOH��81'(),1('� LV
GLIIHUHQW�IURP�12�DQG�'&�LQ�WKDW�ERWK�12�DQG�'&�LQGLFDWH�WKDW�WKH
5XOH�6HW�0RGHO� LV�FRJQL]DQW�RI� WKH� UHTXHVW��81'(),1('�QRW� RQO\
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SURYLGHV�XVHIXO�LQIRUPDWLRQ�IRU�DQDO\VLV�RI�D�UXOH�VHW��EXW�LQ�D�V\V�
WHP�LPSOHPHQWDWLRQ�PLJKW�VHUYH�WR�GHWHFW�LPSURSHU�FRQILJXUDWLRQV
RI�WKH�V\VWHP�

          �KHUH
�
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2ULJLQDO�WH[W�UHVXPHV

�IRUPDO�PHWKRGV� FORVHU� WR� WKH� ILQDO� VWDJHV� RI� LPSOHPHQWDWLRQ�³� FRP�
SOHWH�IXQFWLRQDO�GHVLJQ�DQG�FRGLQJ�

$SSHQGL[ $��0RGHO�ODQJXDJH�DQG�FRQVWUXFWV

/DQJXDJH�IRU�H[SUHVVLQJ�UXOHV��7KH�PHWKRG�IRU�H[SUHVVLQJ�WKH�PRGHO·V
UXOHV�GHSDUWV� IURP�WKH�WUDGLWLRQDO�XVH�RI�PDWKHPDWLFDO�QRWDWLRQ��$�PL[�
WXUH�RI�SURJUDPPLQJ�ODQJXDJH�VWDWHPHQWV�DQG�OLPLWHG�PDWKHPDWLFDO�QR�
WDWLRQ�FUHDWHV�D�VSHFLILFDWLRQ�ODQJXDJH�WKDW�LV�LQWXLWLYHO\�XQGHUVWDQGDEOH
WR�D�EURDG�DXGLHQFH�
%RWK�UXOHV�RI�RSHUDWLRQ�DQG�UXOHV�RI� WKH�UXOH�VHW�DUH�GHILQHG� LQ�D� ODQ�

JXDJH�WKDW�ORRNV�OLNH�D�SURJUDPPLQJ�ODQJXDJH��7ZR�EDVLF�ODQJXDJH�FRQ�
VWUXFWV� DUH� XVHG� WR� RUJDQL]H� VWDWHPHQWV� DQG� VKRZ� WKHLU
LQWHUUHODWLRQVKLSV��6(/(&7�&$6(�DQG�,)�7+(1�(/6(�
7KH�6(/(&7�&$6(�VWDWHPHQW�KDV�WKH�IROORZLQJ�V\QWD[�

6(/(&7�&$6(�DWWULEXWH
&$6(�DWWULEXWH�YDOXH�
VWDWHPHQW�EORFN��

&$6(�DWWULEXWH�YDOXH�
VWDWHPHQW�EORFN��

�
�
�

&$6(�(/6(
VWDWHPHQW�EORFN�Q

(1'�6(/(&7

$�VWDWHPHQW�EORFN�LV�RQH�RU�PRUH�VWDWHPHQWV��,QGLYLGXDO�VWDWHPHQWV�DUH
WHUPLQDWHG�E\�D�VHPLFRORQ��7KH�YDOXH�RI�WKH�6(/(&7�&$6(�VWDWHPHQW�LV
WKH� YDOXH� RI� WKH� VWDWHPHQW�EORFN� IROORZLQJ� WKH� &$6(� LGHQWLILHG� E\� WKH
FXUUHQW� YDOXH� RI� WKH� VHOHFWHG� DWWULEXWH�� )RU� H[DPSOH�� WKH� QH[W�6(/(&7
&$6(�KDV�WKH�YDOXH�RI�VWDWHPHQW�EORFN���ZKHQ�WKH�´DPRXQWµ�LV������

6(/(&7�&$6(�DPRXQW
&$6(�����
VWDWHPHQW�EORFN��

&$6(�����
VWDWHPHQW�EORFN��
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&$6(�(/6(
VWDWHPHQW�EORFN�Q

(1'�6(/(&7

,I�WKH�FXUUHQW�YDOXH�RI�WKH�VHOHFWHG�DWWULEXWH�LV�QRW�LGHQWLILHG�E\�RQH�RI
WKH�&$6(V�JLYHQ��WKHQ�WKH�YDOXH�RI�WKH�6(/(&7�&$6(�VWDWHPHQW� LV�WKH
YDOXH�RI�WKH�&$6(�(/6(�VWDWHPHQW�EORFN�
$�ILQDO�ZRUG�RQ�WKH�6(/(&7�&$6(�VWDWHPHQW��7KH�(1'�6(/(&7�SDUW

RI�WKH�VWDWHPHQW�ZLOO�EH�RPLWWHG�ZKHQ�QR�DPELJXLW\�UHVXOWV�³�WKH�XVH�RI
LQGHQWDWLRQ�ZLOO�PDNH�FOHDU�WKH�VFRSH�RI�D�6(/(&7�&$6(�
7KH�,)�7+(1�(/6(�VWDWHPHQW�KDV�WKH�IROORZLQJ�V\QWD[�

,)
%RROHDQ�H[SUHVVLRQ

7+(1
VWDWHPHQW�EORFN

(/6(
VWDWHPHQW�EORFN

7KH� ,)�7+(1�(/6(� VWDWHPHQW� KDV� LWV� XVXDO�PHDQLQJ�� $�%RROHDQ� H[�
SUHVVLRQ�LV�DQ�H[SUHVVLRQ�FRQVLVWLQJ�RI�DWWULEXWHV�DQG�UHODWLRQDO�RU�ORJLFDO
RSHUDWLRQV�DQG�KDYLQJ�D�YDOXH�RI�758(�RU�)$/6(�
$�)25�($&+�VWDWHPHQW�LV�DOVR�XVHIXO��,WV�V\QWD[�LV

)25�($&+�SURFHVV�
VWDWHPHQW�EORFN
(1'�)25�($&+

%HFDXVH�DWWULEXWHV�PD\�DSSO\�WR�PRUH�WKDQ�RQH�NLQG�RI�HQWLW\��WKH�ODQ�
JXDJH�FODULILHV�DQ�DPELJXRXV�UHIHUHQFH�WR�DQ�DWWULEXWH�E\�TXDOLI\LQJ�HDFK
DWWULEXWH�ZLWK�WKH�QDPH�RI�WKH�HQWLW\�WKH�DWWULEXWH�EHORQJV�WR��)RU�H[DP�
SOH��WKH�DWWULEXWH�´VHFXULW\�OHYHOµ�DSSOLHV�WR�SURFHVVHV�DQG�VHYHUDO�NLQGV�RI
REMHFWV��´VHFXULW\�OHYHO�SURFHVV�µ�UHIHUV�WR�WKH�VHFXULW\�OHYHO�RI�WKH�SURFHVV�
5XOHV�RI�RSHUDWLRQ�XVH�WKH�IRUP�´>� �� �� ��@µ�WR� LGHQWLI\�D�V\VWHP�RSHUD�

WLRQ��)RU�H[DPSOH��WKH�2SHQ�UXOH�XVHV�WKH�VWDWHPHQW�>�WUXQFDWH�WKH�ILOH�@
WR�VWDQG�IRU�WKH�8QL[�RSHUDWLRQ�WKDW�GHOHWHV�WKH�GDWD�LQ�D�ILOH��5XOHV�PD\
XVH�WKH� IRUP�´�� �� �� �� �µ� WR�HQFORVH�D�FRPPHQW��VXFK�DV� �� WKH�GLUHFWRU\
VHDUFK�ZDV�YDOLG�DQG�WKH�ILOH�H[LVWV���DSSHDULQJ�LQ�WKH�2SHQ�UXOH�
%RROHDQ�H[SUHVVLRQV�DQG�DOO�VWDWHPHQWV�H[FHSW�WKH�6(/(&7�&$6(�DQG

WKH� ,)�7+(1�(/6(� HQG�ZLWK�D� VHPLFRORQ��%RROHDQ�H[SUHVVLRQV�XVH� WKH
XVXDO�LQHTXDOLW\�RSHUDWRUV�´�µ�DQG�´!µ�DQG�XVH�´  µ�IRU�H[SUHVVLQJ�HTXDO�
LW\��/RJLFDO�RSHUDWRUV�VXFK�DV�$1'�DQG�25�DUH�XVHG�LQ�REYLRXV�ZD\V�
5XOHV�XVH�WKH�VSHFLILFDWLRQV�´VHW�DWWULEXWHµ�DQG�´VHW�DWWULEXWHVµ�WR�PDQ�

DJH� WKH� YDOXHV� RI� DWWULEXWHV�� 7KH� UXOHV� RI� WKH� UXOH�VHW� PRGHO� XVH� ´VHW�
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DWWULEXWHµ�WR�GHVLJQDWH�WKH�YDOXH�WKDW�DQ�DWWULEXWH�VKRXOG�KDYH�LI�WKH�FXU�
UHQW�UHTXHVW�LV�JUDQWHG��7KH�V\QWD[�IRU�WKLV�XVH�LV

VHW�DWWULEXWH�DWWULEXWHBQDPH��DWWULEXWHBYDOXH�

7KH� UXOHV� RI� WKH� VWDWH�PDFKLQH�PRGHO� XVH� ´VHW�DWWULEXWHVµ� WR� LQGLFDWH
WKDW� WKH\� DUH� FDUU\LQJ� RXW� WKH� VHW�DWWULEXWH� VSHFLILFDWLRQV� JLYHQ� E\� WKH
UXOHV� RI� WKH� UXOH�VHW� PRGHO�� 6XSSRVH�� IRU� H[DPSOH�� WKH� VWDWH�PDFKLQH
PRGHO�LQYRNHV�WKH�UXOH�VHW�PRGHO�ZLWK�D�FUHDWH�ILOH�UHTXHVW��6XSSRVH�WKDW
WKH� UXOHV� RI� WKH� UXOH�VHW� PRGHO� DSSURYH� WKH� UHTXHVW� DQG� JLYH� WZR� VHW�
DWWULEXWH�VSHFLILFDWLRQV�

VHW�DWWULEXWH�VHFXULW\�OHYHO�ILOH���6(&5(7�
VHW�DWWULEXWH�REMHFW�FDWHJRU\�ILOH���JHQHUDO�

7KHQ�� WKH� SRUWLRQ� RI� WKH� FUHDWH� UXOH� WKDW� FDUULHV� RXW� WKH� FUHDWH� UHTXHVW
ZLOO� LQFOXGH� D� VHW�DWWULEXWH� VWDWHPHQW�� 7KH�PHDQLQJ� RI� WKH� VWDWHPHQW� LV
WKDW�WKH�VHFXULW\�OHYHO�RI�WKH�ILOH�LV�VHW�WR�WKH�YDOXH�6(&5(7�DQG�WKH�RE�
MHFW�FDWHJRU\�RI�WKH�ILOH�LV�VHW�WR�WKH�YDOXH�JHQHUDO�

&RQVWUXFWV�RI�WKH�VWDWH�PDFKLQH�PRGHO

7\SHV��$�W\SH�LV�D�FODVV�WKDW�LV�GHILQHG�E\�WKH�FRPPRQ�DWWULEXWHV�SRV�
VHVVHG�E\�DOO� LWV�PHPEHUV��7KH�QDPH�RI�HDFK�W\SH�VXJJHVWV�D�XVHIXO� LQ�
WHUSUHWDWLRQ�IRU�WKH�FODVV��7KH�PRGHO�XVHV�WKH�IROORZLQJ�W\SHV�

UHTXHVW�� ^DOLDV�� DOWHU�� FKDQJH�RZQHU�� FKDQJH�UROH�� FORQH�� FUHDWH�
GHOHWH�� GHOHWH�GDWD�� H[HFXWH�� JHW�SHUPLVVLRQV�GDWD�� JHW�
VWDWXV�GDWD��PRGLI\�DFFHVV�GDWD��PRGLI\�DWWULEXWH��PRG�
LI\�SHUPLVVLRQV�GDWD�� UHDG�� UHDG�DWWULEXWH�� UHDG	ZULWH�
RSHQ�� UHDG�RSHQ�� VHDUFK�� VHQG�VLJQDO�� WHUPLQDWH�� WUDFH�
ZULWH��ZULWH�RSHQ`

SURFHVV
ILOH
GLUHFWRU\
LSF
VFG
VLJQDO
REMHFW��>D�ILOH��GLUHFWRU\��LSF��RU�VFG@
SKDVH��^´DFWLYH�µ�´XQXVHG�µ�´LQDFFHVVLEOHµ`
IODJ��^21��2))`
PRGH��^´UHDG�µ�´ZULWH�µ�´UHDG	ZULWHµ`

9DULDEOHV��$�YDULDEOH� LV�DQ�DOWHUDEOH�HQWLW\��7KH�YDULDEOHV�RI� WKH�VWDWH�
PDFKLQH�PRGHO� GHILQH� WKH� V\VWHP� VWDWHV��:H� FDQ� WKLQN� RI� YDULDEOHV� DV
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IXQFWLRQV� ZKRVH� GRPDLQV� DUH� W\SHV�� -XVW� DV� QDWXUDOO\�� ZH� FDQ� UHJDUG
WKHP�DV�UHFRUGV�RI�LQIRUPDWLRQ�FRQWDLQLQJ�RQH�RU�PRUH�LWHPV�RI�GDWD��7KH
PRGHO�XVHV�WKH�IROORZLQJ�YDULDEOHV�

FXUUHQWBSURFHVV��SURFHVV
QHZBSURFHVV��SURFHVV
ILOHBQDPH��ILOH
GLUHFWRU\BQDPH��GLUHFWRU\
WUXQFDWHBRSWLRQ��IODJ
FUHDWHBRSWLRQ��IODJ
67$786�REMHFW���SKDVH
23(1�SURFHVV��REMHFW���VHW�PRGH�

&RQVWDQWV

758(
)$/6(
21
2))

([SUHVVLRQV

$FFHVV�5XOHV�UHTXHVW��SURFHVV�REMHFW��SURFHVV�REMHFW��
([WHQGHG�%RROHDQ

(IIHFWV��$Q�HIIHFW�LV�DQ�DFWLRQ�RI�WKH�VWDWH�PDFKLQH��7KH�PRGHO�XVHV�WKH
IROORZLQJ�HIIHFWV�

QRUPDO�H[LW
HUURU�H[LW
VHW�DWWULEXWHV
VDYH
UHVWRUH

$SSHQGL[�%��6XPPDU\�RI�WKH�&ODUN�:LOVRQ�LQWHJULW\
PRGHO

&HUWLILFDWLRQ�5XOH����$OO�,93V�PXVW�SURSHUO\�HQVXUH�WKDW�DOO�&',V�DUH�LQ�D
YDOLG�VWDWH�DW�WKH�WLPH�WKH�,93�LV�UXQ�

&HUWLILFDWLRQ�5XOH����$OO� 73V�PXVW�EH� FHUWLILHG� WR�EH� YDOLG�� 7KDW� LV�� WKH\
PXVW�WDNH�D�&',�WR�D�YDOLG�ILQDO�VWDWH��JLYHQ�WKDW�LW�LV�LQ�D�YDOLG�VWDWH�WR
EHJLQ�ZLWK��)RU� HDFK�73��DQG�HDFK�VHW� RI�&',V� WKDW� LW�PD\�PDQLSXODWH�
WKH�VHFXULW\�RIILFHU�PXVW�VSHFLI\�D�´UHODWLRQµ�ZKLFK�GHILQHV�WKDW�H[HFXWLRQ�
$�UHODWLRQ�LV�WKXV�RI�WKH�IRUP���73L���&',D��&',E��&',F���������ZKHUH�WKH�OLVW



5XOH�6HW�0RGHOLQJ�RI�D�7UXVWHG�&RPSXWHU�6\VWHP ���

RI�&',V�GHILQHV�D�SDUWLFXODU�VHW�RI�DUJXPHQWV�IRU�ZKLFK�WKH�73�KDV�EHHQ
FHUWLILHG�

(QIRUFHPHQW� 5XOH� ��� 7KH� V\VWHP� PXVW� PDLQWDLQ� WKH� OLVW� RI� UHODWLRQV
VSHFLILHG�LQ�&HUWLILFDWLRQ�5XOH����DQG�PXVW�HQVXUH�WKDW�WKH�RQO\�PDQLSX�
ODWLRQ� RI� DQ\�&',� LV� E\� D� 73��ZKHUH� WKH� 73� LV� RSHUDWLQJ� RQ� WKH�&',� DV
VSHFLILHG�LQ�VRPH�UHODWLRQ�

(QIRUFHPHQW�5XOH����7KH�V\VWHP�PXVW�PDLQWDLQ�D�OLVW�RI�UHODWLRQV�RI�WKH
IRUP� �8VHU,'��73L���&',D�� &',E�� &',F�� ������� ZKLFK� UHODWHV� D� XVHU�� D� 73�
DQG� WKH� GDWD� REMHFWV� WKDW� 73� PD\� UHIHUHQFH� RQ� EHKDOI� RI� WKDW� XVHU�� ,W
PXVW� HQVXUH� WKDW� RQO\� H[HFXWLRQV� GHVFULEHG� LQ� RQH� RI� WKH� UHODWLRQV� DUH
SHUIRUPHG�

&HUWLILFDWLRQ�5XOH����7KH�OLVW�RI�UHODWLRQV�LQ�(QIRUFHPHQW�5XOH���PXVW�EH
FHUWLILHG�WR�PHHW�WKH�VHSDUDWLRQ�RI�GXW\�UHTXLUHPHQW�

(QIRUFHPHQW�5XOH����7KH�V\VWHP�PXVW�DXWKHQWLFDWH� WKH� LGHQWLW\�RI�HDFK
XVHU�DWWHPSWLQJ�WR�H[HFXWH�D�73�

&HUWLILFDWLRQ�5XOH����$OO�73V�PXVW�EH�FHUWLILHG�WR�ZULWH�WR�DQ�DSSHQG�RQO\
&',��WKH�ORJ��DOO�LQIRUPDWLRQ�QHFHVVDU\�WR�SHUPLW�WKH�QDWXUH�RI�WKH�RSHUD�
WLRQ�WR�EH�UHFRQVWUXFWHG�

&HUWLILFDWLRQ�5XOH����$Q\�73�WKDW�WDNHV�D�8',�DV�DQ�LQSXW�YDOXH�PXVW�EH
FHUWLILHG� WR� SHUIRUP� RQO\� YDOLG� WUDQVIRUPDWLRQV�� RU� HOVH� QR� WUDQVIRUPD�
WLRQV��IRU�DQ\�SRVVLEOH�YDOXH�RI�WKH�8',��7KH�WUDQVIRUPDWLRQ�VKRXOG�WDNH
WKH�LQSXW�IURP�D�8',�WR�D�&',��RU�WKH�8',�LV�UHMHFWHG��7\SLFDOO\��WKLV�LV�DQ
HGLW�SURJUDP��>1RWH�WR�WKH�UHDGHU��0\�PRGHO�RI�&ODUN�:LOVRQ�LQWHJULW\�DO�
ORZV�D�73�WR�DFFHVV�DQ\�8',�LQ�WKH�QRUPDO�PDQQHU�IRU�DFFHVV�WR�DQ�REMHFW
E\�D�SURFHVV�LQ�WKLV�V\VWHP��VXEMHFW�WR�WKH�FRQVWUDLQWV�RI�WKH�RWKHU��WKDQ
LQWHJULW\�� SROLFLHV� LPSOHPHQWHG� E\� WKH� $')�� ,W� LV� XS� WR� WKH� FHUWLILFDWLRQ
SURFHVV�WR�HQVXUH�WKDW�WKH�73�DFFHVVHV�RQO\�WKRVH�8',V�LW�VKRXOG�DFFHVV
IRU� D� SDUWLFXODU� H[HFXWLRQ�� %XW� WKLV� LV� QRW� LQ� NHHSLQJ�ZLWK� WKH� VSLULW� RI
PRYLQJ� DV�PXFK� DV� SRVVLEOH� IURP� FHUWLILFDWLRQ� WR� HQIRUFHPHQW�� DV� VXJ�
JHVWHG�E\�&ODUN�DQG�:LOVRQ��2QH�SRVVLELOLW\�IRU�FKDQJLQJ�WKLV�DSSURDFK�LV
WR�DGG�WKH�QDPHV�RI�WKH�DOORZHG�8',V�IRU�D�SDUWLFXODU�73�WR�WKH�WULSOHV�RU�
SHUKDSV�EHWWHU��WR�WKH�73�&',V�UHODWLRQ��ZKLFK�ZRXOG�KDYH�WR�EH�DGGHG�WR
WKH�PRGHO�VLQFH� LW� LV�FXUUHQWO\�QRW� LQFOXGHG��'RLQJ�VR�ZRXOG�PHDQ� WKDW
WKH�73�&',�UHODWLRQ�LV�QR�ORQJHU�UHGXQGDQW�ZLWK�WKH�WULSOHV�@

(QIRUFHPHQW� 5XOH� ��� 2QO\� WKH� DJHQW� SHUPLWWHG� WR� FHUWLI\� HQWLWLHV� PD\
FKDQJH�WKH�OLVW�RI�VXFK�HQWLWLHV�DVVRFLDWHG�ZLWK�RWKHU�HQWLWLHV�³�VSHFLIL�
FDOO\��WKRVH�DVVRFLDWHG�ZLWK�D�73��$Q�DJHQW�ZKR�FDQ�FHUWLI\�DQ�HQWLW\�PD\
QRW��WKDW�LV��PXVW�QRW��KDYH�DQ\�H[HFXWH�ULJKWV�ZLWK�UHVSHFW�WR�WKDW�HQWLW\�
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$FNQRZOHGJPHQWV

,� WKDQN�0DUVKDOO�$EUDPV� IRU�KLV� IXQGDPHQWDO� LQVLJKWV�RQ�DFFHVV�FRQ�
WURO�WKDW�OHG�WR�WKH�PRGHOLQJ�DSSURDFK�GHVFULEHG�LQ�WKLV�HVVD\�DQG�IRU�KLV
HQFRXUDJHPHQW�GXULQJ�WKH�ZULWLQJ�RI�WKLV�HVVD\��,�WKDQN�-DPHV�:LOOLDPV
RI�WKH�0,75(�&RUSRUDWLRQ�IRU�VKDULQJ�ZLWK�PH�KLV�YLHZV�RQ�WKH�VWDJHV�RI
HODERUDWLRQ�RI�UHTXLUHPHQWV�IRU�WUXVWHG�V\VWHPV�DQG�IRU�PDQ\�FRQYHUVD�
WLRQV� DERXW� IRUPDO�PRGHOLQJ�� ,� WKDQN� &KDUOHV�:�� )OLQN� ,,� RI� $7	7�%HOO
/DERUDWRULHV�IRU�KLV�SDWLHQW�DQG�FRPSUHKHQVLYH�H[SODQDWLRQV�RI�PDQ\�GH�
VLJQ�DVSHFWV�DQG�V\VWHP�FDOOV�RI�6\VWHP�9�0/6��5HOHDVH�������


