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Abstract

Scalabilityiskey to thesuccessof any matureoperatingsystem.Theclassicapproachestoscalingoperatingsystem
kernelsrely on increasingthethreadingof thekernel.Suchthreadinghas,however, led to maintenanceproblemsfor
many kernels.

TheLinux kerneldevelopmentcommunityis currentlyponderingwhetherto follow thepathof extremethreading
or try an entirely differentapproach.Onesuchapproach,which hasbeenpromotedby Larry McVoy andwhich is
substantiatedby theexistingbodyof operatingsystemresearch,is theimplementationof a clusterof kernelson SMP
hardware.This paperpresentsa suggestedarchitecturefor theimplementationof suchacluster.

The architecturepresentedhereis built around5 components:the Adeosnanokernel, the Linux kernel,a setof
virtual devices, a kernel-modebootloader, andexisting clusteringsolutions. In this architecture,the development
of eachcomponentis independentof thedevelopmentof theothercomponents.The implementationof this system
doesnot requireany centraldevelopmentauthority, thoughit doesrequirethe commondefinition of interfaces,and
agreementon thearchitecturalprinciplesembodiedin this proposal.

As is shown, mostcomponentsrequiredto build suchanarchitecturealreadyexist. Eachcomponent,nevertheless,
requiressomelevel of modificationin orderto beeasilyintegratedin thearchitecturepresented.Therequiredmod-
ificationsandenhancementsarediscussedandvariousresearchavenuesarepresented.So too arethecaveatsof the
architectureandpossiblefutureenhancements.

Disclaimer

This paperis meantto encouragethe discussionabout
practicalimplementationsof Linux-basedSMPclusters.
It is by no meansa completedesigndocument,thoughit
doesoutlinea feasibleapproach.Commentsandcorrec-
tionsarewelcomed.

Main proposalfeatures
� No changesto thekernel’svirtual memorycode.

� No changesto thekernel’sscheduler.

� No changesto thekernel’s lock granularity.

� Minimal low-level changesto kernelcode.

� Reuseof many existingsoftwarecomponents.

� Short-termaccessibility.

1 Intr oduction

Recentdiscussionsin theLinux developmentcommunity
have madeit clearthat increasedthreadingof thekernel
is likely to renderthesourceunmaintainable.As pointed
out by Larry McVoy, pastattemptsto threadkernelsbe-
yond the4 and8 CPUthresholdhave indeedresultedin
veryhardto maintainkernels.

Many have arguedthatsmartlocking schemescould
be developedto facilitate the kernel’s scalability. Oth-
ershave arguedthat maintenanceproblemsareunlikely
to happento Linux becauseof thepeerreview natureof
opensource.

Nevertheless,McVoy’sassessmentis clearlysubstan-
tiatedby thosewhohaveworkedonSMPclustersinclud-
ing theteamwhoworkedonDisco[12, 15]. It is therefore
not the purposeof this paperto convince you that SMP
clustersaretheway to solve kernelscalabilityproblems.
Theassumptionbeingmadeis that you arealreadycon-
vincedof this andareseekingimplementationideas.

The rest of this paperpresentsa schemefor imple-
mentingLinux clusterson SMP hardwareusingmostly
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existing software componentsand extending some of
themfor the purpose.As we shall see,mostextensions
areactuallytrivial andshouldnot requireany substantial
developmenteffort. In addition, the schemepresented
hereis ratherintuitive andeasilyextendable.The addi-
tion of any featureswhich arenot currentlypart of this
schemeshouldnot requireany modificationof the basic
architecture.

Becausethe schemesuggestedreusesmany existing
components,our discussionmainly concentrateson the
implementationdetailsnecessaryto bringall theexisting
componentstogetherwith aslittle effort aspossible.

We startby reviewing previous work in 2. We then
presentthe overall systemarchitecturein 3. Eachsys-
temcomponentis thendiscussedseparately. TheAdeos
nanokernel is discussedin 4. The kernel-modeboot-
loaderis discussedin 5. Requiredchangesto the Linux
kernelaredescribedin 6. Thevirtual devicesto becre-
atedaredescribedin 7. Theclusteringcomponentsto be
usedarediscussedin 8. With all thecomponentscovered,
we discusshow thework on eachcomponentcanbecar-
ried out in 9. Beforefinishing, we review someof the
caveatsof the methodsuggestedandpossibleimprove-
mentsin 10. Finally, weconcludein 11.

2 Previous work

Therearemany areasof previous work that needto be
investigatedin orderto geta goodideaof whatneedsto
bedoneandhow it needsto bedonein oderto getmulti-
pleLinux kernelsrunningasa clusteron SMPhardware.
Hereis asummaryof theareasof previouswork covered:

� Efforts to increaseLinux’sscalability

� SMPclusters

� Kernelemulation/virtualization

� Nanokernels

� Conventionalclusters

� Kernelbootloaders

The idea of running multiple productionoperating
systems(OSes)in parallelon thesamehardwarein order
to achieve scalabilitywith minimum developmenteffort
is not new in itself. The most prominentimplementa-
tion exampleis Disco[12, 15]. TheDiscoapproachcon-
sistedof takingaproductionIRIX OSandrunningmulti-
plecopiesof it in parallelusingtheDiscovirtual machine

monitorto achievehardwaresharing.Thetechniquesde-
velopedduringthiswork haveactuallybeenreusedin the
VMWare product[1, 24]. In both cases,key hardware
components,suchastheCPU,thememory, andbasicI/O
devices,arevirtualizedby themonitor in orderto create
theillusion of realhardwareaccesses.

Although the approachis indeed useful for main-
streamOSeswhicharenotavailablein opensourceform,
it is not very well suitedto Linux. As a matterof fact,
many of the basicassumptionsmadeby the Disco team
do not hold if we accepttheideathatbasicOSmodifica-
tionsarepossibleandshouldindeedbecarriedout in or-
derto facilitaterunningthisOSontopof somehardware-
abstractingsoftware.

Insteadof a virtualizing monitor, Linux lendsitself
quitewell to the insertionof a smallnanokernelbeneath
it. Thisnanokernel’spurposewouldbeto providemecha-
nismsto allow clientOSesto requesthardwareresources.
Insteadof implementingclever hardware virtualization
techniques,the client OSesareawareof the nanokernel
andcanthereforebestuseits capabilities.

The existing Adeosnanokernelis a prime candidate
for useasthebasisof suchwork. Adeoswasfirst intro-
ducedin [26] andaimedat providing a patchlessnanok-
ernel for Linux. Given that the techniquesdescribedin
the original paperwerenot portable,an implementation
wasdevelopedasa kernelpatch[14, 2]. This latestre-
leaseis easilyportableto otherarchitecturesthanthex86.
Adeos,however, still requiressomechangesin orderto
accommodatemultiple Linux kernelsexecutingin paral-
lel in separateaddressspaces.

As partof championingSMPclusters,Larry McVoy
discussedhis ideasboth privately andpublicly in many
instances. [18] summarizesmostof theseideasfrom a
fairly high level and[17] coverssomeactualimplemen-
tationdetails.Althoughtheargumentfor SMPclustersis
definitelyconvincing, someof the implementationideas
put forth requirefurtherevaluation.Mainly, many of the
efforts to planfor singlesystemimage(SSI)components
may actuallybe alleviatedby reusingexisting software
componentsinsteadof creatingnew ones.

The approachtaken in this paper, for instance,is to
suggestthe useof existing clusteringsolutionssuchas
Beowulf [3, 22] and Mosix [4] to provide SSI compo-
nents. By doing so, we reuseexisting software which
hasbeentestedand proven to work.1 Suchclustering
software is, however, often built with the premisethat
nodesarephysicallyseparatedusinghigh-speednetwork-
ing hardware. Thereareprobablysimplificationswhich
canbemadeto thesesoftwares’algorithmsin light of the
tight couplingfoundin SMPsystems.

1This paperdoesnot attemptto evaluatetheprosandconsof existing clusteringsoftwarenor its ability to effectively provide a singlesystem
image. The assumptionbeingmadeis that this existing softwareis adequateandcapableof providing a clusteringAPI alongwith singlesystem
imagecapabilities.
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Also, contraryto the suggestionsmadein [18], it is
unlikely that RTLinux, or RTAI for that matter, may be
of any useto theimplementationof SMPclusters.Apart
from thefactthatthesereal-timemicro-kernelsrunLinux
astheir lowest-prioritytask,henceimposingscheduling
policiesto thekernelthatneedsto scale,they donot pro-
vide anenvironmentfor runningmultiple operatingsys-
temsconcurrentlyonthesamehardware,nordothey pro-
videdistributedservices.

As describedin [12, 15], SMPclustersrequiretheuse
of a nanokernelwhich enforceshardwaresharingamong
all existingOSinstancesandprovidesasetof distributed
services.Adeosalreadyprovidesbasicnanokernelser-
vices for running multiple OSeson the samehardware
andshouldeasilyextendto providedistributedservices.

Another suggestionwas to use User-Mode Linux
(UML) [5]. UML, however, requires an existing
userspaceenvironment completewith virtual memory
servicesanda C library in orderto run. For bestperfor-
mance,wewanteachindividualkernelpartof thecluster
to run on realbarehardware.UML is not adaptedto this
use.

An entirelydifferentapproachis takenby the Linux
Scalability Effort [6]. Many partsof this effort aim at
scalingthe kernel’s own algorithmsand capabilitiesto
handleN numberof CPUsefficiently. As statedearlier,
this approachmaycauseproblemsfor thekernel’smain-
tenance.

The porting of Linux to NUMA machinesis part of
theseefforts [7]. Suchportsarelikely to reapthe bene-
fits of theapproachput forth here.In additionto NUMA
machines,however, thisapproachappliesto any standard
SMPbox availableon themarket.

In investigatingtherunningof multipleLinux kernels
on the samehardware, one key issueis the booting of
multiple Linux kernelson the samehardware. Most ex-
isting boot codewhich can load an extra kernel while
a kernel is alreadyrunning, such as the LOBOS Lin-
uxBIOS loader[8], make the assumptionthat they can
rewrite over the existing kernel’s own structures. Of
course,this is not useful in our setup. The codemost
likely to be useful to booting additionalkernelson top
of theonealreadyrunningis thecurrentSMPbootcode
(arch/i386/kernel/smpboot.c). Martin Bligh’s work on
bootingLinux onNUMA-Q is alsolikely to bequiteuse-
ful.

3 Overall systemarchitecture

The software architecturepresentedhere consistsof 4
mainruntimecomponents:

1. Adeosnanokernel

2. Linux kernel

3. Virtual devices2

4. Clusteringcomponents

The layering of thesecomponentsis illustrated in
figure 1. The Adeosnanokernelprovides a distributed
hardwaresharinglayer. Insteadof virtualizing the hard-
ware,theLinux kernelis modifiedto makekey hardware
requests,suchas interruptallocationandmanipulation,
physicalmemoryallocation,anddevice interrogation,to
thenanokernel. Thenanokernelon theroot virtual node
(vnode)3 is the centralAdeosarbitratorandis responsi-
ble for providing eachvnode’snanokernelwith thelist of
hardwarecomponentsthevnode’skernelis entitledto.

During the boot sequence,for instance,the root vn-
odekernelwill conductPCI postor extractPCI postin-
formationfrom theBIOS.Usertoolsareprovidedon the
root nodeto enabletheattribution of thevariousPCI re-
sourcesto the vnodes.Oncethis is done,the additional
kernelsthatbootonothervnodeswill maketheirrequests
for PCI listing from their local Adeos. This Adeoswill
communicatewith the root vnodeto retrieve the list of
devicesbelongingto its kernel.4

Thedevicescouldalsobeprovidedby the root node
asbootparameters.Theuseof thenanokernel,however,
allowsfor devicemigrationonceall deviceshavebeenal-
locatedandthesystemis running.A SCSIcontrollercan
thereforebedisabledon onevnodeandthenbroughtup
on anothervnode. Also, the nanokernelcanbe the cor-
nerstoneof fault-containment.Whena vnodefails, the
nanokernelnotifiestherootvnodewhichtakescareof the
cleanupandrestartof thefaulty vnode.Vnodescanalso
be debuggedindependentlyfrom oneanother. It should
be fairly straight-forward to debug a kernel running on
onevnodeusinganothervnode.

Device allocationis exclusive in this scheme.A de-
vice allocatedto a vnodeis not sharedby othervnodes.
If anEthernetcardis givento vnode3, thenno othervn-
odecanactuallyseethis PCI device,muchlessuseit. In
addition,hardwareaccessesareleft as-is.No changesare
madeto interceptor modify hardwareaccesses.Hence,
all existingdevicedriverscanbeusedas-is.

2Thesearevirtual devicesverymuchlike thevirtual devicesusedby RubiniandCorbetto presenttheirexamplesin [23]. They arenot virtualized
devicesasimplementedby VMWare.

3They arecalledvirtual nodesbecausethereneednotbeactualphysicalseparationbetweenthevariousnodes.
4Thecurrentschemedoesnot allow for thepresenceof ISA devices. Suchdeviceswould becomplicatedto manage,especiallybecauseof the

way ISA DMA operates.
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Figure1: Overall systemarchitecture.

Figure1 illustrates2 CPUvnodes,but vnodescould
be madeof as many CPUsas desired. In the extreme
case,1 CPUvnodesarepossible.Giventhefactthatthere
is one Linux kernel running per vnode,1 CPU vnodes
will wastephysicalmemoryresourceswith little advan-
tagegiven thatLinux alreadyscaleswell up to 4 CPUs.
SinceLinux is alreadyquite able to handle4 CPUs,4
CPUvnodesarelikely to betheoptimalsetup.

Interestingly, vnodescanbemadeby anoddnumber
of CPUs. A 3 CPU vnode,for instance,shouldbe fea-
sible. This couldbepotentiallyusefulin thecasewhere
the systemdesignerwould preferto allocateaslittle re-
sourcesaspossibleto the root node. On an 8 CPU ma-
chine, for instance,therewould thereforebe 3 vnodes:
therootvnodewith 1 CPU,asecondvnodewith 3 CPUs,
anda third vnodewith 4 CPUs. The problemwith this
setup,however, is thatthevnodesarenotequal.

Eachvnoderunsits own copy of akernelimagecom-
monto all vnodesandhasits own separatevirtual address
space,althoughall vnodessharethesamephysicalmem-
ory.5 It follows that eachvnodehasits own GDT, page
tables,and interrupt table. This setupdiffers from the
OSletconceptdiscussedin [17].

Communicationwith othervnodesis providedby the
nanokernelusingsharedphysicalmemoryregions,which
wewill call bridges, andinterrupts(inter-processorinter-
rupts in particular),which we will call portals follow-
ing thenomenclaturedevelopedfor theSPACE nanoker-
nel [21, 20, 19].

The allocationandmanagementof bridgesandpor-
talsis theroleof thenanokernel.Thesebasicabstractions
cantheneasilybe usedto build moreelaborateservices
usingvirtual devicedrivers.Sincethesedeviceswouldbe
implementedasseparatecomponentsfrom thecoreker-
nel functionality, no changesarerequiredto thekernel’s
code. Instead,thesedevice driversusethe nanokernel’s
API directly to interactwith othervnodes.Primecandi-
datefor suchdriversarevirtual network interfacesanda
distributedfilesystem.Theseservicescouldalsobeused
to provide SSI components,suchas a unique/proc, or
raw sharedmemorybuffers.

Since these services are implemented using the
nanokernel’s API, Linux’s own virtual memory code
neednot be changedin any way. Neitherdo the sched-
uleror thelock granularity. Thesearethekey advantages
of this schemesincemaintainabilityof the kernel is not
influencedin any way. Any elaborateservice,suchas
processmigration,canbe implementedseparatelyfrom
theexisting kernelcode.

It follows from this that running other OSesthan
Linux aspartof thisclustershouldberelativelyeasy. The
rootnodecouldbeOpenBSD,for instance,andwouldbe
theonly nodelinkedto aphysicalnetwork outsidethelo-
cal clusterbox. This will be all the more easieras the
clusteringandSSIcomponentsarecloseto userspace.

The last piece of the puzzle is the clustering and
SSI components.Given that theseissueshave beenin-
tensively studiedandworked on in the context of other

5Theuseof asinglevirtual memoryaddressspacefor all kernelsis a roadblockto scalability.
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projects,the bestapproachis to reuseexisting compo-
nents.Beowulf andMosix areprimecandidatesfor this
becauseof their establisheduser-baseandproven relia-
bility. Sincevirtual network devicedriverscanbeimple-
mentedover Adeos’ bridges,it is very likely that these
packagesmay run unmodifiedon the setup described
here.

It would bebest,of course,to provide thecapability
of runningany clusteringsolutionon top of the current
scheme.Thiswouldrequireaunifiedapproachto cluster-
ing on Linux, however. This issueis beyondthescopeof
thecurrentproposal,but Marowksy-Bréehasdiscussedit
amplyin [16].

4 Adeosnanokernel

The existing Adeoscodealreadymanagesinterruptson
UP andSMP systemsefficiently. It will requiremodifi-
cations,however, in orderto satisfythe requirementsof
SMPclustersasdescribedhere.6 Thefuturearchitecture
of the Adeosnanokernel is presentedin figure 2. The
following subsectionsdiscusseachpart of the nanoker-
nel. Note that the implementationof theseserviceswill
alsomake therunningof otherkernelsside-by-sidewith
Linux mucheasier.

4.1 Interrupt management

Adeos’first andmostimportantresponsibilityis to man-
ageinterruptsandimplementa flexible schemefor inter-
rupt handling. The interrupt pipeline describedin [26]
will continueto beused,asit is very well adaptedto this
purpose.

Theinterruptpipelinewill beusedby someof Adeos’
own componentsin orderto implementvariousservices.
The distributedsharingprotocol (DSP), for instance,is
likely to useinter-processorinterruptsin order to com-
municatewith otherAdeosinstances.TheDSPwill then
intercepttheseinterruptsto receivethemessagesof other
Adeosnanokernels.7 Other “secret” interruptsmay be
usedto enableuserspaceapplicationsto communicatedi-
rectlywith add-onservices.It followsfrom thisandfrom
thedescriptionprovidedin [27] thatbuilding ahard-real-
timeclustershouldbefeasible.

Insteadof usingtheflat modelfor thevariousAPICs,
Adeos will need to use the cluster addressingmodel.
Martin Bligh’s work on theuseof this addressingmodel
in NUMA-Q machinesshould be helpful to this end.
Chapter7 of [13] shouldbethestartingpoint.

4.2 Devicemanagement

Thefirst vnodeto bootis responsiblefor handingoverits
device managementto Adeos. This vnodemay be able
to seeall of the system’s devices, but it still can’t use
any deviceswhichhavebeenhandedout to othervnodes.
Userspacetools will needto be developedto enablethe
administratorlogged-inon theroot vnodeto managethe
allocationof devices.

It shouldbe feasible,for instance,for theclusterad-
ministratorto entercommandssuchas:TransferdeviceD
from vnodeX to vnodeY. Thenanokernelwill thenhave
to bring the device down on vnodeX and thenbring it
up on vnodeY. All suchactionswill interactwith Adeos
in orderto completeandwould useexisting hotplugging
capabilitiesextensively.

Theprogrammingof thevariousI/O APICs is modi-
fied accordingto theattribution of devicessothatdevice
interruptsgo to the vnodewhich hasbeenattributedthe
device.

4.3 Physical memory management

Adeos is responsiblefor providing all the vnodes,ex-
cepttherootone,with their initial physicalmemory. The
kernel-modevnodebootloaderrequestsphysicalregions
from Adeos. Oncethe vnodeis started,Adeosis then
responsiblefor allocatingandconnectingbridges.

The Adeosphysicalmemorymanagementcodewill
needto implementvery smartpolicies. Specifically, it
will needto becapableof defragmentingphysicalmem-
ory. Suchdefragmentingmay requiring the temporary
freezingof all the vnodesusinga certainbridge. It fol-
lows that intensive allocation/freeingof bridgesby vn-
odeswill significantlyimpacton theentirecluster. This
extremesituation is not typical of most clustersetups,
however. In the most likely scenario,eachvnodewill
allocateacertainnumberof bridgesatboottimeandwill
continueto usethesebridgesthroughoutits existence.

In orderto alleviatetheproblemscausedby transient
bridges,Adeoscould provide a separateallocationser-
vice for suchbridges. The requesterwould thenbe re-
quiredto provideacallbackfunctionfor dealingwith the
relocationof the bridge to a differentphysicalmemory
location.

Different bridges can be implement with various
identificationschemes.Named bridges would be recog-
nizedby all vnodesusinga uniquename. Suchbridges
couldbelocal to avnodeor globalto thecluster. Access-
ing a local namedbridge requiresthe vnodeID, while
accessinga globalnamedbridgerequiresonly thename
of thebridge.

6Theassumptionbeingmadehereis thatAdeosis extendedto provide additionalfunctionality. It couldbepossibleto leave thecurrentAdeos
codebaseunmodifiedandbuild therequiredserviceson top of thebasicservicesalreadyprovided.

7Mostof thecommunicationbetweenthenanokernelsis actuallyimplementedusingsharedphysicalmemoryregions,asdiscussedbelow.
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4.4 Distrib uted sharing protocol

In order to synchronizewith oneanother, all the Adeos
nanokernelsneedto communicatewith eachotherusing
a distributed mechanism. This is the role of the DSP.
Theimplementationof theDSPproperwill requiresome
additionalresearchin orderto implementa scalableand
flexible protocolwhich hasvery low overhead.As with
othercomponentsin thesystem,theDSPwill be imple-
mentedoversharedphysicalmemoryregions.

5 Kernel-modebootloader

The kernel-modebootloader(KMB) is in charge of the
startupof the non-root vnodes. Its main interface is
a command-lineutility which takes the following argu-
ments:

� Pathnameof thekernelimageto load.

� CPUID8 on which it hasto startthekernel.

� Rangeof CPUIDs partof thevnode.

� VnodeID.

� Sizeof physicalmemoryattributedto this vnode.

� List of devicesbelongingto thisvnode.

Thekernelimageprovidedto theKMB shouldactu-
ally be the sameas the onerunningon the root vnode.
Hence,all vnodeswould berunningtheexactsameker-
nel image. In orderto automatethe loadingof multiple

vnodesinstantly, it is probablybestto definea configu-
ration file format for the KMB userspacetool. Sucha
formatis outsidethescopeof thiswriting.

The parametersare then handedover to the kernel
module componentof KMB through ioctl() or a
similar interface. The LinuxBIOS bootloader, LOBOS,
passesa filenameusingan additionalsystemcall. This
is inconsequentialsinceLOBOS is aboutto write over
the runningkernel. Becauseaddingnew systemcalls to
a kernelwhich hasto continuerunning is not a desired
side-effect,anothermethodis preferable.

Also,LOBOSreadstheimageasanexecutableimage
usingread exec(). This may not be appropriatefor
our currentscheme.Thekernelmoduleindeedneedsto
uselookup dentry(), asLOBOSdoes,but its subse-
quentoperationdiffersfrom LOBOS.9 Herearethesteps
carriedout by KMB kernelmodule:

1. Requestphysicalmemoryfrom Adeosfor vnode.
(Thishasto beaphysicallycontiguousmemoryre-
gion).

2. Remapphysicalregioninto currentkernel’svirtual
memory.

3. Copy kernel imageandboot parametersto mem-
ory region. Thebootparametersare:ID of CPUto
booton, list of additionalCPUIDs that imagehas
to boot,vnodeID, andallocatedphysicalmemory
range/size(mem=).

4. Setregionasexecutable.

5. Inform Adeosof theinitial resourcestheupcoming
vnodewill beallowedto use.(PCI devices).

8It maybemoreappropriateto talk aboutthe(logical/physical)APIC ID instead?
9Interestingly, nevertheless,LOBOScomeswith a small script which usesobjcopy to strip thekernel imagefrom all its headersandturn it

into a bareexecutable.This scriptmaynot bevery useful,however, sincewe needto beableto locatethestartup 32 symbolin theimageto be
started.
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6. Jumpto the loadedimage’s startup 32 func-
tion.10

7. Unmapphysicalregion from currentkernel’s vir-
tualmemory.

For its part,startup 32 is modifiedto checkvery
earlywhetherpagingis alreadyenabled.If it is so, then
its actiondiffersfrom theexisting procedure.Themodi-
ficationsto thekernel’s initialization will bedescribedin
detail in section6.1.

6 Linux kernel changes

In order to run in the schemedescribedhere, the ker-
nel needsslight modifications. The role of the kernel
andmostof its existingfunctionalityremainsunchanged,
however. Mainly, the kernelknows of a setof PCI de-
vicesit canprobefor anda singleflat physicalmemory
region it is entitledto managefreely. Theseassumptions
areleft intactby thecurrentproposal.

Thereare2 reasonsfor implementingchangesin the
kernelfor thecurrentscheme:

1. Allow insertionof nanokernelbeneathLinux.

2. EnableLinux to bootdifferently.

3 areasof the kernelneedto be changedin orderto al-
low the insertionof the nanokernel: the PCI subsystem,
the interrupt managementcode,and the locking primi-
tives.Thelast2 havealreadybeensuccessfullymodified
aspart of the currentAdeoswork. The following sub-
sectionsdetail therequiredkernelmodifications,starting
with modificationsto kernelinitialization.

6.1 Initialization

At startup,the kernel usually assumesthat it has total
controlover any availableandvisible pieceof hardware.
Linux hereis no different from the majority of existing
OSes.Suchanassumptionwill have to change,however,
if Linux clustersareto bepossibleon SMPhardware.

First andforemost,Linux will haveto beableto boot
in verystrangephysicaladdresses,sometimesveryhigh-
up in the physicaladdressspace.It may alreadybe ca-
pableof dealingwith suchsituations,but thisneedsto be
confirmed.

Hardware initialization will also needto changein
light of the fact that the kernelwill only have accessto
thehardwaretheAdeosPCI proxy allows it to see.ISA-
style probing, for one,shouldnot be carriedout during

thebootingof any non-rootvnode.If necessary, thendif-
ferentkernel imagesshouldbe usedfor the root vnode
andthenon-rootvnodes.

For its startup,theroot vnodeshouldbebootedwith
avnodeID of 0, thelist of CPUIDs partof therootnode,
anda mem= parameterequalto the amountof physical
memoryit shoulduse. The restof thephysicalmemory
actuallyavailablewill behandledby thenanokernel.

Thebootcodein thekerneldifferswhenit comesto
thestartup 32 code. Insteadof immediatelysetting
up theCPU’s tableandenablingpaging,thecodeshould
first checkif pagingis alreadyenabled. If so, then the
currentimagewasloadedby KMB. Otherwise,the nor-
malcodefollows its course.

In the casewherepagingis enabled,then the code
branchesoff and conductsan operationsimilar to that
foundin arch/i386/kernel/smpboot.cbut on itself. Essen-
tially, thecodesetsthestartupEIPfor thevnodeCPUID
to bethephysicaladdressof thebeginningof thetrampo-
line routine11 andsendsthe appropriateIPI to the APIC
of the vnode’s first CPU.The codethenreturnsandthe
KMB cancontinuewhereit left off.

Meanwhile,the other CPU hasbootedwith a fresh
copy of Linux which will proceedthrough the normal
bootsequencesincepagingwill not alreadybeactive for
it. It will load its own GDT, its own IDT, and its own
pagetables.Anything it doesafterwardsis conductedin
anentirelydifferentaddressspacefrom thefirst kernel.

The main referencesfor implementingthis scheme
arethecurrentSMPbootcodeandchapter7 of [13].

It couldbearguedthatthesetupandbootoperationof
thevnode’s first CPUshouldbetheresponsibilityof the
KMB insteadof that of the kernelbeingbooted. There
are,however, advantagesin having thebootedkerneltake
careof settingup its own CPUprior to booting. Mainly,
thekernel’sbootingonavnodeis madeindependentfrom
thebootloader. A distributedfault-detectionmechanism,
for instance,could have kernel imagesready to go in
kernelspace.Whendetectinga failure, the mechanism
would fire the kernel imagewithout requiringthe inter-
ventionof the KMB. The developersof sucha mecha-
nism would needto know very little aboutvnodekernel
booting.Also, variouskernelversionswith differentboot
mechanismscanbesupported.SocanotherOSes.

The bootupof the additionalCPUsin the vnodeis
doneverymuchthesameway astheSMPbootupis cur-
rently done.Somesmallchangesmayberequirednever-
theless.

Therootfilesystemcouldbeprovidedeitherasanini-
trd or mountedvia NFS usingthevirtual NIC described
below. Of course,eachvnodethathasa SCSIcontroller
with anattachedphysicalHD canmountits own device.

10All referencesto startup 32 referto thefunctionin arch/i386/kernel/head.S.
11Thisaddresscouldbepassedasakernelbootparameterif virtual addressescannotbeeasilyconvertedinto physicaladdressesby thisbootcode.
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It canalsoshareit with othervnodesusingNFSor a dis-
tributedfilesystemasdiscussedin section7.

6.2 PCI subsystem

Linux’scurrentPCIsubsystemcaneitherretrieveits data
from theBIOS or conductits own PCI post. In thecase
of a non-rootvnode,PCI postingis out of the question
andsois probingtheBIOS to obtainthedeviceentries.

ThePCI subsystemmustbemodifiedto make its de-
vice listing requeststo Adeosinsteadof doing themdi-
rectly. In thecaseof theroot vnode,theserequestsactu-
ally endup beingcalls to thekernel’sown existing func-
tions. On othervnodes,however, thesecalls arerouted
to the root Adeoswhich then handsover a list of visi-
ble devicesto the vnode’s Adeos. It is this list which is
providedto thekernelrunningon this vnode.

Device transitionsrequirethe dynamicadditionand
removal of entriesin the kernel’s PCI tables. The hot-
pluggingwork comesin asbeingvery usefulheresince
it shouldbeeasyto reusethis functionalityto implement
devicemigrationasdescribedabove.

6.3 Interrupt management

Easyaccessto avnode’sinterruptflow is essentialfor im-
plementingmany of thecapabilitiesdescribedhere.Por-
tals are the most basicservicefor which taping in the
interruptflow is necessary. Fault containmentandkernel
debuggingareyet otherreasonswhy interrupt intercep-
tion by thenanokernelis essential.

To achieve this, we needto modify the kernelin or-
der to divert all interrupt allocation to the nanokernel.
This hasalreadybeenimplementedand is available in
thecurrentAdeosimplementation.See[14] for morede-
tails. Basically, set intr gate() is modifiedto call
onAdeos’interruptallocationservicesinsteadof manip-
ulatingtheinterrupttabledirectly.

All themodificationsrequiredfor this areeasilysur-
roundedby appropriate#ifdef/#endif statements.

6.4 Locking primiti ves

Sincewe needto receive all interruptsthat comefrom
otherprocessors,including oneswhich don’t belongto
Linux, we needto modify the kernel so that it doesn’t
disablethe interrupts in hardware. Instead,the inter-
rupt pipeline’spropertiesareput to usehere.In essence,
Linux’s requeststo disableinterruptsresultin a pipeline
stall. Conversely, requeststo enableinterruptsunstallthe
pipeline.Rememberthatinterruptsarenot propagatedin
thepipelinebeyonda stalledstage.

As above, the modificationsrequiredto the kernel
sourcesarerelatively smallandareall conditionalto en-
abling the Adeosnanokernel in the kernel’s configura-
tion. Thecompletedetailsareprovidedin [14].

6.5 Timer

Thisis notsomuchachangeto thekernelasit is achange
of policy. There’s only one 8253 in the systemand it
becomesvery inconvenientin the currentsetupto try to
haveall vnodesusethistimer. Instead,it ismuchmorevi-
ablefor eachvnodeto usethetimersfoundin eachCPU’s
APIC.Clocksynchronizationthenbecomesthejob of the
clusteringandSSIcomponents.It is, however, conceiv-
ablethatAdeosmaybemodifiedto allow very low-level
clock synchronizationthroughits DSP.

7 Virtual devices

Thevirtualdevicesarethegluethatenablesall thevnodes
to communicatetogether. Thesedevicesexport known
abstractionsto userspace.Theseabstractionsare them-
selvesusedby theclusteringandSSIcomponentsto form
acluster. In ordertobestcommunicatewith othervnodes,
the virtual devicesusethe nanokernel’s bridgeandpor-
tal servicesdirectly. The following subsectionsdiscuss
thekey virtual devicesto beimplementedandprovidean
outline of eachdevice’s operation. Note that, asstated
in [12], suchdevicesarefairly easyto implement.

7.1 Network device

Thenetwork devicemostlikely appearsasa normalEth-
ernetdevice to the restof the kernel. It startsby open-
ing a namedbridge,the“Ethernet”bridge,andmapsthis
bridgeinto its kernel’s addressspace.This bridgeis the
Ethernet“wire” thatconnectsall thevnodes.Obviously,
thesedeviceswill have to includea softwareimplemen-
tation of CSMA/CD in orderto synchronizeaccessesto
thevirtual wire.12

Becausethe virtual NICs arefree,a vnodecanhave
many such devices, eachconnectedto a different net-
work. Sinceeachvnodein the cluster is connectedto
all suchexisting networks, efficient load-balancingcan
insurethatno onenetwork is saturated.

A similardevicehasbeenimplementedaspartof the
examplespresentedin [23]. That device is rathersim-
ple, but it is certainlya goodstartfor whoever wantsto
implementan Adeos-awarevirtual NIC suchasthe one
describedhere.

12This is avery goodillustrationof theuseof inter-vnodelocks. Interestingly, thescalabilityof thealgorithmusedto implementsucha lock will
mostlikely beindependentof Adeos’or Linux’s or eventheclusteringandSSIcomponents’own scalability.
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7.2 Distrib uted filesystem

A distributedfilesystemis an importantSSIcomponent.
Many suchfilesystemsalreadyexist. Often,they areim-
plementedover existing network services.NFS, for in-
stance,could easily be usedon top of the virtual NIC
describedearlier. Giventhearchitecturedescribedin this
proposal,however, it is likely that other, moreefficient,
distributedfilesystemscanbeimplemented.

In this case,a filesystemcould useAdeos’ services
to communicatewith theotherfilesystemcomponentson
theothervnodes.In thesimplestimplementation,theroot
vnodecould be the centralrepositorywith all the other
vnodesmakingrequeststo it. This is similar to NFS’ op-
erationbut would involveonly onesoftwarelayerinstead
of two.

Thenecessityof having a unique/tmp directorywas
discussedin [17]. In thisscheme,oneinstanceof thedis-
tributedfilesystemcouldbemountedat /tmpon eachvn-
ode,henceenablinga cluster-wide unique/tmp. There
are, of course,other directorieswhich can usesuch a
filesystem.In the extreme,the entireclustercouldhave
thesameroot directory.

It is alsopossibleto implementa virtual distributed
block device,but aswith theMTD work whereJFFS2is
moreefficient thanext2 over NFTL [25], it is preferable
to have anAdeos-awarefilesystemthananAdeos-aware
blockdevice.

7.3 Consoledevice

Sincethere is only one real consoleon the entire sys-
tem,thereneedsto bea way for systemadministratorsto
communicatewith theconsoleof any vnode.This too is
a serviceprovidedon top of Adeos. Eachvnodewould
have a line discipline implementedover a local named
bridge. This line disciplinewould serve as the vnode’s
console.TherootAdeoswouldthereforebeableto selec-
tively communicatewith theconsoleof any vnode.Such
a line disciplineshouldbe able to serve any vnode,in-
cludingtherootvnode.

7.4 Userspaceshared memory regions

Someapplicationsmaybedesignedto makeefficientuse
of the currentsetup. It may be useful for suchapplica-
tionsto have accessto thebridgefacilities in userspace.
Although it could be possibleto export Adeos’ services
to userspaceusinga differentsoftwareinterrupt,it may
bemoreappropriateto encapsulateAdeos’ servicesin a
kerneldevice driver. Sucha device driver would imple-
mentall thesecurityandsanitychecksAdeosisn’t meant
to takecareof.

8 Clustering and single systemim-
agecomponents

Any in-depthwork on Linux clusterson SMP hardware
will haveto takeinto considerationthevery largeamount
of work alreadycarriedon classicclusterssincemuchof
this work can be reusedas-is. As a matterof fact, is-
suessuchasproviding asinglesystemimage,distributed
sharedmemory, anddistributedfilesystemshave already
beenamplydiscussedandhave beenimplementedmany
times over. As statedabove, Beowulf and Mosix are
prime candidates,but have a look at the Linux High-
Availability projectfor a moredetailedlist [9].

As in other clusteringsituations,eachnodeseesits
own local kernelanda setof network servicesit canuse
to connectto othernodes.

That being said, clusteringpackagesmay make as-
sumptionsthat do not hold in the currentarchitecture.
Primarily, by having nodesso close together, physical
network latenciesandproblemsdisappear. Otherissues
suchasnodefailure canbe detectedusingothermeans
thanakeepalivesignal.

In the simplestconfiguration,the root vnodecanbe
usedas the centralclusternode. Eachnodecould then
export its own local processtable using a local named
bridge, and the root vnodewould usethis information
to provide a unique/proc. Otherconfigurationsmay be
moreappropriate.

It is not thepurposeof this paperto try to discussall
the detailsof how existing clusteringsolutionscanbest
usethe architecturepresented.Rather, the designersof
suchsolutionsare encouragedto analyzethis proposal
andcommenton theapplicabilityandusefulnessof their
systemsto it.

9 Work ahead

Mostof thework presentedherecanbeconductedby in-
dependentteams. Therewill be a needto synchronize
in orderto agreeon interfaces,but thereis little needto
starta complex projectfor this work. This is yet another
advantageof this proposal:if mostdevelopersagreeon
thebestway to proceed,theneachteamcanheadits way
with little needfor a singleauthorityto headthe restof
theeffort.

It may seemthat eachdeveloperwould requirevery
expensivehardwareto participatein thiseffort. A 4 CPU
machine,with 2 vnodesof 2 CPUseach,shouldbe suf-
ficient,however, to developmostof thesystem’scompo-
nents. Furthertestingwill certainlybe requiredon ma-
chineswith a greaternumberof CPUs,but suchtesting
canbecarriedout by a relatively smallnumberof devel-
operstakingpartin this effort.

9



Hereis the list of systemcomponentsin decreasing
orderof theamountof work requiredfor implementation:

1. Adeosnanokernel

2. Virtual devices

3. Linux kernel

4. Kernel-modebootloader

5. ClusteringandSSIcomponents

The nanokernelis clearly the componentwhich will
requirethe largestamountof work. It will have to be
extendedto supportdevice management,physicalmem-
ory management,anddistributedoperation.Deviceman-
agementis relatively simplesinceit mainlyrequireseach
vnode’s Adeosto retrieve a device list from theroot vn-
ode. The physicalmemorymanagementunit canprob-
ably reuseexisting memorymanagementalgorithmsthat
alreadyimplementmemorydefragmentation.Finally, the
distributedcommunicationsubsystemcanreuseexisting
distributedresourcesharingalgorithms.In thecaseof the
currentproposal,theoperationof thissubsystemis likely
to besimplifiedbecauseof theuseof a root vnode.

The virtual devicescanbe developedindependently
from one another. Once the Adeos bridge API estab-
lished,suchdevicesshouldberelatively straight-forward
to implement.For someonealreadyfamiliarwith theim-
plementationof drivers for the equivalent real devices,
thisprobablyamountsto lessthan2weeksworthof work,
grantedthe software CSMA/CD is easyto implement.
Thedistributedfilesystemmayrequiresomemorework,
however. A look at the stateof the art in distributed
filesystemresearchis probablywarranted.

Most kernelmodificationspresentedin section6 are
fairly trivial. Lesstrivial, however, is the kernel initial-
ization. This will requiresomeonealreadyfamiliar with
SMP booting. This work may requirean in-circuit em-
ulator (ICE). Alternatively, a setof ad-hocdevelopment
toolscouldbeimplementedto helpin thedevelopment.It
mayfacilitatetheprocessto startoff with 2 differentker-
nel images.Thefirst onewould have serialport support
disabledwhile the secondwould have it enabled.Work
on gettingthesecondvnodebootingcouldthencontinue
using anotherhost to debug the secondvnodethrough
the serial port. Whichever schemeis chosen,note that
thedevelopmentof thebootprocessdoesnot requirethe
availability of thecompletenanokernel. Vnodeswill, of
course,not be able to communicatewithout it, andvn-
odeswill thereforebe isolatedin its absence,but this
shouldnot impedeon the developmentof the boot pro-
cedures.13

Thekernel-modebootloadertooshouldbefairly sim-
ple to implement. Seethe referencesmentionedin sec-
tion 5.

Finally, the existing clusteringandSSI components
shouldbeusedas-isin thefirst generationof thisscheme.
Simplificationsandenhancementsto makefull useof the
locality of the clusternodescouldprobablybe addedin
futureiterationsof thisscheme.

10 Caveatsand futur e work

Therelianceonacentralrootvnodeis thisscheme’smain
weakness.Any problemon this centralvnodewill bring
theentireclusterdown. Yet, it is theuseof suchacentral
vnodethatmakestheentireschemeverysimpleto imple-
ment. It would bebeneficialto plan for future iterations
of this schemewhereall vnodesareentirelyindependent
of oneanother. If any vnodefails,thenit couldbebrought
up againby any othervnode.Greatcarewill have to be
taken to ensurethat sucha distributedschemedoesnot
addadditionaloverhead,however.

Anotherpossibility is to look into bullet-proofingthe
root vnode. Runningadditionalerror-handlingdomains
on the root vnode’s Adeosis oneaspectthat shouldbe
looked at. Runningasfew device driversaspossiblein
therootvnodeis likely to diminishtherisk of failuretoo.

Although the currentapproachis unlikely to be in-
fluencedby illegal virtual memoryaccesseson any vn-
ode,it is definitelyvery fragile to raw physicalmemory
accesses.Indeed,any illegal physicalmemoryaccessby
any vnodeis likely to bringtheentireclusterdown. Prop-
erly written driversandcleancodingaretheonly imme-
diateremedies.If hardwarewereableto cooperatein one
wayor anotherin checkingfor suchillegalaccesses,then
it wouldbeall thebetter.

Currently, all CPU andphysicalRAM resourcesal-
locatedto a bootingkernelarenever reclaimed.Hence,
contraryto Disco,thereis no CPUmigrationpossibleor
physicalmemoryload-balancing.Suchfunctionalitycan
probablybe added,nevertheless,by using the existing
work on CPUandmemoryhotplugging[10, 11]. Actual
physicalmemoryandCPUscould thenmigratebetween
vnodes. Adeoswould certainly needto be modified to
take in accountsuchmigrations.

Also, only physically contiguousvnodescan exist
in the currentdesign. It may be desirableto augment
Adeosto handlevnodesspanningmany differentphysical
machines.Having appropriatehardwareto facilitatethe
mappingof physicalmemoryregionsbetweenseparated
machinewould certainlyhelpin this regard.A clusterof
clusterscouldthenbefeasible.

13? Implementbootprocedurein arch/i386/kernel/vnodeboot.c ?
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11 Conclusion

This paper has presenteda schemefor implementing
Linux clusterson SMP hardware. An architecturewas
presentedto enablemany existingcomponentsto interact
togetherin orderto provide this functionality. In partic-
ular, the approachsuggeststhe useof the Adeosnanok-
ernelto enablemultiple Linux kernelsto exist in parallel
onthesamehardware,eachin adifferentvirtual node.To
thisend,thekernelrequiresminormodificationsin order
to useAdeos’ servicesinsteadof directly accessingkey
hardwareresources.

Virtual devices,suchasnetwork devices,adistributed
filesystem,anda line-discipline,areimplementedasker-
nel modules. Insteadof obtainingtheir resourcesfrom
Linux, however, they useAdeos’ servicesdirectly. In
turn, thesedevicesenableexisting clusteringandsingle
systemimagecomponentsto be usedwith little or no
modification.

In additionto beingmodular, eachcomponentin this
schemeis relatively simpleto implement.The clearad-
vantageof this schemeis thatLinux’scapabilityto scale
is unrelatedto Adeos’ or the clusteringandsingle sys-
tem imagecomponents’ability to handlelarge numbers
of virtual nodes.Also, thekernelcancontinueto bede-
velopedindependentlyfrom all the othercomponentsin
thisscheme.

Thispaperwaswrittenwith thepurposeof encourag-
ing discussiononbuilding clustersusingtheLinux kernel
andSMPhardware.Youareencouragedto makesugges-
tions andparticipatein this effort in orderto provide “a
clusterin a PC” for themasses.
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