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CHAPTER 2
Windows Reverse Engineering

Software reverse engineering, also known as reverse code engineering (RCE), is the art
of dissecting closed-source binary applications. Unlike open source software, which
theoretically can be more easily peer-reviewed for security, closed source software
presents the user with a “black box.” Historically, RCE has been performed on Win-
dows platforms, but there is now a growing need for expert Linux reversers as well,
as we will explain in Chapter 3.

RCE allows you to see inside the black box. By disassembling a binary application,
you can observe the program execution at its lowest levels. Once the application is
broken down to machine language, a skilled practitioner can trace the operation of
any binary application, no matter how well the software writer tries to protect it.

As a security expert, why would you want to learn RCE? The most common reason
is to reverse malware such as viruses or Trojans. The antivirus industry depends on
the ability to dissect binaries in order to diagnose, disinfect, and prevent them. In
addition, the proliferation of unethical commercial spyware and software antipiracy
protections that “phone home” raises serious privacy concerns.

In this chapter, we work on desktop Windows operating systems.
s Since Windows is a closed source and often hostile platform, by Dar-
%%+ winian pressure Windows RCE has now matured to the pinnacle of its
* technology. In subsequent chapters, we touch upon the emerging sci-
ence of RCE on other platforms, including Linux and Windows CE, in
which RCE is still in its infancy.

The legality of RCE is still in question in many areas. Most commercial software ships
with a “click-through” end-user license agreement (EULA). According to the software
manufacturers, clicking “I AGREE” when you install software contractually binds you
to accept their licensing terms. Most EULAs include a clause that prevents the end user
from reverse engineering the application, in order to protect the intellectual property of
the manufacturer. In fact, the Digital Millennium Copyright Act (DMCA) now pro-
vides harsh criminal penalties for some instances of reverse engineering.




For example, those of us who spoke at the Defcon 9 computer security conference in
Las Vegas in July 2001 were shocked and distressed to hear that one of our fellow
speakers had been arrested simply for presenting his academic research. Following his
speech on e-book security, Dmitry Sklyarov, a 27-year-old Russian citizen and Ph.D.
student, was arrested on the premises of the Alexis Park Hotel. This FBI arrest was insti-
gated by a complaint from Adobe Systems, maker of the e-book software in question.

In a move that seemed to give new legal precedent to the word, when obtaining the
warrant the FBI agent adduced written proof that Defcon was advertised as a
“hacker” conference and asserted that the speakers must therefore be criminals.
However, the arresting FBI agent neglected to note in this warrant request that other
high-ranking law enforcement officers, members of the military, and even fellow FBI
agents have been featured speakers at this same “hacker” conference and its harbin-
ger, Black Hat. In fact, Richard Clarke, Special Advisor to President Bush for Cyber-
space Security, spoke at Defcon the following year.

Sklyarov helped create the Advanced eBook Processor (AEBPR) software for his Rus-
sian employer, Elcomsoft. According to Elcomsoft, their software permits e-book
owners to translate Adobe’s secure e-book format into the more common Portable
Document Format (PDF). Since the software only works on legitimately purchased e-
books, it does not inherently promote copyright violations. It is useful for making
legitimate backups in order to protect valuable data.

Sklyarov was charged with distributing a product designed to circumvent copyright
protection measures, which was now illegal under the DMCA (described later in this
section). Widespread outcry by academics and civil libertarians followed, and pro-
tests gained momentum outside of Adobe offices in major cities around the world.
Adobe, sensing its grave error, immediately backpedaled—but it was too little, too
late. The damage had been done.

Sklyarov was subsequently released on $50,000 bail and was restricted to California.
In December 2001, he was permitted to return home to Russia with his family, under
the condition that he remain on call to return to the U.S. and testify against his
employer, Elcomsoft. After a painful legal battle, both Sklyarov and Elcomsoft were
completely exonerated.

There still may be some breathing space left in the law as DMCA has a limited provi-
sion allowing “security experts” to circumvent protection schemes in order to test
security. However, the interpretation of this clause remains nebulous.

History of RCE

“Modern” RCE started with programmers who circumvented copy protection on
classic computer games, such as those written for the Apple II in the early 1980s.
Although this trend quickly became a way to distribute pirated computer software, a
core of experts remained who developed the RCE field purely for academic reasons.
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One of the legendary figures of those heady days was the Old Red Cracker, (+ORC).
Not only was +ORC a genius software reverser, he was a prolific author and teacher of
the subject. His classic texts are still considered mandatory reading for RCE students.

In order to further RCE research, +ORC founded the High Cracking University, or
+HCU. The “+” sign next to a nickname, or “handle,” designated members of the
+HCU. The +HCU students included the most elite Windows reversers in the world.
Each year the +HCU published a new reverse engineering challenge, and the authors of
a handful of the best written responses were invited as students for the new school year.

One of the professors, known as +Fravia, maintained a motley web site known as
“+Fravia’s Pages of Reverse Engineering.” In this forum +Fravia not only challenged
programmers, but society itself to “reverse engineer” the brainwashing of a corrupt
and rampant materialism. At one point +Fravia’s site was receiving millions of traf-
fic hits per year, and its influence was widespread.

Today, most of the old +HCU has left Windows for the less occult Linux platform;
only a few, such as +Tsehp, have remained to reverse Windows software. A new gen-
eration of reversers has rediscovered the ancient texts and begun to advance the sci-
ence once again. Meanwhile, +Fravia himself can still be found wandering his
endless library at http://'www.searchlores.org.

Reversing Tools

As a software reverse engineer, you are only as good as your tools. Before diving into
practical examples later in the chapter, we first review some of the classic Windows
RCE tools. Some you can learn in a day, while others may take years to master.

Hex Editors

To edit binaries in hexadecimal (or opcode patching), you need a good hex editor. One
of the best is Ultra Edit, by lan Meade (http://www.ultraedit.com/), shown in Figure 2-1.

Disassemblers

A disassembler attempts to dissect a binary executable into human-readable assem-
bly language. The disassembler software reads the raw byte stream output from the
processor and parses it into groups of instructions. These instructions are then trans-
lated into assembly language instructions. The disassembler makes a best guess at
the assembly language code, often with variable results. Nevertheless, it is the most
essential tool for a software cracker.

A popular disassembler, and one that is the tool of choice for many expert reverse engi-
neers, is IDA Pro. IDA (http://www.datarescue.com) is a multiprocessor, multioperating-
system, interactive disassembler. It has won numerous accolades, not the least being

chosen as the official disassembler of the +HCU in 1997.
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5 UltraEdit-32 - [CADocuments and Scttings AdministratorHy Document sy (dat.exe] o [=] |

BH'B Edit Search Project View Formak Column Macroe Advenced  Window Help =181
DESHSRE (WM s =B haNPs GHBNS |52
wdatess | l
1
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00000560k AO 21 00 OC 3B 04 00 00 00 00 00 00 08 4D 41 49 : 1..:._ ..... HAT
00000570h: 4E 49 43 4F 4E 09 54 4D 41 49 4E 46 4F 52 4D 02 ; MICON.THATHFORM.
000005380k 4C 44 44 03 53 4C 46 07 54 46 4C 45 S6 45 4C 05 ; LDD.SIF.TFLEVEL.
000005%90h: 54 46 4E 41 47 0D 54 46 50 52 49 4E 54 53 54 41 ; TEFHAG.TFPRINTSTA
00000%5=0kL: 54 G55 53 07 54 46 45 4D 41 49 4C 0OC 54 45 42 4F ; TUOS.TEFEMAIL.TECOD
0o000sk0k: 4D 50 49 4C 45 4F 50 54 05 43 44 52 4F 4D O0C 43 ; MPILEOFT.CDROH.C
000005=0h: 4C 4F 53 45 44 46 4F 4C 44 45 52 0D 43 55 52 52 . LOSEDFOLDER.CURE
00000540k: 45 4E 54 46 4F 4C 44 45 52 04 45 53 45 43 55 54 ; ENTFOLDER.EXECUT
0o000S=0h, 41 42 4C 45 06 46 4C 4F 50 50 53 04 48 41 52 44 : ABLE FLCPPY. HARD
00000S£0R: 09 4B 4E 4F 57 4E 46 49 4C 45 07 4E 45 54 57 4F ; . KNOWHFILE.HETWO
Q000&e00k: 52 4B 04 4F 50 45 4E 46 4F 4C 44 45 52 03 52 41 ; RE.OFENFOLDER. R}
-
Kl LFI

|Fat Halp, prass F1 |Pas: 0H, 10, Cih DS [ [Miod: 11572000 7:50:106M ﬁa Slzet 10039973 s P

Figure 2-1. For opcode patching, we recommend UltraEdit, an advanced Windows hex editor

IDA treats an executable file as a structured object that has been created from a data-
base representing the source code. In other words, it attempts to re-create viable source
code (as opposed to W32DASM, which only displays the code it thinks is important).

One of the most powerful features of IDA is the use of FLIRT signatures. FLIRT stands
for Fast Library Identification and Recognition Technology. This means that IDA uses
a proprietary algorithm to attempt to recognize compiler-specific library functions.

Mastering IDA takes considerable time and effort. The company admits in the user’s
manual that IDA is difficult to understand. However, once you have mastered IDA,
you’ll probably prefer it to the combination of W32DASM + SoftICE (discussed next).
This section walks you through a few basic IDA configuration and manipulation steps.

A configuration file controls IDA’s preferences. Search your Program Files directory
for the IDA folder and use a text editor to open Ida.cfg (the configuration file). The
configuration file is read two times. The first pass is performed as soon as IDA is
loaded, while the second pass is performed when IDA determines the processor type.
All processor-specific tuning is located in the second part of the config file.

IDA allows you to choose the default processor at program startup. As you can see in
Example 2-1, the developers have created support for an extensive range of proces-
sor types. Here, you can view the processors that IDA supports. For example, if you
mostly crack PocketPC (Windows CE) applications, you will probably be using the
ARM processor. Otherwise, the default is setting is "metapc" (x86).

Example 2-1. Processor-specific parameters in IDA Pro

/* Extension Processor */
"com" : "8086" // IDA will try the specified

exe" : "metapc" // extensions if no extension is

12 | Chapter2: Windows Reverse Engineering



Example 2-1. Processor-specific parameters in IDA Pro (continued)

"dl1"
"drv"
"sys" :
"bin" :
"ovl" :
"ovr" :
"ov?" :
"nlm" :
"lan" :
"dsk" :
"obj" :
"prc" :
"axf" :
"h68" :
"is1"
"sav" :
"rom" :
"cla*":
"s19":

0 :

"metapc"
"metapc"
"metapc"
"metapc"
"metapc"
"metapc"
"metapc"
"metapc"
"metapc"
"metapc"
"metapc"
"68000"
"arm710a
"68000"
"8051"
"pdp11"
"z80"
"java"
"6811"
"metapc"

// given.

// PalmPilot programs

// MC68000 for *.H68 files
// 18051  for *.I51 files
// PDP-11 for *.SAV files
/1 780 for *.ROM files

IDA allows you to tune several options for disassembly. For example, you can deter-
mine whether you want to automatically analyze 90h NOPs. The configuration for

this is shown in Example 2-2.

Example 2-2. IDA options for disassembly

#ifdef PC__
USE_FPP

// IBM PC specific analyzer options

PC_ANALYSE_PUSH

PC_ANALYSE_NOP

= YES

= YES

= NO

// INTEL 80x86 PROCESSORS

//
//

//
//
//
//
//
//
//
//
//

Floating Point Processor
instructions are enabled

Convert immediate operand
of "push" to offset

In sequence

push seg
push num

IDA will try to

//convert <num> to offset.

//
//
//
//
//
//
//
//

Convert db 90h after
“jmp" to "nop"

Now it is better to turn
off this option

because the final pass
of the analysis will
convert 9oh to nops

Reversing Tools
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Example 2-2. IDA options for disassembly (continued)

//
//
//
//
//
//
//
//
//
//
//

more intelligently.
Sequence

jmp short label
db 90h

will be converted to

jmp short label
nop

Now, it’s time to fire up IDA. Run the program and open the target binary that you
happen to be using. Figure 2-2 shows IDA’s startup window.

Load a new file

Load file C:ADocuments and SettingssAdministratonDeskioptAirscannernese

Portable executable for IEM FC [FE)
FS-00S executable [EXE] [dos. ldw]
Binary filz

Processor type

[ _ Y x|

Intel B048E processors metaps

. B alysi
Loading seament ID:-:D[ID[I] oon o i
Loading offzet ID:-:DI]DI]D[ID[I [V Indicatar enabled

;l Set

—Option
[ Create seqments
v Loadesources
[~ Bename DLL enkies
[~ Manual load
[ Elllsegment aaps
[w take imports seqment
[T Dont align segments

Ferne| optionz]

Fernel options |

Processor ophons |

Spskem DLL directory ICZ Yl INNT vspstem32

|

Cance| | Help I

Figure 2-2. IDA startup window
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On most Windows files you will use the Portable Exectuable (PE) format (discussed
later in this chapter), so select this option. Select your processor type if you have not
already configured the default in your config file. Make sure both “Analysis” options
are checked. Under Options, make sure the “Load resources” and “Make imports
segment” boxes are checked. Also make sure “Rename DLL entries” and “Manual
load” are unchecked.

A
o Make sure that you chose the correct system DLL directory when con-
.'s. figuring IDA Pro.
AP Y
0

When you are ready, press OK and watch IDA work its magic.

In order to view strings in IDA, select View — Open Subviews — Strings (Figure 2-3).
You will also see the other subview options. The keyboard shortcut for strings is
Shift-F12. Take some time to explore this sample disassembly and to get used to
moving around in IDA.

E-] IDA - Airscanner.exe

File Edit Jump Search | views Options ‘Windows Help

E;“l Hl ¢.| ...I g‘g&lg Dpen subviews Motepad

1D, i | ;ﬁ Graphs... L Disassembly
toxt:0B4081484h <t Toolbars.. . b Hex dump F4
text: 00461404 Caleulator shift+/ 1 Functions Shift+F3
-text:A84014084 Bu [EI T Hp————— M Mames Shift+F4
LLexb: 00401484 F1 0 @ Signatures shift-+FS
.text:00401404 ya E Frintinternal flags F
text - 684015084 =F Seaments Shift-+F7
_text - 00461404 = Hide Mum - B2 Seqmentregisters  Shift+FS
.text: aB401405 £5 Unhide Mur + B2 Selectars
1- EEH: B ggﬂglig; Hide all functions Lal Cross references
- ts:t . 804 8150E Setup hidden ikems CEHl+F2 & CrTe Shift+Fg
text-00481413 lea eg Ef Enumerations ShiFt+F 10
.text:apun1419 push 25 [Z] Problems
text:00481410 push ea i ;
T [la] Shift+F11

_text:08461418 push B [ e A
.text:0040141D call  ds ' NS Sl
text: 00401423 now cl Function calls
.text: 00481429 Xor edx, ed=x
.text: 00481428 test cl, cl
text:0048142D lea eax, [ebp+FilenamfE]
text: 00401433 jz short loc_48144B

Figure 2-3. Viewing strings in IDA
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Debuggers

+Fravia calls SoftICE (http://www.numega.com) the “Alpha and the Omega” of debug-
gers. However, what many modern reverse engineers are too young to remember
(unless your hair is as grey as that of the authors) is that the forefather of SoftICE
itself, known as ICE-86, was actually a hardware-based in-circuit emulator from Intel,
designed to debug their seminal 8086 processor. A full description of this hardware
can be found in the classic 8086 Family User’s Manual published by Intel in 1979.

SoftICE allows you to single-step through program code and to edit memory, regis-
ters, variables and flags on the fly as the program executes. The following function
keys let you step through code and edit memory in SoftICE:

F8

Single-step.
F10

Program step.

F11
Return to a routine from a call.

F12
Forward to next Return.

D
Display memory contents.

Search memory for a string.

1A%
Watch a register.

Once you have SoftICE installed, your system will boot WINICE.EXE along with Win-
dows. SoftICE is integrated with the Windows operating system itself, at Ring 0, which
is what makes it so powerful. SoftICE is configured by editing the WINICE.DAT file.
Remove the semicolons in WINICE.DAT to uncomment the particular features that
you need. For example, if you are editing WINICE.DAT to include 32-bit calls (recom-
mended), uncomment the following lines:

gdi32.d11

kernel32.d1l

user32.dll
SoftICE is a complex application. In fact, it comes with a large, two-volume user’s
manual just to help get you started with the basics of its use. However, the most dif-
ficult part of using SoftICE is remembering the command shortcuts. If you are per-
forming RCE with SoftICE, you will need a reference list that you can keep handy
while you are cracking. Even the official user’s manual for SoftICE doesn’t list these
critical breakpoints. For this reason, we have included a basic list of useful SoftICE
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commands and breakpoints in the Appendix. We also recommend that you read
through the SoftICE user’s manual at least once before working the examples at the
end of this chapter.

System Monitors

The wizards at SysInternals (http://www.sysinternals.com) have developed two pow-
erful, real-time system monitors: regmon and filemon. The programs are freely avail-
able for personal use, with source code, from their web site. With these two
programs, you can see which hidden registry and file calls your target binary is mak-
ing. The programs are easy to master.

To use filemon, first install and run the program. You’ll soon see a flood of data scroll-
ing down the filemon window, which will rapidly overwhelm you. Our goal here is to
focus on one application that we want to monitor; i.e., NOTEPAD.exe (Figure 2-4).

I File Monitot - Sysinternals W sysinternals.com I ]g ] ] 4
File Edit ©ptions Crives Help
& RBR|®| 32 | a5 |

H | Time | Frocess | Fequest ] Fath | FesLlk | :I
1057 11:15:12 P explorer exe: 1292 |[RP_MJ_CLOSE C:\Docurments and Settingshddminiztrat.. SUCCESS

1058 11:15:12 P explorer.exe: 1292 FASTIO_QUERY_STAM... C:ADocuments and Settings\administrat... SUCCESS 4
1053 111512 P explorer.exe 1292 |RP_MJ_READ" C:5Diocuments and Settingsh\administrat... SUCCESS [
1060 11:15:12 P explorer exe: 1292 |RP_MJ_CLEANUP C:\Docurments and Settingshddminiztrat.. SUCCESS

1061 111512 P explorer ege: 1292 FSCTL_IS_WOLUME_M... C:\Pragram Files\Camman FilesSypstem... SUCCESS

1062 11:15:12 P explorer exe: 1292 FSCTL_IS_WOLUME_M... C:\Program Files\Common FileshSypstem... SLICCESS

1063 11:15:12 P explorer exe: 1292 IRP_MJ_CREATE C:\Docurments and Settingshdminiztrat.. SUCCESS £
1064 111512 PM enplorer.exe 1292 FASTIO_QUERY_BASL.. C:i\Documents and Settingshadministrat.. SUCCESS £
1065 11:15:12 P explorer exe: 1292 |[RP_MJ_CLEANUP C:\Docurments and Settingshddminiztrat.. SUCCESS

1066 11:15:12 P explorer.exe 1292 |RP_MJ_CLOSE C:\Documents and Settingsh\administrat... SUCCESS

1067 11:15:12 P explorer exe: 1292 FSCTL_IS_WOLUME_M... C:\Program Files\Common FileshSypstem... SLICCESS

1068 11:15:12 P explorer exe: 1292 [RP_MJ_SET_IMFORM... C:\Documents and SettingsiAdministrat... SUCCESS F
1069 11:1512 P System:d IRF_MJ_WRITE® C:pagefile. sps SUCCESS [

Systemn: B IFP ) 'y SLICCESS [

i [ ] _|FF M GLER L i
1072 111512 P MOTEPAD.EXE... IRP_MJ_CREATE “\Documents and ngsadmin i
1073 114512 P NOTERADEXE... IRP_MJ_READ® C:\Documents and SettingshAdministrat... SUCCESS [
1074 11:15:12 P MOTEPAD.EXE... FSCTL_IS_VOLUME_M... C:\Documents and Settingsi@dministrat... SLICCESS
1075 11:15:12 P MOTEPAD.EXE... IRP_MJ_CREATE C:\Documents and SetingsiAdministrat... FILE NOT FO... £
1076 111512 PM MOTEP&D.EXE... FSCTL_IS_VOLUME_M... C:\Documernts and Setings\administrat... SLUCCESS
1077 111512 P MOTEPAD.EXE... IRP_MJ_CREATE C:\Documents and SetingsiAdministrat... FILE NOT FO... £
1078 111512 PM MOTEPADEXE... FSCTL_IS_WOLUME_M... C:\Docurernts and Setingsh\Administrat... SLUCCESS
1079 111512 P MOTEPAD.EXE... IRP_MJ_CREATE CoWwWIRNTSSpstem 324/ INSPOOL.DRY SUCCESS i
1080 11:15:12 P MOTEPADEXE... FASTIO_QUERY_BASL.. CoNWINMTSSpstem324WWINSPOOL.DRY SUCCESS i
1087 111512 PM HOTERAD.EXE... IRP_MJ_CLEANUP C:AINNT SSwstem 32 WwINSPOOL.DRY SUCCESS =
107 11-15-17 Bhd RINTERAN EYE  IRD kil 1 NSE VRN TS Cckar 22 MM CEON) MDY ClLICrCos
4 vl 4

Figure 2-4. filemon gathers all system file accesses by default

Immediately after starting the target application, enter Ctrl-E to pause the data cap-
ture. Then scroll up until you find the .exe name, and hit Ctrl-L to enter it into the
filter window (Figure 2-5).
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Filemon Filter | —————————

Erter multiple filter ratzh striings teparated by the ' character,
iz g wildcard.

Include: Inalepa d.exd

E scluds: I ;l
Highlight: | =
Log Reads: |7 Log'whites: |

I P |

Apply

Fesat

Cancel

i

Figure 2-5. Using the filemon filter

Next, hit Ctrl-X to clear the display and then Ctrl-E to toggle capture on again. You
will see that you have a pure capture that is focused on file access by one executable
only—in this case, NOTEPAD.exe (Figure 2-6).

. File Monitor - Sysinternal <y sinternals.con B 0l ] ] 4
File Edit ©ptions Crives Help

& RBR|® | ¢ | a5 |

B | Time | Frocess | Fenquest ] Fath | FiesLlk | :I
108 12:41:33.AM MOTEFAD.EXE... IRF_MJ_CREATE C:\Docurments and Settingshdministrat.. FILE MOT FO... £
109 12:41:33.AM MOTEFAD.EXE... FSCTL_IS_WOLUME_M... C:\Documents and SettingsiAdministrat... SUCCESS

10 12:41:33 AM HOTERAD.EXE... C:AWINNT SSwstem 32 YWwINSPOOL.DRY SUCCESS £
111 LI £

4 h 1 ISP D CEESS

113 1241:33.8M . . IRP_MJ_CLOSE C:AWIRNMT S pstem 32WWIMSPOOLDRY SUCCESS

114 12:41:33 A0 MOTEFAD.EXE... FSCTL_IS_WOLUME_M... C:\Documents and SettingsiAdministrat... SUCCESS

115 124133 48M MOTEPADEXE.. FSCTL_IS_VOLUME_M.. C:A\Documents and Settings\administrat,., SUCCESS

116 12:41:33.8M MOTEPADEXE... IRP_MJ_CREATE C:AWINMT S pstem 32WWIMSPOOLDRY SUCCESS £
M7 1241:33 AM MOTERADEXE... IRP_MJ_CREATE C:AWIMMT WS petem 32WINSPOOL.DRY SUCCESS i
118 1241:33.8M MOTERADEXE... FASTIO_QUERY_BASL.. C:NWINMNTWSpstem32WWIMSPOOLDRY SUCCESS £
119 12:41:33.8M MOTERADEXE... IRP_MJ_SET_INFORM... C:NWINMTSpstem32WWIMSPOOLDRY SUCCESS F
120 12:41:33.8M MNOTEPADEXE.. IRP_MJ_QUERY_INFO... C:MWARNNTSpstem32vwIMSPOOL.DRY SUCCESS F
121 1241:33.8M MOTEPADEXE... IRP_MJ_CLEANUP C:AWIRNMT S pstem 32WWIMSPOOLDRY SUCCESS

122 12:41:33 AM MOTERPAD.EXE... IRF_MJ_CLOSE C:AWINNT WSpstem 32YWIMSPOOL.DRY SUCCESS

123 1241:33.8M MOTERADEXE... IRP_MJ_CREATE C:AWIRNMT S pstem 32VWIMSPOOLDRY SUCCESS £
124 1241:33 AM MOTEPAD.EXE... FASTIO_QUERY_BASIL.. C:MWINMTWSpstem32WWINSPOOL.DRY SUCCESS 2
125 12:41:33.8M MNOTEPADEXE... IRP_MJ_SET_IMFORM... C:MANNTSpstem32vwINSPOOL.DRY SUCCESS F
126 12:41:33.8M MOTERADEXE... FASTIO_QUERY_STAMN... C:NWINNTWSwpstem32WWIMSPOOLDRY SUCCESS 4
127 12:41:33 AM MOTERP&D.EXE... IRP_MJ_CLEANUP C:AWINNTWSpstem 32YWWINSPOOL.DRY SUCCESS

128 1241:33.8M MOTEPADEXE... IRP_MJ_CLOSE C:AWIRNMT S pstem 32WWIMSPOOLDRY SUCCESS

129 1241:33.AM MOTEPADEXE... IRP_MJ_CLEANUP C:AWINNT S pstem 32WINSPOOL.DRY  SUCCESS

130 12:41:33.8M MOTERADEXE... IRP_MJ_CLOSE C:AWINMT S pstem 32WWIMSPOOLDRY SUCCESS

131 12:41:33 A0 MOTEFAD.EXE... FSCTL_IS_WOLUME_M... C:\Documents and SettingsiAdministrat... SUCCESS

132 12:41:33.48M MNOTEPADEXE... IRP_MJ_CREATE C:5\Documents and Settingsidministrat... FILE NOT FO... &=
4 | 4

Figure 2-6. Filtered capture of NOTEPAD.exe system file calls
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For regmon, the process is nearly identical (Figure 2-7). By using regmon, you can
focus on a suspected Trojan, for example, to see the hidden registry calls that it utilizes.

? » Registry Monitor - Sysinternals: www.sysintetnals.conm i J_ = |'EI 5[
e Edit oOptions Help
H] aBRO | v 2| ég
| Riequest | Path [ =
L=
H ile ‘
HELM\S oftwarg\Microsoft\windows NTACurrentyersionimage Fils Execution Optionsldag.exe b
|dag.exe:1448 Openkey HELMSpstem' CumrentControlS et\Controls T erminal S erver 9
|dag.exe1448 Quentalue HELM S ystem' CurrentControlS et\Controls T erminal ServerTS4ppCompat 9
|dag.exe:1448 Clozekey HELM S patem' CunrentControlS et\Controls T erminal 5 erver 4
Idag.ene:1448 Openkey HELM'System'\CunrentControlSet\Control\E rror Message Instrument', b
|dag.exe1448 Openkey HELMS oftwareiicrozoftwindows NTACurrentyersionhCompatibility32 9
|dag.exe1448 Quentalue HELM S oftwareiHicrosoftywWindows NTACurentyersiont\ Compatibility32dag I+
|dag.exe:1448 Clozekey HKLM\Software\Microsoftswindews NTACurrenty/arsiontCompatibiliy32 2
Idag exe1448 Openkey HELM"\S oftwaretMicrozoftwindows NTACurenty'ersionf\Compatibility2 £
|dag.exe1448 Quentalue HELM S oftwareSHicrosoftywindows NTACurentyersiont Compatibility2y| dagl.0 I+
|dag.exe1448 Clozekey HELM"S oftwareiMicrozoftwindows NTACurentyersiont\Compatibility2 4
|dan.cne:1448 Openkey HELMS oftware\Microsoft\windows NT\Currentersion\IME Compatibility £
Idag.exe1448 Quen#alue HELM S oftwareiHicrozofty\windows NTACurentversion®\|ME Compatibilitys/dag I+
|dag.exe1448 Clozekey HELMS oftwareiMicrozoftwindows NTACurrentyersiont ME Compatibility 9
|dag. exe:1448 Openkey HELM4S patem' CunrentControlS et\ControlsS ession Manager\appCompatibiliytldag,. exe I+
|dag, exer1448 Openkey HELMS oftware\Microsoft\windows NTACurentyersion\Windows £
Idag.exe1448 Quentalue HELM S oftwareiicrosoftvwindows NTACurentyersiontwindows\&pplnit_DLLs 9
|dag.exe1448 Clozekey HELMS oftwareiMicrozoftwindows NTACurentyersiont\Windows 4
WINLOGOM.EXE:196  Openkey HKCU |
e | 47|

Figure 2-7. Using regmon to trace hidden registry calls

Unpackers

Many commercial software programs are compressed with commercial “packers” (e.g.,
AsPack from http://www.aspack.com) in order to save space or to frustrate disassem-
blers. Unfortunately, you will not be able to disassemble a binary if it is packed. Fortu-
nately, there are tools to unpack a packed binary. This section reviews the tools and
methods used for unpacking a compressed application so that you may proceed to
reverse engineer it.

R
s

The science of unpacking compressed binaries is very complex and
comprises an entire subspecialty of RCE.

*i‘
(153

The PE file format

IThe native file format of Windows is the Portable Executable (PE). “Portable” means
that all Windows platforms and processors recognize the program. In order to under-
stand the process of unpacking a compressed application, it is first necessary to under-
stand the structure of the Win32 PE file format (Figure 2-8). This format has remained
relatively constant over the years, even with newer 64-bit Windows platforms.
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DOS MZ header
DOS stub
PE header

Section table

Section 1

Section 2

Figure 2-8. A simplified representation of the PE file format

The programmer’s assembler or compiler creates the PE sections automatically. The
purpose of the DOS MZ header is so that if you happen to run DOS (Disk Operating
System), DOS can recognize the program. In contrast, the DOS stub is simply a built-
in executable provided to display an error message (e.g., “This program cannot be
run in MS-DOS mode”) in case the operating system does not recognize DOS.

We are most interested in the third section, the PE header, a structure that contains
several fields used by the PE loader. When you execute the program on an operating
system that can process the PE file format, the PE loader uses the DOS MZ header to
find the starting offset of the PE header, thus skipping the DOS stub.

The data in a PE file is grouped into blocks called sections. These sections are orga-
nized based on common attributes, rather than on a logical basis. Thus, a section can
contain both code and data, as long as they have the same attributes.

Following the PE header is an array of structures known as the section table. A struc-
ture holds section-specific data such as attribute, file offset, and virtual offset.

During program execution, the PE header maps each section into memory based on
the information stored in the sections. It also assigns attributes to each section in
memory based on information in the section table. After mapping the PE file into
memory, the PE loader imports data from an array known as the import table.

ProcDump

For educational purposes, at some point you may want to learn how to manually
unpack an unknown binary. However, the RCE scene has developed useful tools to
help you save time by addressing many commercial packers (make sure to get per-
mission from all relevant software manufacturers before reverse engineering their
code). In addition, there are tools to help unpack even unknown compression
schemes. ProcDump, written by G-RoM, Lorian, and Stone, is a powerful tool to
help with unpacking. Figure 2-9 shows the startup screen, which lists open tasks and
modules. Simply press Unpack to start the unpacking wizard.
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e ProcDump32 (C) 1998, 1999, 2000 G-RoM, Lorian & Stone : i =1oix|

Task | FID | Address |:| Unpack I

Ciiwinnthsystem3Zimdm.exe 00000678 00400000

c:\program Files|internet exploreriiexplore.exe 00000504 00400000 Rebuild PE I

ctiprogram Filestcommaon Filesirealiupdate_oblevntswe. exe 000006DC 00400000 -

c:\program Files! jasc software incipaint shop pro 7ipsp.exe 0000063C 00400000 PE Editar I

c:\documents and settings'administratordesktopinokepad exe 000006EE 01000000 —

:' Anrurmnanks and cabbinnst admimizkeakar dezkbanimese doraeieess NOONNAZFN ﬂﬂdﬂﬂﬂﬂﬂLILI Bhirams SEI’VEI’I
Optionz I

Maodule | M1 | Address | Size | ;l

ciwinnthsystem32ntdl, dil 00000000 77FS0000  OO0O07E000

ciwinnthsystem32Ycomdig32 . dll 76B31B17  76E30000 00030000 J

criwinntiswstern32shlwapi.dil 7OEDFOES  70BDOOOC  OO04C000

cwinnthsystem32Ygdizz. dil 00000000 77F40000  O003C000

cwinntsystem32ikernel32.di 77E557ID  77ES0000  OOOB&000 Ahout I

criwinntisystem32user32.dl J7E2ABDE  77E10000  0O0ES000 :

ciwinntiswstemn32ladyaniz2. dil 77DBSAES  77DB0000 00050000 LI it

Figure 2-9. Using ProcDump to unpack a compressed program

After starting ProcDump, you’ll see a split-screen GUI. The top contains a list of pro-
cesses running under Windows; the bottom of the GUI lists all modules attached to a
certain process. On the right side of this screen, you’ll see the following six buttons:
Unpack

Unpacks an executable or a dump file
Rebuild PE

Rebuilds the PE header of a executable or dump file
PE Editor

Allows you to edit a PE header
Bhrama Server

Starts the Bhrama Server (which allows you to write your own custom plug-ins

for ProcDump)
About

Provides application info
Exit

Ends ProcDump
To unpack an application, start by clicking the Unpack button. Then, choose the name
of the commercial or other packing program that protects the program. Next, an Open
Dialog will pop up. Choose the executable you want to unpack and click Open.
ProcDump will load the executable in memory. When this is done, hit OK, and the
program will unpack automatically.

Personal Firewalls

A personal firewall is a useful addition to the reverse engineer’s arsenal. Personal fire-
walls are software applications that run on end-user machines to filter data passing
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through the TCP/IP stack. For example, if there is a hidden backdoor installed on
your system, a good personal firewall can alert you to normally hidden communica-
tion. Similarly, a personal firewall can uncover commercial spyware when it attempts
to “phone home.” Please note that you still might be fooled, as some products use
port redirection/tunneling or even methods as simple as embedding the signal in an
allowed SMTP message. An example of a personal firewall is Zone Alarm, from http://
www.zonelabs.com.

A w
o A sniffer is another valuable tool for a reverse engineer. We will cover
o . o
.'" . packet dissection in Chapter 6.

SN

Install Managers

Install managers are programs that monitor unknown binaries as they install on your
system. There are many commercial install managers, like In Control 5 (Figure 2-10).

InCtrl5 - Install Control for Windows I B | 2| x|

—In=tall program details

Install pragram: |C:HDur:uments and Settingst\administratonDeskiopibac
32-bit WWindows Executable

Parameters: I

Cescription: ISetup Factory setup launcher

—Reports
Report fileparme: ;“c:‘apmgram fileshinctrSVREPT_O000. HTr

Default paths. . | Frexiew old reports. |

—What to track

3 F"”f'-’
Registry. .. Drivas. .. Text files. .

Clase | Help | About | GO'

Figure 2-10. In Control 5 install manager
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One way that install managers work is by comparing a “snapshot” of your drive files,
startup files, and registry keys before and after installation (Figure 2-11).

InCkrl5 - Install Control for Windows n 2l x|

—Fre-install =Insiall

_9:?
ﬁ Registry

== Files and folders Chick the Install complete
= hutton when the install is

complately finished.

[l files
o Install cornplete
= TEutfles Cancel tracking
~Fost-install Analysis
Registry Registry
=
= Files and folders Files and folders
=
i)
= I files I files
[
=
=
E Text files Teut files
[ |
[
/|
=

|HKEY_CLP.SSES_ROOThceviperdlg%. ceviperdiges. 1

Figure 2-11. In Control 5 is comparing registry keys to find what was installed

As you can see, install managers are valuable for detecting hidden system changes
during installation. In particular, they are useful to track spyware and Trojan
changes to your system so that you can develop disinfection steps by hand. Simply
start the uninstall manager, browse to the program you want to install, and then use
the uninstall manager to launch the installer.

Reverse Engineering Examples

Before beginning your practical journey, there is one final issue to note. Similar to
software debugging, reverse engineering by definition goes in reverse. In other words,
you must be able to think backward. Zen meditation skills will serve you better than
many years of formal programming education. If you are good at solving verbal
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brain-teaser riddles on long trips with friends, you will probably be good at RCE. In
fact, master reversers like +Fravia recommend cracking while intoxicated with a mix-
ture of strong alcoholic beverages. While for health reasons we cannot recommend
this method, you may find that a relaxing cup of hot tea unwinds your mind and
allows you to think in reverse. The following segments walk you through live exam-
ples of Windows reverse engineering.
N
‘ Since it is illegal to defeat protections on copyrighted works, reverse
ﬁ{ engineers now program their own protection schemes for teaching

R .
o3 purposes. Thus, crackmes are small programs that contain the heart of
the protection scheme and little else.

Example 1: A Sample Crackme
Example 1 is Muad’Dib’s Crackme #1.

A
\
o The sample binaries (crackmes) used in this chapter may be down-
.‘s‘ loaded from our web site at http://www.securitywarrior.com.
A @
0

This is a simple program, with a twist. The program’s only function is to keep you
from closing it. For example, when you run the program you will see an Exit button.
However, pressing the Exit button does not work (on purpose). Instead, it presents
you with a nag screen that says, “Your job is to make me work as an exit button”
(Figure 2-12).

Muad'Dib’s Reverseme it

[Fs sirmple! Your only job iz to make the exit button
ok | :

Exit |

GOAL: ]

‘Yourjob iz to make me work az an ext buttan!

1] |

Figure 2-12. Solving Muad’Dib’s crackme
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Thus, the crackme emulates shareware or software that has features removed or
restricted to the user (i.e., crippleware). Your job is to enable the program in order to
make it fully functional. Fortunately, the program itself gives you a great clue. By
searching the disassembled program for the following string:

"Your job is to make me work as an exit button"

you will probably be able to trace back to find the jump in the program that leads to
functionality—i.e., a working Exit button.

Once you have installed IDA Pro, open your target (in our case, Muad'Dib’s
Crackme #1) and wait for it to disassemble. You will be looking at the bare, naked
ASM. Go straight for the protection by searching the convenient list of strings that
IDA Pro has extracted (Figure 2-13).

Strings window I- ol x|
fctions  Search
Address I | ength l TI Shing

"L texb 00401018 nonoooos . C R0

" text: 00401038 aooonoos C© 0 dud
" text00401040 aooonoos C 0 kA0S
w0t data00402076  0000000C  C EsitProcess
" data:00402034 00000011 C Gethd oduleH andled,
" data00402096  000000OD  C KERMELZZ2.dI
"t ordata:00402045 00000010 C DialogB oxParamd
L data004020B8 000000048 C EndDialog
L data004020C4  QO0OOOOOC M eszagel oud
w0 data00402000  0000000B 0 USER3Z2dI
C

R st 00403000 0O00002 “rour [ob 15 to make me waork as an exit button!

. odata0040302F 0000000 GO0AL:

«| o
lLine 11 oF 12 A

Figure 2-13. String disassembly in IDA Pro

Double-clicking on our target string takes us directly to the target code in the
disassembly (Figure 2-14).

We arrive at this code:

* Reference To: KERNEL32.ExitProcess, 0rd:0075h
|

100401024 E843000000 Call 0040106C

;( ThisCalls ExitProcess when we click on theWindows Exit Cross)
100401029 55 push ebp

:0040102A 8BEC mov ebp, esp
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File Edit Jump Search Wiew Options AWindows Help
|8 <l-| el =M x| =[<] -l -l nlrl-]2]

& = ?l“@l@lﬁﬂ@ﬁhﬂ <l

104 iewed

.data:86463606 &
.data:B6463666 ; Segment type: Pure data

.data:8684683668 _data segment para public °DATA' use3d2

.data:G6483666 assume c¢s:_data

.data:BE4A3 606 ;org 4838660

.data:oee4p3000 aYourJobIsToMak db "¥eour job is te make me work as am exit button?”,0
.data:G6LE3 666 ; DATA XREF: sub_hB1629+1CTo
.data:8846362F aGoal db ‘BOAL:', 8 ; DATA XREF: sub_46i629+17To
.data:68463035 alignm &

.data:86463638 ; HIMNSTAHCE hInstance

.data: 68463638 hinstamce dd 8 ; DATA XREF: start+7Tw
.data:-884063638 ; start+17ir

.data:8846303C align 288h

.data:868483683C _data ends

4 I

You may start to explore the jnput file riant now,
Fropagating type information...
Function argument information is propagated
is is finished.

o=l

The initial autoanalysi

[0 idle: [pown |[Disk: 668 [onompsnn. | [oosos000:

B

Figure 2-14. Using strings to find target code in the disassembly

:0040102C 817D0C11010000 cmp dword ptr [ebp+0C], 00000111
100401033 751F jne 00401054

100401035 8B4510 mov eax, dword ptr [ebp+10]
100401038 6683F864 cmp ax, 0064

:0040103C 752A jne 00401068

:0040103E 6A00 push 00000000

* Possible StringData Ref from Data Obj ->"GOAL:"
|

100401040 682F304000 push 0040302F
; This references the text in the MessageBox

* Possible StringData Ref from Data Obj ->"Your job is to make me work as an exit

button!™

|
100401045 6800304000 push 00403000
:0040104A FF7508 push [ebp+08]

;These lines push the Caption and Handle of the MessageBox
* Reference To: USER32.MessageBoxA, Ord:01BBh

:0040104D E832000000 Call 00401080
100401053 EB2A jmp 00401068

This is the call to the annoying message box that we want to bypass! We need to
patch this address to jump to the Exit Process APL. This is the heart of the protection.

Looking back at line 401024, we see it calls the exit process 0040106C, as follows:

* Referenced by a CALL at Address:
| :00401024 ;This made the call to 0040106C
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* Reference To: KERNEL32.ExitProcess, 0rd:0075h

This is the Exit Process API call that we need.

| :0040106C FF2504204000 jmp dword ptr [00402004]
Thus, we will patch with this jump instead. We replace the bytes at offsets 40104D
and 401053 with those at offset 40106C, and when we click on the Exit button, the
program will exit and the nagging message box will not appear.

The best way to patch it is to replace these lines:

:0040104D E832000000 Call 00401080

100401053 EB2A jmp 00401068

with the following:

:0040104D FF2504204000 jmp dword ptr [00402004]
100401053 90 nop

Thus, 0040104D now jumps to the ExitProcess address. The program exits appropri-
ately when we click on either the X or the Exit button. 00401053 is extraneous, so
we can just NOP it; this involves changing the JMP to a NOP (no operation).

In order to do the actual opcode patching, you need to open the program in a hex
editor. After you have installed the hex editor, simply right-click the binary program
in Windows and select “open with Ultra Edit.” You will see the raw hex code
(Figure 2-15) ready to be patched.

@ Ultr aEdit-32 - [C:Documents and Settings' AdministratorDesktop’rml..exe™]
Ej Fil= Edit Search Project  Yiew Format Column Macro  Advanced  Window  Help

D HEGRE W(H PR pdt B IGO0B] 6] 2N

il .exe” I

000005d0h: 00 00 00 OO0 OO0 OO OO0 00 00 00 00 00 00 OO0 00 OO ; ................
000005s0h: 00 00 00 OO0 OO OO OO OO0 00 00 00 00 00 OO0 00 OO ; ... ... ... ...
000005%€£0k: 0O 00 00 00 0O OO OO OO OO0 00 00 00 00 OO0 00 OO ; ................

00000600k: &2 20 00 00 74 20 OO OO OO0 OO0 0O 0O EBe 20 OO0 OO0 ;: 0 ..t ...... T ..
00000610h: C2 20 00 00 44 20 00 00 00 00 00 00 S8 20 00 OO ; & ..=® ... ... X ..
00000620k: 00 OO0 OO0 OO OO OO OO OO 96 20 00 00 00 20 00 0O . ........ 1 ... .

00000630k: 64 20 00 OO0 OO OO OO OO OO0 OO0 OO0 OO DO 20 0O OO ;4 .......... b ..
00000640h: 0OC 20 00 00 OO OO OO OO OO0 00 OO0 00 0O OO0 0O OO ; . ... .........
00000650h: 00 00 OO0 OO0 OO OO OO OO0 &2 20 00 00 74 20 00 OO ; ........ 1 ..t .
00000660h: 00 00 00 00 B6 20 00 OO C2 20 00 00 44 20 0D OO ; ... 9 ..A .= _.
00000670k: 0O OO0 00 00 75 00 45 78 69 74 50 72 6F 63 65 73 ; ... . u.ExitProces

00000680k: 73 00 11 01 47 65 74 4D 6F 64 75 6C 65 48 61 6E ;| =...GetModuleHan
00000690h: 64 6C 65 41 00 OO0 4B 45 52 4E 45 4C 33 32 2E 64 ; dled. KERNEL3Z.d
000006a0h: &C 6C 00 00 92 00 44 69 61 &6C 6F 67 42 6F 78 50 ; 1l1..’' .DialogBoxP
000006b0k: &1 72 61 6D 41 00 BB 00 45 6E 64 44 69 EC EC 6F : arank., .EndDilflo
000006cOh: &7 00 BE 01 4D 85 73 73 &1 67 BG5S 42 BF 78 41 00 ; g.». MessageBoxhd.
000006d0h: 55 53 45 52 33 32 ZE 64 6C 6C 00 00 00 OO0 00 OO ; USER3Z.d1l......
000006s0h: 00 00 OO0 OO0 OO OO OO OO 00 00 00 00 00 OO0 00 OO ; ... ... ... ...
000006£0R: 0O OO0 00 OO0 0O OO OO OO OO0 00 00 00 00 OO0 00 OO0 ; ................

Figure 2-15. Hex dump of our binary

How do we find the bytes that we need to patch? Search the hex dump for a unique
string of hex bytes that represents the target code. For example, to find:

:0040104D E832000000 Call 00401080
100401053 EB2A jmp 00401068

Reverse Engineering Examples | 27



we search for its unique hex string (Figure 2-16):

E832000000EB2A

000007£0h: OO0 0O 0O OO OO0 00 OO0 OO0 00 OO0 OO0 00 00 00 00 00 ;@ ......... ... ...
00o000800kh: 59 6F 75 72 20 6A 6F 62 20 69 73 20 74 6F 20 6D ; ¥Your job is tom
00000810h: &1 6B 65 20 6D 65 20 77 6F 72 6B 20 61 73 20 61 ; ake me vork as a
00000820h: GE 20 65 78 69 74 20 62 75 74 74 6F GE 21 00 47 : n exit button! .G
00000830h: 4F 41 4C 34 00 00 00 00 00 00 00 00 00 00 00 00 : OAL:............
00000840h. nn nn_nn nn _non nn non nn nn nn noan nn on oo oo ogg o L.
00000850k I Xjo oL
00000860k : D0

DO000E70h f . O :
Do0008a0n M #hat €8 3200 00 DOEB 24 Z oo
00000890h Hex strings should have twa characters per bute and 1
000008alh each byte may be separated from another with a o
000008b0h space: 0
gggggggglﬁ Erarmple: FFFE FD' or FFFEFD Cancel | 8 ................
000008204 [ Find 45l plccian 0 DR
00000900k | Maich Case el e e | fo @ oo
00000910k s O ; .. . e
00000920h [ Regular Expressions [ASCI Only) g -
0

00000930h: 00 OO0 00 OO0 OO0 oo O0 OO0 oo 00 00 oo 00 00 0o

Figure 2-16. Searching for our hex code to patch

The key is to search for a hex string that is long enough that it will be unique in the
application.

Make sure to search using hex, rather than ASCII.

Once you have found the target bytes, carefully replace them to bypass the jump.
Then, simply save the binary application again and run it. In our example, the pro-
gram exits properly when you click the Exit button.

Example 2: Reversing Malicious Code

One of the most important functions of RCE is to reverse engineer malicious code
such as computer viruses or Trojans. In this example, we will be reversing the notori-
ous SubSeven Trojan by MobMan. By reverse engineering a Trojan, you can find its
unique hex byte signature, its registry entries, etc., for the purposes of antivirus pro-
grams or manual extraction. However, in this case we will be reversing SubSeven in
order to demonstrate its hidden secret. Interestingly, we will demonstrate why these
days you can’t even trust an honest Trojan writer!

At the time of this writing, you can obtain the Trojan from http://www.subseven.ws
or, when that site goes down (which it undoubtedly will), by a simple web search.
Credit for this discovery goes to the Defiler, and portions are reprinted with permis-
sion from +Tsehp. For this exercise, you need SoftICE installed and running.
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You may choose from several versions of SubSeven, each of which will give you
slightly different results. After installing the software, you configure the server por-
tion using the accompanying EditServer program (Figure 2-17). In this exercise, we
will use the localhost address for the server and configure it with port 666 and pass-
word “Peikari.”

Editsemer far Subi 2.1

[0 S0
Ol i prethod
] _not_ knowr method

Figure 2-17. Configuring SubSeven with the EditServer program

Make sure to use an uninstall manager when installing any malware so that you will
be able to manually remove it later. For this exercise, you must turn off your virus
scanners, or you will be unable to work with the malware. Once the server is config-
ured, launch the client. The disclaimer that appears (Figure 2-18) is quite ironic, as
we will soon see.

We point the client to localhost (127.0.0.1), as shown in Figure 2-19. Note that we
will change the port from the default of 27374 to read “666” (which is how we con-
figured our server).

Next, open SoftICE’s symbol loader to import winsock exports (wsock32.dll),
depending on your operating system. After you load the SubSeven server in Soft-
ICE’s symbol loader, the Trojan will run. Once you click “connect” to reach local-
host, the password dialog pops up. In this case, enter a dummy password that is
different from the real password (Peikari) that we chose previously.
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SubSeven v.2.1
GOLD edition

[http:/fsubseven.slak. org]

By uzing Sub ,you MUST agree o the fallowing:

if you don't agree ta any of the abowe, then exit Sub? now.

ick. anywhers to continue, nght click ta exit]

Figure 2-18. The SubSeven disclaimer is filled with irony, as we will soon uncover

SihseEnyZHGCe D bmobman

[ idle -

Figure 2-19. Use the SubSeven client to connect to localhost
The server uses the WSOCK32!recv function to retrieve data sent from a socket:

int recv (

SOCKET s,
char FAR* buf,
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int len,

int flags

)s
The second parameter (char FAR* buf) is the important one, as the data will be
stored within it. Before you continue to enter the password, hit Ctrl-D to break into
SoftICE. Now set a breakpoint on the recv function, as follows:

bpx recv do "d esp->8"
Enter Ctrl-D again, then click OK to send the password to the client. SoftICE will

break on the bpx. Press F11, and you will see your dummy password in SoftICE’s
data window, along with its current address in memory.

Now set a bpr on the password's address (e.g., bpr 405000 405010 RW). Run the
program again, and this time SoftICE will break at location 004040dd. You will see
the following code:

0167:004040dd 8boe mov ecx,[esi] ; our password

0167:004040df 8b1f mov ebx, [edi]

0167:004040e1 39d9 cmp ecx,ebx

0167:004040e3 755 jnz 0040413d

0167:004040e5 4a dec edx

0167:004040e6 7415 jz 004040fd

0167:004040e8 8b4e04 v ecx, [esi+04] ; move 1st 4 chars into ecx
0167:004040eb 8b5f04 mov ebx, [edi+04] ; move another 4 chars into ebx
0167:004040ee 39d9 cmp ecx,ebx ; compare the two values

The program breaks at line 4040dd after we set a bpr on our dummy password.
Thus, the password must be located inside the buffer to which esi points. The first
four characters are moved into ecx, and another four characters are moved into ebx.
They will then be compared.

We have now found the cmp that compares our dummy password with the real one,
right? Wrong! We have stumbled on to the fact that the author of SubSeven has put a
backdoor in his backdoor! Type d edi to see the data contents of the edi register in
SoftICE, and you will see the following:
016F:012A3DD4 31 34 34 33 38 31 33 36-37 38 32 37 31 35 31 30 1443813678271510
016F:012A3DE4 31 39 38 30 00 69 6F 00-28 00 00 00 22 00 00 00 1980.i0.(..."...
016F:012A3DF4 01 00 00 00 13 00 00 00-53 75 62 73 65 76 65 6E ........ Subseven
016F:012A3E04 5F 5F 5F 3C 20 70 69 63-6B 20 3E 00 10 3E 2A 01 __ < pick >..>*.
016F:012A3E14 10 3E 2A 01 38 00 00 00-53 75 62 73 65 76 65 6E .>*.8...Subseven
This number (14438136782715101980) is not the password we set. We now disable
all of the breakpoints (bd *) and run the program, this time entering the password
14438136782715101980. SubSeven responds with “connected.”

This exercise reveals that SubSeven’s author has secretly included a hardcoded mas-
ter password for all of his Trojans! The Trojan itself has been Trojaned. You just
can’t trust anyone these days.
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